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Foreword

The text in this part contains a set of Message Handling System (MHS) Implementation
Agreements intended to serve in lieu of an International Standardized Profile (ISP) for MHS.
It is the aim of the OIW X.400 SIG to pursue alignment of this part with the developing ISP.
When the ISP is complete, this part will be revised to refer to the ISP, and to only highlight
additional practices and North American regional requirements.
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0 Introduction

This is an Implementation Agreement developed by the Implementors' Workshop sponsored
by the U. S. National Institute of Standards and Technology to promote the useful exchange
of data between devices manufactured by different vendors. This Agreement is based on,
and employs protocols developed in accord with, the OSI Reference Model. It provides
detailed guidance for the implementor and eliminates ambiguities in interpretations.

This is an Implementation Agreement for Message Handling Systems (MHS) based on the
CCITT X.400 (1988) series of Recommendations, the similar (but not identical) ISO MOTIS
standard, and Recommendations F.435 and X.435 (1991) (see References). These
Recommendations and Standards are referred to as the base standards. The term "MHS" is
used to refer to both sources where a distinction is unnecessary. Similarly, "1984" and
"1988" are often used to distinguish between the CCITT X.400 (1984) series of
Recommendations and the later sources.

This Implementation Agreement seeks to establish a common specification which is
conformant with both CCITT and ISO with a view to:

Preventing a proliferation of incompatible communities of MHS systems which are
isolated for protocol reasons;

Achieving interworking with implementations conforming to the OIW Stable
Implementation Agreements for CCITT 1984 X.400-based Message Handling Systems;
and,

Facilitating integration of other OSl-based services (e.g., Directory) within a single
real system.

This Implementation Agreement is designed to encourage upgrade of existing 1984-based
systems as follows:

To add 1988 functionality (Message Store, Remote User Agent, etc.);

To provide additional functionality above the minimal conformant 1988 MHS defined
in the December 1989 version of the OIW Implementation Agreements. These 1988
aspects are described in this Agreement as either incremental enhancements or new
functional groups.

However, it is considered that the OIW Stable Implementation Agreements for CCITT 1984
X.400-based Message Handling Systems (part 7) should not be withdrawn at this stage. It is
anticipated that X.400 (1984) implementations will continue to provide a viable alternative
for applications that do not require the additional 1988 functionality for some time.

Scope

This Agreement specifies the requirements for MHS implementations based on the 1988
MHS standards.



This Agreement applies equally to Private Management Domains (PRMDs) and
Administration Management Domains (ADMDs). Four boundary interfaces are specified, as
illustrated in figure 1:

Management Domain (MD) to MD;
Message Transfer Agent (MTA) to MTA within a domain;
MTA to remote Message Store (MS) or User Agent (UA); and,

MS to Remote UA.

MHS protocols other than the Message Transfer Protocol (P1), the Message Transfer System
Access Protocol (P3), the Interpersonal Messaging Protocol (P2), and the Message Store
Access Protocol (P7) are beyond the scope of this Agreement. Issues arising from the use of
other protocols are outside the scope of this document. This Agreement describes the
services provided at each interface shown in figure 1.

MHS implementations may be configured as any single or multiple occurrence or
combination of MTA, MS and UA, as illustrated in figure 1. It is not intended to restrict the
types of system that may be configured for conformance to this Agreement (although it is
equally recognized that not all configuration types may be commercially viable).
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Figure 1 - Scenario definition

The 1988 MHS standards cover a wide and diverse range of functional areas, not all of which
would be relevant to every implementation. In order to achieve a more precise definition of
conformance requirements according to the functionality supported by an implementation,
and additionally to facilitate future enhancement of this initial specification, the concept of



Functional Groups has been introduced. Conformance requirements for support of Functional
Groups by particular configurations are specified in clause .
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In the context of these agreements, the term "Support" means that the service provider
makes the element of service (and related elements of protocol) available to the service
user. The service user provides adequate access to invoke the elements of service and/or
makes information associated with the service element available. Additionally, for "Not
Defined" or "Not Applicable" elements, the service provider is not required to make the
element available to the service user. However, the service provider should not regard the
occurrence of the corresponding protocol elements as an error and should relay those
elements. Naturally, protocol elements marked critical for submission, transfer, or delivery
must be processed according to the base standards.
The following functional groups are covered by this Implementors Agreement:

The MT Kernel in clause ;

The Message Store in clause ;

Remote User Agent support in clause ;

Distribution Lists in clause ;

Use of Directory in clause ;

Address support for Teletex character sets in clause 8.5;

MHS Management in clause (which is for further study);

Security in clause ;

The Physical Delivery Access Unit in clause ;

Other Access Units in clause (which are for further study);

Redirection in clause (which is for further study); and,

The IPM Service in clause ;

The EDI Messaging Service in clause (which is for further study).

References

CCITT
Application Layer - MHS
CCITT Recommendation X.400 (1988), Message Handling, System and Service Overview.
CCITT Recommendation X.402 (1988), Message Handling Systems, Overall Architecture.

CCITT Recommendation X.407 (1988), Message Handling Systems, Abstract Service



Part 8: Message Handling Systems March 1993 (Stable)

Definition Conventions.

CCITT Recommendation X.411 (1988), Message Handling Systems, Message Transfer
System: Abstract Service Definition and Procedures.

CCITT Recommendation X.413 (1988), Message Handling Systems, Message Store: Abstract
Service Definition.

CCITT Recommendation X.419 (1988), Message Handling Systems, Protocol Specifications.

CCITT Recommendation X.420 (1988), Message Handling Systems, Interpersonal Messaging
System.

CCITT Recommendation X.121 (1988), International Numbering Plan.

CCITT Recommendation X.435 (1991), Message Handling Systems, EDI Messaging System,
Protocol Specifications.

CCITT Recommendation F.435 (1991), Message Handling Systems, EDI Messaging System,
Abstract Service Definition.

ISO

Application Layer - MHS

ISO 10021-1 Information Processing Systems - Text Communication - MOTIS - System and
Service Overview.

ISO 10021-2 Information Processing Systems - Text Communication - MOTIS - Overall
Architecture.

ISO 10021-3 Information Processing Systems - Text Communication - MOTIS - Abstract
Service Definition Conventions.

ISO 10021-4 Information Processing Systems - Text Communication - MOTIS - Message
Transfer System: Abstract Service Definition and Procedures.

ISO 10021-5 Information Processing Systems - Text Communication - MOTIS - Message
Store: Abstract Service Definition.

ISO 10021-6 Information Processing Systems - Text Communication - MOTIS - Protocol
Specifications.

ISO 10021-7 Information Processing Systems - Text Communication - MOTIS - Interpersonal
Messaging System.

Status

This version of the Implementation Agreements for Message Handling Systems (MHS) is
under development. It is based on the CCITT X.400 (1988) Recommendations and ISO MOTIS
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(10021, parts 1-7) standards, as amended by the MHS Implementors Guide, version 6.

The initial version of these Stable Implementation Agreements included an Agreement which
specified a minimal 1988-based MHS implementation and support for Message Stores and
Remote User Agents, and which addresses interworking with 1984-based implementations.
This version of the Agreement specifies support for several additional 1988 features. The
remaining features specified in the 1988 standards will be covered in subsequent versions of
this Agreement.

This initial version has not yet been aligned with other MHS profiles, so changes may be

necessary in the future for international harmonization, e.g., support for international
character repertoires and conversion.

Errata

No Errata to Stable material at this time.

MT kernel

Introduction

This clause specifies the requirements for a minimal 1988-based MTS implementation (i.e.,
MTA) which is capable of interworking with 1984-based MTAs. The "base" MT Service
specified in this clause does not include:

Message Store (see clause );

Remote UA (see clause );

Distribution Lists (see clause );

Use of Directory Services (see clause );

Security (see clause );

Interworking with Physical Delivery systems or Specialized Access (see clause ); and,

Conversion of body parts (see clause ).

Such a minimal 1988-based MTA will have the following capabilities in order to achieve
interworking with 1984-based MTAs and to facilitate migration to full 1988 operation:

It will be protocol-conformant to 1988 P1;

It will downgrade 1988 Pl to 1984 P1 when relaying to 1984-based MTAs, as
specified in Annex B of X.419 (see clause );

It will support both "normal" mode and "X.410-1984" ("passthrough") mode protocol
stacks (i.e., as required by ISO and CCITT respectively); and,
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A conforming implementation shall obey the criticality mechanism defined in the
base standards. The following abstract operations are made critical for delivery for
these Implementation Agreements: message token, content integrity check, and
content confidentiality algorithm Id.

Elements of service

This clause specifies the requirements for support of MT Elements of Service by an MTA
conforming to the MT Kernel Functional Group of this Agreement. Table 1 specifies the
support for the basic MT Kernel elements of service and table 2 specifies the support for the
optional MT Kernel elements of service.

The classification scheme for support of Elements of Service is as follows:

Mandatory (M): the Element of Service must be supported and made available to the
service user;

Optional (O): the Element of Service may be supported, but is not required for
conformance to this Agreement;

Out of Scope (I): the Element of Service is outside the scope of these Implementation
Agreements;

Not Applicable (-): the Element of Service is not applicable in the particular context
according to the base standard; and,

To Be Determined (*): the support classification for the Element of Service has yet to
be determined.

The requirements for support of MT Elements of Service for origination and reception and
(where relevant) relaying are distinguished. Elements of Service which are new in the 1988
MHS standards are indicated as (1988).

An MTA must support those Basic MT Elements of Service and MT Optional User Facilities
defined in section 19 of X.400 (1988) as listed and qualified in tables 1 and 2.

Specification of dynamic behavior in these agreements will only be included in those cases
where there is an identified functional objective which is not satisfied by the specification of
dynamic behavior in the corresponding base standard(s) and where the resulting behavior
does not breach base standard conformance requirements.

In these exceptional cases, there may be situations where these agreements must specify
the dynamic behavior of an implementation as distinguished in annex C of ISO TR-10000.
Where this occurs, a table of dynamic conformance requirements will be presented using the
classification scheme below:

Mandatory (M): The element must be implemented although use is not required for
conformance to the base standard. The element shall always be used for
conformance to these agreements.
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Excluded (X): This element must either not be implemented, or it must be possible to
prevent use of the element.

NOTE - As stated in clause 6.7 of ISO TR-10000-1, restrictions by a profile on the dynamic
conformance requirements of a base standard are exceptions, and should only apply to
transmission. Restrictions should not apply to reception. In the case of Excluded options, it
must be possible to ensure that such options are not initiated or transmitted. However, it is still
possible that an implementation may receive an Excluded element from an implementation
which does not conform to the same profile.

Table 1 - MT kernel: basic MT elements of service

| | |
| Element of Service |Ori<l_:]ination | Rece;I)tion | ReIainng|| "
I 1 1 1 |
| Access Management | M | M| -
Content Type Indication | M | ™M | -
Converted Indication | M | M | M
| Delivery Time Stamp Indication | - | M | - |
| Message Identification | M | M | - |
| Non-delivery Notification | M | ™

| Original Encoded Information | | |

Types Indication | M | ™M | - |
| Submission Time Stamp Indication | ™M | M | - |
| User/UA Capabilities | | | I
" | Registration (1988) | | - MI1 | - | "
I |
| Notes

| 1 Alocal matter in the case of collocated UA/MTA and/or [
| MS/MTA configurations.

Table 2 - MT kernel: MT service optional user facilities

" | Element of Service |Ori:gination | Recep:>tion | Relayi:ng|| "
: | Alternate Recipient Allowed | | ™M | W2 | - | :
| Alternate Recipient Assignment | - | 0% | - |

Conversion Prohibition | M | M | M |
| Conversion Prohibition in Case |
| of Loss of Information (1988) | O | O o |
| Deferred Delivery | M | o | o
| Deferred Delivery Cancellation |  M°® | - | - |
| Delivery Notification | M | ™M | - |
| Disclosure of Other Recipients | M | M | M |
| DL Expansion History Indication | - VA
| DL Expansion Prohibited | ™7 -] -
| Explicit Conversion | o | o | o |
| Grade of Delivery Selecton | M | M | M |
| Hold for Delivery |- ] M -
| Implicit Conversion | o | o | o |
| Latest Delivery Designation (1988 O | O | O |

| Multi Destination Delivery | M | M | M |
| Originator Requested Alternate | |
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| Recipient (1988) | o | o | - |
| Prevention of Non-delivery | | | I
| Notification | M | - | - |
| Probe | M | ™M | M |
| Redirection Disallowed by | |
Originator (1988) | M |
Redirection of Incoming | |
| Messages (1988) | -
| Requested Delivery Method (1988) | MO
| Restricted Delivery (1988) | -
" | Return of Content I| o | | | "
| Notes
| 1 A local matter in the case of collocated UA/MTA and/or [
| MS/MTA configurations.
| 2 If Alternate Recipient Assignment is supported on [
| reception, then support of Alternate Recipient Allowed is |
Mandatory on reception; otherwise, support of Alternate |
| Recipient Allowed is not applicable on reception. [
| 3 Support of this MT Element of Service is Mandatory for [
conformance reasons, but may be performed as a local I
| matter to the originating MTA.
| 4 Support of this MT Element of Service refers only to the ||
| delivery of DL expansion history and not to the performing
| of DL expansion (see clause ).
| 5 Support of this MT Element of Service does not imply the |
capability to perform DL expansion (see clause ).
| 6 Messages should be held in the originating MTA to provide |
support for this element of service.
| 7 Support of this EoS has been made mandatory as the default |
| is "allowed". Only the capability to generate the l
| "prohibited" value is required for conformance to the ISP. ||

MTS transfer protocol (P1)
The requirements for support of MTS Transfer Protocol (P1) elements are detailed in clause .
Support of MTS Transfer Protocol application contexts by an MTA is classified as in table 3.

Table 3 - Application contexts classification

[

" | Application Context | Sulpport [ "
I 1 |
| mts-transfer-protocol-1984 | Mandatory ||
| mts-transfer-protocol | Mandatory ||
| mts-transfer | Mandatory [

Use of the underlying services to support these application contexts is specified in clause .
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MTS - APDU size

This clause is not intended to constrain the size of PDUs that are transferred across the
network, since some body part types and content types (e.g., voice, file transfer, and EDI)
may require very large PDUs.

The following agreements govern the size of MTS-APDUs:
All MTAEs must support at least one MTS-APDU of at least two megabytes; and,

The size of the largest MTS-APDU content supported by a UAE is a local matter.

Number of recipient names

There is no specified bound on the number of recipient-names an implementation must
support, other than the 32K-1 specified in the standard (Annex B/X.411).

1988/84 interworking considerations

An MTA conforming to this Agreement will downgrade 1988 P1 to 1984 P1 when relaying to
1984-based MTAs, as specified in Annex B of X.419 with the following additional
requirements:

Supplementary Information - will need to be truncated if it exceeds the pragmatic
constraint identified in Version 2 of these Agreements (64 octets as opposed to 256
octets in the 1988 MHS standards);

ISO DIS 8883 Extensions - An implementation may perform the mapping of ISO DIS
8883 extensions to existing 1988 services when relevant, but is not obliged to.
Alternatively, it may discard the extensions or generate a non-delivery report;

Internal Trace Information - If the 1984-based MTA does not support Internal Trace
Information per clause 7.3.2 of part 7, the following description is not applicable.
When a 1988-based MTA supports interworking with a 1984-based MTA that
generates Internal Trace Information as per clause 7.3.3 of part 7, the 1988-based
MTA must support reception of the Internal Trace Information by converting the
Internal Trace Information from the form in clause 7.3.2 of part 7 to the form specified
in 1988 X.411, as per the following description. When the 1988-based MTA sends to a
1984 MTA, the 1988-based MTA must apply the conversion to 1984, as described
below. The Stable NBS Implementation Agreements X.400 (1984) definition for MTA's
Internal Trace Information is different from the X.400 (1988) MTA definition.
Consequently, a X.400 (1988) MTA operating in an MD with other MTAs of 1984
vintage, must map the Internal Trace Information to and/or from the 1984 format.

Figures 2 and 3 depict algorithms for mapping between X.400 (1988) Internal Trace element
formats and the OIW IA X.400 (1984) Internal Trace element format.

To avoid potential looping within a MD composed of 1984 and 1988 vintage MTAs, MD
administrators are strongly advised to name all MTAs (1984 and 1988 vintages) using only
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the Printable String characters. In X.400 (1988) the MTA-Name is defined to be named using
IA5 String characters where in the IAs for X.400 (1984) MTAs, NBS restricted the MTA-Name
to be formed using the Printable String character subset of IA5. If the 1988-based MTA Name
uses IA5 characters not in the Printable String subset, that Internal Trace Element should be
omitted when converting from 1988 to 1984.

| |
| For eaclh Internal Trace element in the sequence: |
DO
| IF MTA-Name is made up of non-Printable String characters: |
|  Discard this Internal Trace element;
| ELSE |
|  { Discard the GlobalDomainldentifier; |
| Copy the MTAname over; |
| Within the MTASuppliedinformation: |
| Copy the arrival time over; |
Copy the routing action over; |
| IF attempted is present |
| { IFitis a domain: |
| Discard it; |
| IF it is an MTA: |
| Copy it to Previous MTAName; |

| IF the additional actions are present: |
| { IF the deferred time is present: |
Copy it over; |
| IF the other-actions is present: |
| Discard it; |
}

h
| END-DO |

Figure 2 - 1988 to 1984 mapping

| Find the [APPLICATION 30] entry in the P1 envelope; |
| FOR each Internal Trace element: | |
DO
| Insert the GlobalDomainldentifier of this MTA; |
|  Copy the MTAName over; |
|  Within the MTASuppliedinfo: |
| Copy the arrival time; |
| IF the deferred time is present:
| copy it to the additional actions field within the |
| 1988 Internal Trace information;
| IF the routing action is Relayed or Rerouted: |
| copy it over; |
| IF the routing action is Recipient-reassigned: |
map to Relayed;
| IF the previous MTAName is present:
| cory it to the MTAName in the attempted field; |

| END-DO |
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|

Figure 3 - 1984 to 1988 mapping

NOTE - The 1988 X.419 Recommendation acknowledges that a 1984 system may receive
messages containing new distinguished [integer] values that it is not expecting, and that this
may result in service irregularities. It is implied that it would be optimal for 1984 systems to
accept these unexpected integer values if at all possible. No downgrading should be done for
these values when passing affected messages from newer systems to older systems.

Message store

Introduction

This clause specifies Agreements for implementation of the Message Store (MS) Functional
Group. The MS is responsible for accepting delivery of messages on behalf of a single end-
user, and retaining the messages until the end-user's UA is able to retrieve them. Message
submission and some administration services are provided via "pass-through" to the MTS.
Figure 4 illustrates the logical relationship of the MS to the UA and MTS.

] 1l
| ————— RETRIEVAL | —— DELIVERY —— |
|1 UA }< | MS |< | MTS | |
I'l | INDIRECT | | |
| | | | SUBMISSION | | SUBMISSION | |

(N e > N

I | | |
‘| | | ADMINISTRATION ADMINISTRATION | | |\
< > F< > I
| —— — |

Figure 4 - Message store model

The Agreements in this clause specify the Message Store's use of the retrieval, delivery, and
administration services. Agreements on submission services are specified in clause , which
describes support for the Remote UA.

The goal of the Agreements in this clause is to define the minimal set of features which are
necessary to provide useful Message Store services, independent of the MTA implementation
version (i.e., 1984 or 1988).

Scope

The scope of the Agreements in this clause is depicted in figure 5, and is confined to the
services and protocols between the boundaries shown (marked with asterisks).
Requirements for the UA and MTA are addressed only to the extent that they affect the
Message Store and Remote User Agent services and protocols. This reflects the additional
services required at the UA to support MS access and at the MTA to support a remote MS.
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I* *

l—— P77 — P3 — |
|1 uA | MS | | MTA | |
| —— 1 L1

Figure 5 - Scope of message store agreements
The UA, MS and MTA configuration is not restricted; any of these components may be
collocated, although they are depicted as logically separate. In the case of a collocated UA

and MS, a proprietary interface may be used instead of P7. In the case of a collocated MS
and MTA, a proprietary interface may be used instead of P3.

Elements of service

This clause specifies the requirements for support of Elements of Service to provide a
Message Store conforming to the Message Store Functional Group of this Agreement.

The classification scheme for support of Elements of Service is as defined in clause .

Support for Elements of Service is specified in table 4 both for the Message Store itself and
for the User Agent.

Table 4 - Message store: elements of service

|
| Element of Service |  uA | MSI l

1
| MS Register | o | ™M |
” Stored Message Deletion \ M \
Stored Message Fetching M
| Stored Message Listing | M
| Stored Message Summary | ™

| Stored Message Alert | o |
| Stored Message Auto Forward | | o

Attribute types

Requirements for support of the attributes used in the Message Store are detailed in clauses
and .

There are two levels of support for General Attributes in the Message Store.
The Basic MS is intended to support the use of the MS as a continuously available, reliable

device (such as a spooling entity) for receiving, storing, and forwarding messages and
reports. The Basic MS is not required to support any content-specific attributes.
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The Enhanced MS supports a larger number of general attributes and is suited to MSs that
also support content-specific attritbutes.

Additionally, support for security attributes is defined in clause , for use in secure
environments.

Refer to the content-specific clauses for support for content-specific attributes.

Pragmatic constraints for attribute types

There are no additional pragmatic constraints for attribute types beyond those of the base
standards.

MS access protocol (P7)

The requirements for support of MS Access Protocol (P7) elements by an MS and a remote
MS-user are detailed in clause .

The requirements for support of MS Access Protocol (P7) application contexts by an MS and
an MS-user are as specified in clauses 6.1 and 10.1 of X.419 (1988) (ISO 10021-6) with the
additional requirement that an MS-user must at least support the ms-access application
context, as defined in table 5.

Table 5 - Application contexts support for P7
] I

[

" | Application Context | | Ms | I\I/IS-user I "
I 1 1 |
| ms-access | Mandatory | Mandatory |

| ms-reliable-access | | Optional | Optional

Use of the underlying services to support these application contexts is specified in clause .

MTS Access Protocol (P3)

The requirements for support of MTS Access Protocol (P3) elements by an MTA and an MS
where the MS is not collocated with the MTA are detailed in clause .

The requirements for support of MTS Access Protocol (P3) application contexts by an MTA
and an MS in such a scenario are as specified in sections 6.1 and 10.1 of X.419 (1988) (ISO
10021-6) with the additional requirement that a remote MS must at least support the mts-
access and mts-forced-access application contexts, as defined in table 6.

Table 6 - Application contexts support for P3

|
| Application Context MTA | I\I/IS I

|
| mts-access | Mandatory | Mandatory |
| mts-forced-access | Mandatory | Mandatory |
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| mts-reliable-access | Optional | Optional ||
| mts-forced-reliable-access ' Optional | Optional

Use of the underlying services to support these application contexts is specified in clause .
Remote user agent support

Introduction

This clause specifies Agreements for implementation of the Remote User Agent Functional
Group, i.e., for support of an UA that is not collocated with its MTA.

The goal of the Agreements in this clause is to define the minimal set of features which are
necessary to provide useful Remote User Agent services, independent of the MTA
implementation version (i.e., 1984 or 1988), and independent of any particular content type.
The content-specific requirements for UAs are specified in the content-specific sections of
this part of the Implementor's Agreements.

Scope

The scope of the Agreements in this clause is depicted in figure 6, and is confined to the
services and protocols between the boundaries shown (marked with asterisks).
Requirements for the UA and MTA are addressed only to the extent that they affect the
Remote User Agent services and protocols. Access to a Message Store by a Remote User
Agent is covered in clause .

| |
* *
| |
P3

p— P—
’IIUAI IMTAII\
L 1 IR

Figure 6 - Scope of remote user agent agreements

Elements of service

This clause specifies the requirements for support of Elements of Service for conformance to
the Remote User Agent Functional Group of this Agreement.

The classification scheme for support of Elements of Service is as defined in clause .

Support for Elements of Service is specified for the MT Service (table 7) and is in addition to
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the support requirements specified in clauses and if this Functional Group is supported.

Table 7 - Remote user agent support: MT elements of service

I [

" | Element of Service | Orligination | Receﬁ)tion I "
I 1 1 |
| Access Management | M | ™M |
| Hold for Delivery | - | ™M |

| User/UA Capabilities Registration |

- =<

MTS access protocol (P3)

The requirements for support of MTS Access Protocol (P3) elements by an MTA and an MTS-
user (whether UA or UA/MS) where the MTS-user is not collocated with the MTA are detailed
in clause .

The requirements for support of MTS Access Protocol (P3) application contexts by an MTA
and an MTS-user in such a scenario are as specified in sections 6.1 and 10.1 of X.419 (1988)
(ISO 10021-6) with the additional requirement that a remote MTS-user must at least
support the mts-access and mts-forced-access application contexts, as defined in table 8.

Table 8 - Application contexts support for P3

| [

" | Application Context | | MTA | MTIS—user [ "
I 1 1 |
| mts-access | Mandatory | Mandatory |
| mts-forced-access | Mandatory | Mandatory ||
| mts-reliable-access | Optional | Optional |

| mts-forced-reliable-access 1 Optional | Optional [

Use of the underlying services to support these application contexts is specified in clause .
Naming, addressing & routing

Use of O/R addresses for routing
Procurers are responsible for understanding the implications of routing requirements and
capabilities.

ORAddress attribute list equivalence rules

Two ORAddresses are equivalent if each contains the same set of attributes and each
attribute compares in type and value.

The following equivalence rules apply when comparing a provided ORAddress with a
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collection of known ORAddresses. For example, in order to perform delivery of a message to
a recipient, the MTA must unambiguously match the ORAddress contained in the message
with the known ORAddresses. See X.402 (1988), section 18.4, for the base standard
attribute equivalence rules. The following additional rules must also be applied by the
delivering (or non-delivering) MTA:

If the provided ORAddress is an unambiguous underspecification of a known
ORAddress, the ORAddresses are equivalent. For example, if the initials were omitted,
the ORAddress would still be equivalent. Under-specification means that some
attributes that are not present in the provided ORAddress are present in the known
ORAddresses. Under-specification does not mean partial value (e.g., substring)
equivalence when the same set of attributes are present in the ORAddresses.

Over-specified ORAddresses are not equivalent. Over-specification means that more
attributes are present in the provided ORAddress than are present in the known
ORAddresses, however, unrecognized DDA types may be ignored for these purposes.

An ADMD or PRMD name that is all numeric but encoded as Printable String is
considered to be equivalent to the same ADMD or PRMD name, respectively, with the
same numeric values encoded as Numeric String.

An extension attribute encoded as Teletex String shall be compared with the
corresponding standard attribute encoded as Printable String if that extension
attribute is not present in both ORAddresses. Matching rules are as specified in
clause 18.4 of X.402 (1988) (as modified in the MHS Implementors' Guide) except
that only teletex graphic characters from repertoire no. 102 need to be compared for
Printable String equivalence (i.e., the presence of graphic characters from other
repertoires can be treated as a mismatch).

NOTES
An X.500 Directory service may or may not support these matching rules for equivalence.

Operational equivalence between T.61 and Printable String is for further study.

Distribution lists

Introduction

This clause identifies and specifies the Distribution Lists Functional Group, which covers all
issues relating to the performance of distribution list (DL) expansion by an MTA. Other
aspects concerned with the use of distribution lists are covered in the MT Kernel Functional
Group.

Elements of service

This clause specifies the requirements for support of Elements of Service for conformance to
the Distribution Lists Functional Group of this Agreement.
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The classification scheme for support of Elements of Service is as defined in clause .

Support for Elements of Service is specified for the MT Service only (table 9), and is only
concerned with the performance of DL expansion by an MTA. Such support is in addition to
the support requirements specified in clause if this Functional Group is supported.

Table 9 - Distribution lists: MT elements of service
]

T 1l
| Element of Service | Suplport I

I 1
| DL Expansion History Indication | M |

| DL Expansion Prohibited | ™M |
| Use of Distribution List | M1 |
I ' I
| Notes I

| 1 Use of DL Names is always possible ||
because a DL name cannot be

|~ distinguished from any other OR Name ||
| on origination. [

MHS use of Directory

Introduction

The MHS standards recognize the need of MHS users for a number of directory service
elements. Directory service elements are intended to assist users, their UAs, and MTAs in
obtaining information for use in submission, delivery, and the transfer of messages.

NOTE - The MTS may also use the directory service elements to obtain information, for
example, to be used in the routing of messages. This application of the directory service is not
defined by the base standards and is therefore not addressed by this Agreement.
Functional configuration
Two MHS functional entities, the UA and MTA, may access the Directory service using the
Directory User Agent (DUA). The interface between the UA and DUA, or MTA and DUA is local

and not defined. The interaction between the DUA and Directory System Agent (DSA) is
specified in part 11. A collocated DUA and DSA is also permitted.

Functionality

Examples of functional usages of directories have been identified for UAs and the MTAs in
conjunction with their DUAs. These are:

UA Specific Functionality:

Verify the existence of a Directory Name;
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Given a partial name, return a list of possibilities;

Search the Directory for entries containing a specified attribute type and
value and return the Distinguished Names of the matching entries;

Return the O/R Address(es) that correspond to a Directory Name;

Determine whether a Directory Name presented denotes a user or a
Distribution List;

Return the members of a Distribution List;
Return the capabilities of the entity referred to by a Directory Name;

Maintenance functions to keep the directory up-to-date, e.g., register and
change credentials.

MTA Specific Functionality:
Authentication;
Return the O/R Address(es) that correspond to a Directory Name;

Determine whether a Directory Name presented denotes a user or a
Distribution List;

Return the members of a Distribution List;
Return the capabilities of the entity referred to by a Directory Name;
Maintenance functions to keep the directory up-to-date.

In addition to functionality, a number of operational aspects must be considered. These
include user-friendliness, flexibility, availability, expandability and reliability.

Naming and attributes

Since user-friendliness is of primary importance in a messaging system, the naming
conventions used in building the Directory Information Tree (DIT) will impact the ability of a
user to make intelligent guesses for Directory Names.

It is recommended that the naming guidelines and DIT structures defined in Annex B of
Recommendation X.521/ISO 9594-7 be used as the basis for MHS Directory Names. Annex C
of Recommendation X.402/ISO 10021-2 specifies further the MHS specific object classes. The
naming for MHS specific object classes are recommended as follows:

The naming for mhs-message-store, mhs-message-transfer-agent, and mhs-user-
agent is that of Application Entity in the DIT;

The naming attribute for mhs-distribution-list is commonName. The organization,
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organizationalUnit, organizationalRole, organizationalPerson, locality, or
groupOfNames can be immediate superior to entries of object class mhs-distribution-
list;

The naming for mhs-user is that of organizationalPerson, residentialPerson,
organizationalRole, organizationalUnit, organization, or locality.

NOTE - The mhs-user object class is a generic object class which may be used in conjunction
with another standard object class for the purpose of adding MHS information attributes, such
as ORAddresses, to a Directory entry. The means to associate attributes of a generic object
class to an entry (or to different entries) named by a standard object class(es) is by defining a
new (un-)registered object class, whose superclass(es) is that of the naming object class(es),
and of the generic object class. E.g., to associate mhs-user attributes in the
organizationalPerson entry, a new unregistered object class can be defined as shown in figure
7.

| real-user-entry ::= OBJECT CLASS
SUBCLASS OF organizationalPerson, |
I mhs-user

Figure 7 - Example of unregistered object class definition

The MHS object classes, attributes, and attribute syntaxes that need to be supported by the
Directory are as specified in Annex C of Recommendation X.402/ISO 10021-2.

In addition, the object classes organization, organizationalUnit, organizationalRole,
organizationalPerson, locality, groupOfNames, residentialPerson, and country and their

attributes and associated syntaxes as defined in X.520 (ISO 9594, Part 6) and X.521 (ISO
9594, Part 7) are required to support the MHS.

Elements of service

This clause specifies the requirements for support of Elements of Service for conformance to
the Use of Directory Functional Group of this Agreement.

The classification scheme for support of Elements of Service is as defined in clause .
Support for Elements of Service is specified both for the MT Service (table 10).

Table 10 - Use of directory: MT elements of service

I I !
| Element of Service ||Origination | Recl:eption | Rela){ [

|
| Designation of Recipient by | | | I
Directory Name | M | M | -

Directory services
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These Implementation Agreements require the Directory services as defined in table 11.
Indicated are the Directory services required to support the needs of the MHS UA/MTA and
MHS Administrator.

Table 11 - Directory service support requirements

| MHSI| MHS ”
" | Directory Service | UA/MTA | Adrr|1in I
Ir 1 1 I
| Bind and Unbind | M | M|
| Read | M | M |
Compare ’ M ’ M ”
Abandon M M
| List | ™M | ™|
| Search | M | M |
| Add Entry | o | M |
| Remove Entry | o | M|
“ Modify Entry | M \ M “
Modify RDN | o 0

OIW X.400 base Directory Implementation Agreements
This clause defines the X.400 base Directory Implementation Agreements. Its structure and
content are based on the Implementation Agreements template suggested in part 11.
Other profiles supported
The OIW X.400 Base Directory Implementation Agreements requires the support of OIW
Directory Common Application Directory Implementation Agreements as defined in part 11.
Standard application specific attributes and attribute sets
The standard application specific attributes and attributes sets supported by these
Implementation Agreements are listed in table 12. For each attribute and attribute set, a

reference is provided to the standard where it is defined.

Table 12 - Standard attributes and attribute sets

I
| Attribute / Attribute Set | Relferences [

I
mhs-deliverable-content-length X.402/1S 10021-2
mhs-deliverable-content-types X.402/IS 10021-2

| mhs-deliverable-eits X.402/IS 10021-2
| mhs-dI-members X.402/1S 10021-2
| mhs-dl-submit-permissions | X.402/1S 10021-2 |
| mhs-message-store | X.402/1S 10021-2 |

| mhs-or-addresses | X.402/IS 10021-2 |
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| mhs-preferred-delivery-methods | X.402/IS 10021-2 |\

| mhs-supported-automatic-actions | X.402/IS 10021-2 |

| mhs-supported-content-types | X.402/I1S 10021-2 |‘

| mhs-supported-optional-attributes | X.402/1S 10021-2 |

Standard application specific object classes
The standard application specific object classes supported by these Implementation
Agreements are listed in table 13. For each object class, a reference is provided to the
standard where it is defined.

Table 13 - Standard object classes

|
| Object Class | RFferences [

1
| mhs-distribution-list | X.402/1S 10021-2 ||

| mhs-message-store | X.402/1S 10021-2 |
| mhs-message-transfer-agent | X.402/1S 10021-2 ||
| mhs-user | X.402/1S 10021-2 ||
| mhs-user-agent | X.402/1S 10021-2 I

OIW application specific attributes and attribute sets
There are no application specific attributes or attribute sets defined by these
Implementation Agreements.

OIW application specific object classes
There are no application specific object classes defined by these Implementation
Agreements.

Structure rules
This clause defines the naming and structure rules for the MHS object classes which are
subclasses of top.

MHS Distribution List

Attribute commonName is used for naming.
The mhs-distribution-list, organization, organizationalUnit, organizationalRole,

organizationalPerson, locality, or groupOfNames can be immediately superior to entries of
object class mhs-distribution-list.
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MHS User

The naming for mhs-user is that of organizationalPerson, residentialPerson,
organizationalRole, organizationalUnit, organization, or locality.

The organizationalPerson, residentialPerson, organizationalRole, organizationalUnit,
organization, or locality object classes can be combined with the mhs-user object class to
form a new composite object class.

Use of Capabilities Information
The capabilities information in the X.500 Directory should not be considered sufficient to

warrant a non-delivery decision by an originating or relaying MTA. This clause is not
intended to impose any conformance requirement.

Address support for Teletex character sets

This clause identifies the Address Support for Teletex Character Sets Functional Group, which
covers the generation of Teletex strings in OR Address components.

Support of this functional group implies that, if an address component is supported for
origination, the corresponding Teletex component (if any) must be supported for origination.

Reply support
When originating a reply, the UA must be able to utilize the applicable addressing

components of the message to which it is replying (regardless of character set support
level).

MHS management

NOTE - For further study.
MHS security

Overview

The Security functional group is specified as three security classes which are incremental
subsets of the security features available in the base standard. They are denoted as SO, S1,
and S2. An implementation that conforms to the Security functional group map support one
or more of the security classes defined in these Implementation Agreements.

S0: This security class gathers together security functions applicable only between MTS-
Users. Consequently, security mechanisms are implemented within the MTS-User. An MTA is
required to support the syntax of the security services on submission, as the "Kernel"
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supports the syntax on relay and delivery. The MTA is not expected to understand the
semantics of the security services.

S1: This security class requires secure functionality with the MTS-User and MTS. The MTS
secure functionality is only required to achieve secure access management. As with SO,
most of the security mechanisms are implemented within an MTS-User. It primarily provides
integrity and authentication between MTS-Users. However, MTAs are expected to support
digital signatures for peer to peer authentication, security labelling and security contexts.

S2: This security class is a superset of S1, adding security functions within MTAs and the
MTS. The main security function added within this group is authentication within the MTS,
and, as a consequence, due to the non-repudiable nature of the keys used for
authentication, non-repudiation is also added.

In addition, each of the three security classes has a variant, denoted as SOa, Sla, and S2a,
which mandates support of end-to-end confidentiality.

Symmetric or asymmetric techniques (or a combination thereof) may be used within each
security class and are identified by the registered algorithm identifier.

Various levels of assurance in trusted COMPUSEC functionality may be used within each
security class. This is outside the scope of this Implementors Agreement.

A full rationale for each of the security classes and a broader discussion of security
considerations are provided in annex E.

Table 14 provides an overview of the requirements made by the security classes on the MTS-
User and MTA. The table entries are descriptive, and are not intended to refer to security
service elements.

Table 14 - Overview of security requirements for each security class.

] T 1l
I | Requirements [

T

) | Class | MTS-User |I MTA I ”

| | | Il
| Kernel | | Submission, delivery, and |

” | | relaly of EoS ”

I | | |
| so Content Integrity, Proof of | Kernel [

Delivery, Message Origin
Authentication (UA to UA)

| | |

1 1
| soa | SO plus Content | Kernel [

” | | Confidentiality l [ ”
I ) ) |
| s1 S0 plus Message security | Peer entity authentication, ||

I label, Message security | Security context, Security
[ | context, Security Management | Management Services, and
” I|| | Services | Mes?age Security Label [ ”
I 1 |
| sta | S1 plus Content | s1 I

| confidentiality | I
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| | ]

1 1
| S2 | S1 plus Message Origin | S1 plus Message Origin I
| | Authentication Check, Probe | Authentication Check, Prove |
Origin Authentication Check, [ Origin Authentication Check,
Report Origin Authentication | Report Origin Authentication
| | Check, Proof of Submission, | Check, Proof of Submission, |
||I | and, Non-repudiation alnd, Non-repudiation [

1 1
| | s2a | Sla plus S2 | Sla plus S2 I

The incremental functionality of the security classes can be represented diagrammatically as
shown in figure 8.

[ SO [
[ |\ I
|’ | SOa }|
| S1 |
[ |\ I
| | Sla |
| S2 |
I \ I

I s2za |

Figure 8 - Incremental functionality of the security classes
Common requirements

Interworking between security classes

A security class can be viewed as a tool which can be used to implement a security policy,
and is not a security policy in its own right but a component of a security policy.

Interworking between implementations supporting different security classes can be achieved
in terms of any common class(es) supported. As specified in the base standard, the label of
the message, probe or report must be checked against the security context by any
implementation claiming conformance to classes S1, Sla, S2, and S2a.

NOTE - Interworking can be limited to messages of only one security class by defining a
security context consisting of labels with security policy identifiers of only that security class.

This profile defines security policy identifiers (annex B, figure 18) that corresponds to the
security classes defined in this section. Such generic security policy identifiers only imply
support of the X.400 security services as specified for these security classes in this clause.
No other COMSEC or COMPUSEC functionality can be assumed by use of such policy
identifiers. More specific security policies may be based on one or more of the security
classes in this section but will require use of registered policy identifiers.
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Comparison of security labels

The Security Content service ensures that the message security label matches at least one
of the set of labels specified in the security content established between the communicating
MHS entities.

An MTA which supports the Security Content service shall as a minimum support matching
for equality on the security-policy-identifier, security-classification, and security-categories
elements of the label.

NOTE - The basic support requirement is that absence of an element shall not be treated as
"any value," i.e., all permissible combinations of occurrence and value for the elements of the
message security label must be elaborated in the security context.

Any other matching rules (e.g., covering the privacy-mark element or based on alternative
methods of comparison may be used in particular application scenarios, but such
specification and usage will be subject to bilateral agreement and will depend on the
security policy in force.

The message security label can be placed in the per-message extensions or in the signed or
encrypted data of the per-recipient message token. It is recommended that the integrity of
the security label is protected by including it in the token signed data, or (if the label is in
the per-message extensions) by computing the message origin authentication check on the
message. (Support of MOAC is optional in security classes SO and S1.) Which of these labels
is/are checked by the security context service is dictated by the security policy in force. The
security policy should also define any requirements on allowable (per-recipient) label values
in the case where the message is addressed to multiple recipients (and thus has multiple
tokens).

A label may also be included in the token encrypted data with (confidential) end-to-end
semantics.

Application context

When providing the peer entity authentication service, it is recommended that MTAs should
not use the "association-recovery" procedure of RTSE (section 7.8.3 of X.228). MTAs in the
role of sender should not invoke this procedure and MTAs in the role of receiver should not
accept RT-OPEN requests asking for recovery.

NOTE - It is permissible for the sending MTA to perform the "activity resumption" (sec. 7.8.1 of
X.228) on an existing, authenticated RTSE association owned by this MTA.

Description of security classes

The sections to follow describe the security classes within the Security functional group. For
each security class, there is a description of the security functionalities provided, followed by
a table which gives the classification for each of the security services required by that class.
Where the classification of a security service does not change for a higher security class,
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then that security service is not repeated in the table for the higher security class.

Figure 9 explains the column headings used in the security class tables. The classifications
are defined in clause .

|| ||
| o
|| —— |

| ] ]
[ [ I .| [ 1
| 1Al Tms] [ wra] [Mral [ms || Al ]
o S N i | U
” Lg |

I Legend I

| 1: UA/UA  4: UA/MTA 7: MTA/UA I
| 2:UA/MS  5: MTA/MS 8: MS/Originating UA |
| 3: MS/MTA  6: MTA/MTA 9: MS/Recipient UA ||

Figure 9 - Security interfaces
Security class 0 (S0)

Security functionality

Security measures shall be provided by the MHS implementation in order to provide the
following:

Integrity of message content;

Authentication of the MTS-User who originated the message;

Authentication of the MTS-User to whom the message was delivered.
This security class mandates the above services are provided by an MTS-User.

There are no requirements placed on the MTA.

Security services for SO
Security class 0 (50) mandates the security services listed in table 15.

Table 15 - Security class 0 (S0)
] T T [ I I T | I T
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1
I Securitylnterfacell|2|3|4|5|6'7|8|9|\
I |UA/| UA/|MS/|UA/ | MTA/|MTA/ | MTA/ | MS/

MS/
| Security Service | UA| M|s|MTIA|MITA| IMs| IMTA| IUA| l.IJA| UAI||

] ‘q I I I I I I I :
| Origin Authentication ! | | | || | |
| Message Origin Authentication* | M | I |- |1 |- |- |- [-]-1|
H Probe Origin Authentication | -] 18] -
Report Origin Authentication |
| Proof of Submission | -
| Proof of Delivery | M |

=1

| Secure Access Management
| Peer Entity Authentication?’ |
| Security Context -

=1

| Data Confidentiality | |

|\ Connection Confidentiality® | -
| Content Confidentiality | 1

| Message Flow Confidentiality | |

| Data Integrity Services I A T
Connection Integrity® e e e -

| Content Integrity IM|-|-]-]-1-1-1-]-

Message Sequence Integrity?? | |o|-|-|

| Non-Repudiation I I I O A A
| 'Non-Repudiation of Origin®®> | O | -|-|1|- |- |- 1|-]-]
Non-Repudiation of Submission | -|-|-|-|- |- |1 |-]-
” Non-Repudiation of DeIivery5'1°I | O|| - |I— | —|| - l - y | o

I ‘" | I I I | I I I

| Message Security Labelling?? | IO | (? | O|| 0] I| 0] J 0 ||O | Ol | o
1

I |
I "| I — 1 | —
|‘ Security Management Services
| Change Credentials
’| Register |
| s-Register HEHEREERE

Table 15 - Security class 0 (S0) (concluded)

3
| Notes I

| 1 Only provided to the message recipient. [
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| 2 Using either symmetric or asymmetric algorithms as identified I
by the algorithm identifier in the applicable protocol element.
| 3 When security labelling is used, the security policy identifier shall ||
be included.
| 4 If Proof of Delivery and Content Confidentiality are both used, and ||
| delivery is to an MS, then proof of delivery can only be computed on the||
encrypted content. It should be noted that this will not provide
non-repudiation of delivery.
| 5 Using either a trusted notary (symmetric) or using certificates [
|{ tokens which are not repudiable (asymmetric).
| 6 Corrects table 7 of X.402 in the base standard. |
| 7 Authentication between collocated objects is a local issue.
| 8 Refer to section 10 of X.402 and ISO/IEC 10 021-2 and IS 7498-2. |
| 9 These services are expected to be provided by non-standard |
management services and are therefore outside the scope of this |
| Implementors Agreement.
| 10 Non-Repudiation of Delivery can only be provided when the I
proof-of-delivery service is used.
| 11 Allocation and management of sequence numbers is outside the [
| of this Implementors Agreement (as it is subject to bilateral l
agreements).

Security class OA (S0Oa)

Security functionality

Security measures shall be provided by the MHS Implementation in order to provide the
following:

Security Functionality defined in security class S0; and,

Content Confidentiality.

Security services for SOa

Security class 0A (S0a) mandates the security services of class SO plus those listed in table
16.

Table 16 - Security class 0A (S0a)

Tl
I Security Interface | 1 | 23| 4|5 |6 |7 | 8] 9|
I | UA/|UA/|MS/|UA/ | MTA/ | MTA/ | MTA/| MS/
M

S/
” | Security Service | UA| MIS|MTIA|MITA| IMs| IMTA| IUA| LIJA| U$||

I 4]......1
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| Data Confidentiality e
| Content Confidentiality Il

4

Security class 1 (S1)

Security functionality

Security measures shall be provided by the MHS implementation in order to provide the
following:

Authentication of MTA, MS, and UA;

Confidentiality of connections between MTA, MS, and UA,;

Integrity of message content;

Authentication of message originator;

Authentication of message delivery (Proof of delivery);

MLS-features of MTA, MS, and UA;

MLS-separation of messages, probes, and reports; and,

MLS-mediation by secure access measures.

NOTES

The level of assurance of the MLS trusted components is subject to bilateral agreement.

The level of accountability provided is subject to bilateral agreement.

Security services for S1

Security class 1 (S1) mandates the security servicesof class SO plus those listed in table 17.

Table 17 - Security class 1 (S1)

1
I Security Interface | 1 |23 |4 |5 |6 |7 | 8] 9]
I |UA/| UA/|MS/|UA/ | MTA/ | MTA/| MTA/| MS/
MS

/
) | Security Service | UA| MIS|MTIA|MITA| IMs| IMTA| IUA| LIJA| UA|||

I 14.......1

| Origin Authentication L ]|
| Message Origin Authentication? | M| 1| -|1|- |- |-1]-]-]|




I 4ﬁ I I I I I I I I

| Secure Access Management

| |
| Peer Entity Authentication®* | - | M| M*| M| M | MY | Mt | - | M2
| Security Context | - | MY M| MY M| M| M- | MY
I —t—t—1+— | | —
Data Integrity Services 11 | | |
Content Integrity | MY - - --1-1-1-1-

| Message Security Labelling? |

V| Security Management Services

| | |
Change Credentials |-|M]|-|M|M|P|M]|-]-
| Register | =IM|-f™m]|-]-]-]-]-
| MS-Register ||M|l||||||
I L Lo | | L
1
| Notes I

| 1 shall always be used. I
| 2 Only provided to the message recipient.
| 3 Using either symmetric or asymmetric algorithms as identified by I
’| the algorithm identifier in the applicable protocol element.
| 4 Authentication between collocated objects is a local issue. [
| 5 These services are expected to be provided by non-standard |
management services and are therefore outside the scope of this |
| Implementors Agreement.

4

Security class 1A (S1a)

Security functionality

Security measures shall be provided by the MHS implementation in order to provide the
following:

Security functionality defined for security class S1; and,

Content Confidentiality.

Security services for Sla

Security class 2A (S1a) mandates the security services of class S1 plus those listed in table
18.

Table 18 - Security class 1A (S1a)
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Tl
I Security Interface | 1 |2 3|4 |5 |6 |7 | 8] 9]
I |UA/|UA/|MS/|UA/ | MTA/ | MTA/ | MTA/| MS/

MS/
| Security Service | UA| MIS|MTIA|MITA| IMs| IMTA| IUA| LIJA| U$||

| Data Confidentiality L
| Content Confidentiality | M J - : | - ’ - - -

Security class 2 (S2)

Security functionality

Security measures shall be provided by the MHS implementation in order to provide the
following:

Security functionality defined for security class S1; and,

Authentication and non-repudiation of messages, probes, and reports.

Security services for S2
Security class 2 (52) mandates the security services of class S1 plus those listed in table 19.

Table 19 - Security class 2 (S2)
] T T I I I T I T T

1
I Security Interface | 1 | 2|34 |5 |6 |7 | 8] 9]
I |UA/|UA/|MS/|UA/ | MTA/ | MTA/ | MTA/| MS/

MS/
) | Security Service | UA| M|s|MTIA|MITA| IMs| IMTA| IUA| lIJA| UAI\||

| 4|||........

| Origin Authentication

|
| Message Origin Authentication® | M*| M*| - | M| - | - |- | -] -|
| Probe Origin Authentication |- | M4 - | M- |- |- |-]|-]|
Report Origin Authentication | - | - |- |- | MY | MY | MY |- | -
| Proof of Submission [--|-|-]-| y |

| Non-Repudiation N
| Non-Repudiation of Origin -

Non-Repudiation of Submission NN I T N I N I Y A |
| Non-Repudiation of Delivery | | M-rl’| -
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1
| Notes I
| 1 shall always be used.
| 2 Using an asymmetric mechanism (i.e., certificates and tokens which ||
| are not repudiable for authentication within MTAs and the MTS.
| 3 Using the Message Origin Authentication Check as detailed in the [
base standard.
| 4 shall always be used, and corrects table 7 in X.402.
| 5 Using either a trusted notary (symmetric) or using certificates [
| tokens which are not repudiable (asymmetric).

4

Security class 2A (S2a)

Security functionality

Security measures shall be provided by the MHS implementation in order to provide the
following:

Security functionality defined for security class S2; and,

Content Confidentiality.

Security services for S2a
Security class 2A (S52a) mandates the services of class S2 plus those listed in table 20.

Table 20 - Security class 2A (S2a)
] T T I I I T I T T

1
I Security Interface | 1 | 2|34 |5 |6 |7 | 8] 9]
I |UA/|UA/|MS/|UA/ | MTA/ | MTA/ | MTA/| MS/

MS/
) | Security Service | UA| M|s|MTIA|MITA| IMs| IMTA| IUA| lIJA| UAI\||

I 4'.......!

| Data Confidentiality L]
| Content Confidentiality | M J - - ’ - |I_ | - I| -

Specialized access

Physical delivery
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This clause identifies and specifies the Physical Delivery Functional Group, which is intended
to cover all issues relating to access to physical delivery systems by an MHS
implementation.

Elements of service

This specifies the requirements for support of Elements of Service for conformance to the
Physical Delivery Functional Group of this Agreement.

The classification scheme for support of Elements of Service is as defined in clause .
Support for Elements of Service is specified for:

the MT Service in table 21;

the O/R Address Attributes in table 22; and,

the character string support in table 23.

Editor's Note - table 23 does not appear in this part.

NOTE - All Elements of Service listed in table 21 are 1988.

Table 21 - Physical delivery: MT elements of service

[ I
| Element of Service | UAI‘ Origination | PDAUIReception I

1
| Additional Physical Rendition | o] | o] [
| Basic Physical Rendition | M | M I
| Counter Collection | M | M [
Counter Collection with Advice \ o] \ o]
Delivery via Bureaufax Service 0]
| EMS (Express Mail Service) | MO | MO [
| Ordinary Mail | M | M I
| Physical Delivery Notification | | I
| “by MHS | o | o |
| Physical Delivery Notification | | I
| by PDS | o | o |
N Physical Forwarding Allowed | M | M
Physical Forwarding Prohibited | M M
| Registered Mail | o) | 0 [
| Registered Mail to Addressee | | [
in Person | 0 | 0 [
| Request for Forwarding Address | o) | 0 [
| Special Delivery | MO | MO I
| Undeliverable Mail with Return | | I

) | of Physical Message | | M | M I ”

Table 22 - Character string support

[ [
I | Origination | Reception ||
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| Character Strinlg | (uA) | (IIDDAU) I

1 1
| Printable | M | M

" | Teletex | | o' | IO2 | "
I I
| Notes

| 1 Mandatory if "Address Support for [
| Teletex Character Sets" functional
| group is supported.
| 2 Mandatory if "Address Support for ||
| Teletex Character Sets" functional
group is supported, with a minimum ||
of one character repertoire.

Other access units

Facsimile access units

NOTE - The possible development of Agreements in this area is for further study.

Telex access units

It is not currently intended to develop Agreements in this area.

Teletex access units

It is not currently intended to develop Agreements in this area.

Redirection

The redirection functional group is for further study.

IPM service

Introduction

This clause specifies the requirements for a minimal 1988-based IPMS implementation (i.e.,
IPM UA) which is capable of interworking with 1984-based UAs.

Such a minimal 1988-based UA will have the following capabilities in order to achieve
interworking with 1984-based UAs and to facilitate migration to full 1988 operation:

It will continue to support content type P2 (encoded as integer 2) on origination and
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reception;

It will support receipt of P2 (encoded as integer 22);

It may originate P2 encoded as integer 22, but the guidelines specified in section
8.18.2 of X.420 (1988) are to be followed, i.e., the content type shall be encoded as
integer 2 unless 1988 P2 protocol elements are present.All IPM UAs must support
either MTS Submission and Delivery based on the protocol classifications in clause ,
or MS Submission and Retrieval based on the protocol classifications in clause .
However, how such information is conveyed to/from the MTS or MS in the case of a
collocated UA is a local matter, and will not necessarily be subject to conformance
verification.

Elements of service

This clause specifies the requirements for support of IPM Elements of Service by a UA
conforming to the IPM Kernel Functional Group of this Agreement.

The classification scheme for support of Elements of Service is as defined in clause .

The requirements for support of IPM Elements of Service for origination and reception are
distinguished. Elements of Service which are new in the 1988 MHS standards are indicated
as (1988).

A UA must support those Basic IPM Elements of Service and IPM Optional User Facilities
defined in section 19 of X.400 (1988) as listed and qualified in tables 23 and 24.

Table 23 - IPM kernel: basic IPM elements of service

I |
| Element of Service | Orig | IRecep ||I

1 1
| Access Management | Mt | ™|
| Content Type Indication \ M | M|
| Converted Indication
| Delivery Time Stamp Indication | - | ™M |
| IP-message Identification \ M
| Message Identification -
Non-delivery Notification | M| -
| Original Encoded Information |
| Types Indication | M | M |
| Submission Time Stamp Indication | M | M |
| Typed Body | M | M
| User/UA Capabilities Registration (1988) | - | ™! I||

| Notes
| 1 In the case of a collocated UA/MTA or collocated I
[ UA/MS, the method and extent to which this Element of |
| Service is provided is a local matter; it is not
| necessarily testable in the absence of support for the ||
| P3 orP7 protocol.
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Table 24 - IPM kernel: IPM service optional user facilities

Il I |
" | Element of Service? | Orig | IRecep ||I "
I 1 1 |
| Alternate Recipient Allowed | o] - |
| Alternate Recipient Assignment | -] o |
Authorizing Users Indication ’ 0 / M ”
0] M

Auto-forwarded Indication
Blind Copy Recipient Indication oO| ™M |
Body Part Encryption Indication |

| Conversion Prohibition M| M |
| Conversion Prohibition in Case of Loss of | |
| Information (1988) | o o |
| Cross Referencing Indication | o] M |
| Deferred Delivery | M| - |
| Deferred Delivery Cancellation | 9|M | - |
M -

| Delivery Notification |
| Disclosure of Other Recipients | o |
| DL Expansion History Indication (1988)
| DL Expansion Prohibited (1988)
| Expiry Date Indication ’
| | Explicit Conversion
Forwarded IP-message Indication
| Grade of Delivery Selection
|||| Hold for Delivery |
Implicit Conversion
| Importance Indication |
| Incomplete Copy Indication (1988) |
| Language Indication (1988) |
| Latest Delivery Designation (1988) |
| Multi-Destination Delivery
| Multi-part Body |
| Non-receipt Notification Request | o | M2 |
| Obsoleting Indication
| Originator Indication
I (ﬁriginator Requested Alternate | | | | | I
Recipient (1988) (0]
| Prevention of Non-delivery Notification
| Primary and Copy Recipients Indication
| Probe 0]
| Receipt Notification Request Indication | O
| Redirection Disallowed by Originator (1988) | oM | - |
| Redirection of Incoming Messages (1988) | - | O |
| Reply Request Indication ol ™M |
| Replying IP-message Indication | M| M |
| Requested Delivery Method (1988) | MO | - I|| )

Table 25 - IPM kernel: IPM service optional user facilities (concluded)
Il

] I I
" | Element of Service | Orig | Recep ||I )
I | | |




Part 8: Message Handling Systems March 1993 (Stable)

| Restricted Delivery (1988) | - | o |
| Return of Content | -
Sensitivity Indication | o ’ M
Subject Indication | M | M
" | Use of Distribution List (1988) | 9M|3 | - ||I "
I |
| Notes

{ 1 Other UA Elements of Service are listed in Table 4. }

2 Support of Non-Receipt Notification Request on
reception does not require the capability to generate ||

a non-receipt notification in the case of an
| implementation in which a non-receipt condition cannot ||
occur.

|‘ 3 Use of a DL on submission is always possible as DLs }|

| cannot be distinguished from other O/R addresses. |

Interpersonal messaging protocol (P2)

The requirements for support of Interpersonal Messaging Protocol (P2) elements are detailed
in clause .

Body part support

This clause specifies the requirements for support of IPM body part types by a UA
conforming to this Agreement.

The requirements for support of IPM body part types for origination and reception are
distinguished. Body part types which are new in the 1988 MHS standards are indicated as
(1988).

A UA must support those IPM body part types defined in Annex E of X.420 (1988) as listed
and qualified in table 33 of Annex A of this part. If an implementation supports a particular
body part type for reception, it should also be able to support that body part type for
reception if it is part of a forwarded message. If an implementation supports origination of
forwarded messages, it must be capable of forwarding every body part that is supported on
reception. The reception requirements on the UA do not necessarily include the ability to
render (display) all of the characters received. If the message is forwarded, the UA must
transmit exactly equivalent characters, but not necessarily from the same character set.

Any basic body part type that is supported on reception must be supported as integer
encoding (ASN.1 context-specific identifier) and as object identifier (externally-defined)
encoding.

All body parts with integer-encoded identifiers in the range 0 up to and including 16K-1 are
legal. Body part integer-encoded identifiers corresponding to X.121 country codes should be
interpreted as described in figure 10. These privately-defined body part types are specified
as an interim measure to provide backward compatibility with 1984 MHS implementations.
For interworking between UAs based on the 1988 (or later) MHS standards, it is strongly
recommended that the externally-defined body part be used instead.
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| BodyPart ::= CHOICE { |
| ia5-text [0] IASTextBodyPart, |
oda-1984 [12] IMPLICIT OCTET STRING, I

bilaterally-defined [14] Unidentified,

I
|\| i50-6937 [13]1S06937BodyPart,
| externally-defined  [15] ExternallyDefinedBodyPart, ||

I [310] IMPLICIT
I USAPrivatelyDefinedBodyParts, ||

| .} |‘
| Unidentified := OCTET STRING [

I
| The content of the ODA OCTET STRING will contain a value of |
| type ODABodyPart as follows: I

| ODABodyPart ::= SEQUENCE { [
| ODABodyPartParameters, [
| ODAData } I

| The Parameters and Data components are defined in Annex E ||
| of CCITT Recommendation T.411 (1988) (ISO 861|_T-1). I

| USAPrivatelyDefinedBodyParts are defined as: [
I SEQUENCE {BodyPartNumber, ANY} ||

I Bodyl||3artNumber ::= INTEGER | [
| These privately-defined body part types are specified as an ||
| interim measure to provide backward compatibility with 1984 |
| MHS implementations. For interworking between UAs based on ||
| the 1988 (or later) MHS standards, it is strongly I
| recommended that the externally-defined body part be used ||
| instead.

The undefined bit in P1 EncodedIinformationTypes must be set

when a message contains a privately defined body part. Each

| UA that expects such body parts should include undefined in |

| the set of deliverable EncodedinformationTypes it registers ||
| with the MTA.

| Body part numbers are interpreted relative to the body part ||
| type in which they are used. OIW registers body part
| numbers for privately-defined formats within the United |
| States.

Figure 10 - Privately-defined body parts
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MS attributes

The IPM MS provides more flexible access to the general attributes (see clause , table 43,
enhanced column) as well as supporting IPM attributes (see clause ).

IPM UAs can make use of either the Basic MS or the IPM MS.
Clause is to be read in accordance with annex C or Recommendation X.420 (1988).

An IPM MS requires support from both the General Attributes and IPM Attributes as specified
in clauses and , respectively.

Implementation of the IPM MS with 1984 systems
While the Message Store is part of the 1988 MHS standards, implementation of MS services
with a 1984 MTA is possible. In order to interoperate with other 1984 MHS systems,
implementations with this configuration should adhere to the following guidelines:
The UA must generate 1984 P2 PDUs;
The UA must identify the content protocol as integer 2 to the MS;

The MS must be collocated with the MTA unless 1988 P3 support is provided on the
1984 MTA as well.

To meet these guidelines, the UA may be implemented as follows:

The UA could conform to X.420 (1984), with 1988 UA extensions for utilizing the MS
services;

The UA could be a 1988 UA with restrictions on protocol elements generated and by
identifying the content type as integer 2 rather than 22. No 1988-specific elements
should be generated.

Details of the interface between the 1988 MS and the 1984 MTA when collocated are beyond
the scope of these Agreements.

Body part conversion functional group

General
The Body Part Conversion Functional Group supports the functionality required to perform

the action of message body part conversion. The Element of Service "Conversion
Prohibition" is made mandatory in the MT Kernel.

Elements of service
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The Body Part Conversion Functional Group provides support for the following Elements of
Service.

Table 25 - Conversion: MT elements of service

T
| Element of Service | Suplport [

I 1 |
’ Conversion Prohibition in Case | “

of Loss of Information (1988) | M
| Explicit Conversion | ™! |
[ Implicit Conversion | ot |
| ' |
| Notes [

| 1 At least one of explicit or implicit conversion must ||

) | be supported for conformance to this functional group. || )

Operational Notes
Conversions to and from General Text can only be performed through implicit conversion.
Among possible implicit conversions are the following:

Teletex to General Text;
IA5 Text to General Text;
General Text to Teletex;

General Text to I1A5 Text.

Conformance

An implementation conforming to this functional group shall conform to the procedures for
the Elements of Service in clause , and shall obey the rules defined in clauses 14.3.5 and
14.3.9 of X.411 / ISO/IEC 10021-4.

The PICS shall document which body part conversions the implementation can perform, both
for implicit and explicit conversion, and whether "Conversion Prohibition in Case of Loss of
Information" is supported. Conformance to this functional group does not mandate
conversion between any two specific body part types.

If conversion has to take place and the Element of Service "Conversion Prohibition in Case of
Loss of Information" is requested, then the MTA is not allowed to perform the conversion if
loss of information may occur, according to the classification in clause 2.1 of X.408.

If the General Text body part type is supported, the implementation must support two-way
conversion between the General Text IA5 subrepertoire and the IA5 Text body part.

If a UA is registered to receive multiple Encoded Information Types and its MTA receives a
message for it containing any of those registered EITs, the corresponding body parts shall
not be converted prior to delivery.



Part 8: Message Handling Systems March 1993 (Stable)

Security

There are no security requirements to support IPM, above and beyond those specified in
clause .

Error handling

NOTE - For further study.

Physical delivery
Table 26 specifies the support for physical delivery elements of service as required by IPM.

Table 26 - Physical delivery: IPM elements of service

| |
I | Origination | Reception ||
| Element of Service | (IIPM UA) | (PDAIU) [

| Additional Physical Rendition | O | 0O |

| Basic Physical Rendition | o | M
| Counter Collection | M | M |
Counter Collection with Advice \ 0] \ 0] \
Delivery via Bureaufax Service 0] 0]
| EMS (Express Mail Service) | M |
| Ordinary Mail | ot |
| Physical Delivery Notification | |
| by MHS | o |
| Physical Delivery Notification | |
by PDS | o |
| Physical Forwarding Allowed \ ol
Physical Forwarding Prohibited M
| Registered Mail | o |
| Registered Mail to Addressee |
| in Person | o |
| Request for Forwarding Address | O
| Special Delivery | ™M | M
| Undeliverable Mail with Return | | I

| of Physical Message |I o' | M I "

| Notes
| 1 Provided by default (when using a physical delivery |
address). I
| 2 Must support EMS and/or Special Delivery. I

EDI messaging service
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Introduction

This clause specifies the requirements for an EDI Messaging Service (EDIMS). These
requirements are based on Recommendations X.435 and F.435 which define the P(edi)
content type and outline various EDIMS operational scenarios.

This EDIMS Implementation Agreement separates the functions of the base standard into a
Kernel and optional Functional Groups (FGs). These functional groups may be used to
support the different scenarios of the EDIMS.

The following functional groups are defined:

EDIMS Security

EDIMS Forwarding

EDIMS Multipart Body

EDIMS Physical Delivery
These agreeements classify the support of these functional groups as follows:

Table 27 - EDIMS functional groups

I
" | Functional Group | Suplport [ "
Il [ Il
EDIMS Forwarding | © I
| EDIMS Security | o [
| EDIMS Multi Part Body | © I
: ' |
| Notes l

EDIMS Elements of service

Tables 28.1 and 29 specify the requirements for support of EDIMS EoS by a UA conforming to
the EDIMS functional group of this Agreement. The classification scheme for support of EoS
is as defined in clause .

Table 28 - EDIMS: Basic EDI elements of service

I [

" | Element of Service | Orig | Recep ||I "
I | | |
| Access Management | M| ™|
| Content Type Indication M | M |
| Converted Indication - ™
| Delivery Time Stamp Indication | - | ™M |

| EDI Message Identification | M
| Message Identification M | ™M |
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| Non-delivery Notification | M| - |
| Original Encoded Information | [
| Types Indication | M | ™M |
| Submission Time Stamp Indication | M | M |
| Typed Body | M | ™
| User/UA Capabilities Registration (1988) | - | ™|

| Notes
| 1 In the case of a collocated UA/MTA or collocated I
|~ UA/MS, the method and extent to which this Element of |
| Service is provided is a local matter; it is not
| necessarily testable in the absence of support for the ||
| P3 orP7 protocol.

Table 29 - EDIMS: Optional EDI elements of service

| |
) [ | Kerlnel | Func.IGroup I "
1 T 1 |
) | Element of Service |Orig |Rec | FG |Or|g|Rec || "
I |
| Alternate Recipient Allowed | M \ M | |
| Alternate Recipient ASS|gnment | -]0 |
Appllcatlon Security Element | | O1 | SEC C|M™ | M|
| Character Set
| Content Confidentiality | O | O |SEC-AB| C” | C |
| Content Integrity® | o |o |SEC AB|C|C |
| Conversion Prohibition | M

Conversion Prohibition in Case | | | |
of Information Loss (1988) | O | o | |
| Cross Reference Information | O |M |MPB | M | M |
| Deferred Delivery M |- |
| Deferred Delivery Cancellation | M | - | || |
| Delivery Notification | M |- | ||
I De5|gnat|on of Recipientby | | | | | |
Directory Name | O |- | || |
| Dlsclosure of Other Recipients | M | M | | |
| DL Expansion History Ind.(1988)| - | M | |1 |
DL Expansion Prohibited | M \ | |
EDI Forwarding | O
| EDI Message Type(s) |
| EDI Notification Request

EDI Standard Indication

| EDIM Responsibility Forwarding
|  Allowed Indication | M|

“ EDIN Receiver | O | M
Expiry Date/Time Indication | O

| Explicit Conversion | o |- | | | |

| Grade of Delivery Selection | M
| Hold for Delivery | - |

| Implicit Conversion | - | |
| Incomplete Copy Indication | O | M |FwWD |02 | M |
| Interchange Header | M [ M| Ll
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| Latest Delivery Designation | O | - | | | |

| Message Flow Confidentiality | O | - |
| Message Origin Authentication® | O | O |SEC-A,B| C” | C |
| Message Security Labelling | O | O |SEC-AB| C” | C |
|MO | o |

| Message Sequence Integrity
| Multi-Destination Delivery | - | || |
| Multi-Part Body | O |M |MPB |M [ M|
Non-repudiation of Content |
Originated | O |O |SECB|M | M
Non-repudiation of Content |
Received | O |O |SECB|M | M
Non-repudiation of Content |
Received Request | O |0 |SECB|M | M |

| Non-repudiation of Delivery | O | O |SEC-AB|C’ | C |
| Non-repudiation of EDI |

[ Notification | O |0 |SECB|M [ M|
| Non-repudiation of EDI | | | | [
| = Notification Request | O |O |SECB|M | M |

Table 29 - EDIMS: Optional EDI elements of service (concluded)

| I
[ | Kerlnel | Func.IGroup [

1 T 1 T T
| Element of Service |O|I’ig |RecI | FGI |Orig||‘«;ec [ |

1 1 1 1
| Non-repudiation of Origin® | O | O |SEC-A,B| C’ ‘ c |

| Non-repudiation of Submission | O | O |
| Obsoleting Indication | O | M| | | |
| Originator Indication | M | M | | | |
| Originator Requested Alternate | | | | |
Recipient (1988) | o |- ||
| Prevention of Non Delivery | | | | ] |
| Notification | o |- | | | |
| Probe | O |- |
| Probe Origin Authentication | O | - [
| Proof of Content Received | O | O |SEC-AB|M | M |
| Proof of Content Received | | [
Request | O |0 |SEC-AB|M | M |
| Proof of Delivery 0 I
| Proof of EDI Notification | O | O |SEC-A.B| M | M |
| Proof of EDI Notification | | | || |
| Request | O ’o |SEC-AB| M | M |
| Proof of Submission -
Recipient Indication | M | M| ||
| Redirection Disallowed by | | | ||
| Originator o - [ [ |l
|’ Redirection of Incoming | ] | | ] '|
| Messages (1988) | - |0 | || |
| Related Message(s) | o | M| |
Report Origin Authentication | O | O \ \ N
Requested Delivery Method | M | -

| Restricted Delivery (1988) | - | O | ||
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| Return of Content? | o |- | |
| Secure Access Management | o |0 | I
| Services Indication | o |0 | [ | |
| Stored EDI Message Auto-forward| - | O | |

| Use of Distribution List (198|8)| o] I| - | || | [ | "
| Notes I
| 1 This EOS requires a bilateral agreement.
| 2 Mandatory when an implementation supports the removal ||
of body parts.
| 3 A defect report was submitted to CCITT/ISO by EWOS/ETSI, |
| since the Return of Contents EoS was omitted from the ||
| list of EDIMS EoS in F.435.
| 4 Mandatory if P3 is supported.
| 5 SEC-A or SEC-B EoS may require the use of these services. ||
| 6 SEC-B EoS may require the use of this service.
| 7 Support of this EOS is dependent on the MHS Security |
Class implemented to support security class EDI-A I
) | (SEC-A) or EDI-B (SEC-B). See clause 10. [

P(EDI) protocol
The requirements for EDI-UA support of the EDI protocol (Pedi) elements are defined in

clause .

EDIMS Multi-Part Body functional group

General
The EDIMS Multi-Part Body functional group defines the services and functionality required to
support the generation of multiple body parts in an EDIM. Note that support on reception of
Multi-Part Body is mandatory in the EDIMS Kernel.

Elements of service

The EDIMS Multi-Part Body functional group constitutes support of the following Elements of
Service on origination:

- Cross Reference Information

- Multi-Part Body

EDI Message Store (EDI-MS)
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MS Attributes

Conversion

EDIMS security functional group

The EDIMS Security functional group defines the services and functionality required to
provide security for EDIMs and EDINs. These security features are specific to the EDIMS, and
are described in X.435.

As the interface between the EDI Messaging (EDIMG) user and the EDI-UA is outside the
scope of this document, implementations of the security mechanisms can be implemented
as a discrete hardware/software component or within the EDI-UA.

NOTE - There are alternative methods of providing security to the EDIMG user. For example,
the EDI-UA may just avail itself of the (content-type independent) security services provided or
supported by the (1988) MHS and described in section 10 (e.g., content confidentiality, proof of
delivery), without using the additional services of this functional group. Finally, security
services may be provided within the EDI interchange itself, while possibly using the EDI
Application Security Element to convey some (bilaterally agreed) security arguments (e.g., key
IDs) in the EDIM header.

The EDIMS Security functional group is specified as two security classes, denoted EDI-A and
EDI-B. Note that the services provided below are provided, in some cases, by 1988 MHS
security elements in the P1 (and P3) envelope. For example, depending on the security
policy in force, the proof and non repudiation services below use the Content Integrity Check
or Message Origin Authentication Check protocol elements.

See Section 10 of these Agreements for a description of the 1988 MHS Security functional
group and classes. Annex A of these Agreements outlines support of the security protocol
elements by the MTS.

The security classes EDI-A and EDI-B need the Message Origin Authentication and Content
Integrity EoS. This shall be achieved either by supporting security class SO, or any other
security class in clause 10, depending on the security policy in force.

NOTE - In order to counter the threat that a message could be stolen and its value credited to

a third party, the use of content confidentiality is recommended. When using SOA, the base

security EoS shall be used in the following way:

- the Content integrity check shall be generated from the clear content;

- the Content integrity check shall be carried in the message token;

- Content confidentiality shall be used. Encryption of the content prevents re-generation
of the Content integrity check by a third party.

EDIMS security class EDI-A (SEC-A)

This class provides proof services; the recipient of an EDI information object can be assured
that it was originated by the specified EDIMG user. Table 29 outlines support for the EoS
contained in this class.
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EDIMS security class EDI-B (SEC-B)
This class provides non repudiation services. These are "stronger" than the corresponding
proof services in the sense that the recipient of an EDI information object can prove to a

third party that the object was originated by the specified EDIMG user. Table 29 outlines
support for the EoS contained in this class.

EDIMS security class EDI-C (SEC-C)
The security class EDI-C offers the following Element of Service:
- Application Security Element

This security class mandates that the above service is provided by an EDIMS end system.
EDIMS Physical Delivery functional group
EDIMS Forwarding functional group

General

The EDIMS Forwarding functional group defines the services and functionality required to
perform forwarding of an EDI message by or on behalf of an EDIMG user.

An EDI-UA or EDI-MS claiming conformance to the EDI Forwarding functional group shall
understand the semantics of the EDIMS abstract operations and service with regard to
forwarding, EDI Notifications and EDIN reasons/diagnostic codes. The EDI-UA or EDI-MS shall
generate appropriate EDI notifications when accepting, forwarding, or refusing responsibility
for the EDI message. These notifications may be generated automatically by an EDI-MS or
EDI-UA based on the presence or absence of an EDI-MS in the configuration. In addition,
notifications may be generated as a result of a request by the EDIMG user. Please refer to
Section 17.3.3 of X.435 for a full description of EDI Forwarding.

An EDI-UA that claims conformance to the EDIMS Forwarding functional group shall conform
to clause A.12, Table 47, as regards protocol elements required by this functional group.

Elements of service

The EDIMS Forwarding functional group constitutes support of the following Elements of
Service:

- EDI Forwarding

- EDIN Receiver
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Conditional on the support of removal of body parts, the EDIMS Forwarding functional group
offers the additional element of service:

- Incomplete Copy Indication

Use of Directory
Use of underlying layers

MTS transfer protocol (P1)

The P1 protocol is mapped onto the Reliable Transfer Service Element (RTSE) either in X.410-
1984 mode or in normal mode, as specified in clause . In X.410-1984 mode, the RTSE makes
direct use of the services provided by the Session Layer, as specified in part 5 (Upper
Layers) of the Stable Implementation Agreements. In normal mode, the RTSE makes use of
the services provided by the Association Control Service Element (ACSE) and Presentation
Layer, as defined in part 5 (Upper Layers) of these Agreements.

MTS access protocol (P3) and MS access protocol (P7)

The P3 and P7 protocols make use of the services provided by the Remote Operations
Service Element (ROSE), Association Control Service Element (ACSE), Presentation Layer,
and, optionally, the Reliable Transfer Service Element (RTSE), as defined in part 5 (Upper
Layers) of these Agreements. It is recommended that RTSE be used for recovery purposes
when the implementation does not use Transport Class 4 or there is a high probability of an
association failure.

Error handling

This clause describes appropriate actions to be taken upon receipt of protocol elements
which are not supported in these Implementation Agreements: malformed PDUs,
unrecognized O/R Name forms, content errors, errors in reports, and unexpected values for
protocol elements.

An implementation must be able to report all error conditions which may occur with the
appropriate error information as defined in the referenced base standards. An
implementation must be able to handle receipt of all error indications which are defined in
the referenced base standards. An implementation must also be tolerant of any additional
error indications which are not currently defined, but is not required to be able to interpret
such error information.

PDU encoding

Various distinguished integer values will be defined in future versions of the X.400 standard
that are not defined in the 1988 version. When an unknown distinguished value is
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encountered in an integer or an enumerated type, it should, in general, not result in an error.
The value should be treated transparently or ignored, wherever possible.

Editor's Note - It is intended that this section will specify any special error handling
required when unknown distinguished values are encountered.

Envelope

NOTE - For further study.

Reports

NOTE - For further study.

Pragmatic constraints

If an implementation detects a pragmatic constraint violation, then it may generate an
appropriate error indication but is not required to do so.

Conformance
For this clause, the term conformance is as defined in ISO 9646.

Bilateral agreements between domains may be implemented in addition to the requirements
stated in this document. Conformance to this Agreement requires the ability to
exchange messages without use of bilateral agreements.

In order to achieve a more precise definition of conformance requirements according to the
functionality supported by an implementation, the concept of Functional Groups has been
introduced. A Functional Group is a set of related Elements of Service and associated
protocol elements which provide a discrete area of functionality.

Conformance to this Agreement requires as a minimum that all Mandatory Elements of
Service listed in this part are supported in the manner defined in the MHS standards, as
qualified in this Agreement, for each of the Functional Groups claimed. Any Optional
Elements of Service for which support is claimed must also be supported as defined in the
MHS standards and as qualified in this Agreement. Pragmatic constraints shall be observed
as specified in the CCITT X.400 (1988) Series of Recommendations. It is not necessary to
implement the recommended practices of annex D in order to claim conformance to this
Agreement.

Conformance requirements for support of Functional Groups by particular configuration
types (see clause ) are listed in table 30. An implementation may claim conformance to
multiple configuration types (e.g. "MTA+UA" and "Class B MTA only").

Table 30 - Conformance requirements

Il | I
[ | Configuration3 [
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" | |
| | |M'IFA|MITA| MTA OnIle|MSI| UA Only| :
+ \ + | + | MS
| Functional Group LIJA2|I\|/IS | IA f BI | C|| UAI|OnIIy|P7 ||P3 ||I

| MT Kernel I| |V|2|I|V| |I|V||IM | |\I’||I| |I|" C
| Message Store* |- I™M]-[-]-[M|M [M]-]
| Remote UA | -1--Im]-1-1-1-|m]
| DistributionList |O|O|O|O|O|*]|- |*]|*]|
| Directory |]oj]o|o|o|]Oo|O|]O |O|O]
| MHS Management [ ¥ *]*[*]*]*|*|*]|*]|
| Security |lojo|olo|o|o]o |o]|O]
| Redirection Bl T T Bl I B |
| Physical Delivery | * | * | x| x| * | * | x| *| x|
| Other Access Units | * | * | x| x| x| x| x | * | x|
“IPMServiceG 0° o’o’o’o 0’10 | O°| O°
’ EDI Service® IOsP OI OI O 05|O IO5 OI5 | !
I !
| Notes I

| 1 There are three conformance classes defined for the ||
MT Kernel in clause .
| 2 Optional elements of a context-specific UA need not be |
| supported in the MT Kernel in this configuration, for ||
example Probe and Deferred Delivery Cancellation. [
| 3 The designation of a '+' in a configuration (e.g., [
|~ 'MTA+MS') implies that there is no exposed protocol in ||
| the interface between the two components.
| 4 There are two conformance levels defined in clause I
| for MS support.
| 5 At least one of the content-specific functional groups ||
| must be supported.
| 6 The content-specific functional groups may include I
| requirements for levels of support by an MS and/or MTA |
(e.g., in terms of attributes supported, conversion
requirements, etc.). In table 29, the support of a
|’ content-specific functional group by the MS only implies \l
support of the MS requirements for that content type |
| (i.e., attribute). Similarly, support in the MTA fora |
|’ content-specific functional group only implies support \|
| for the MTA requirements for that content type (e.g.,
conversion).

MT Kernel Conformance Classes

The MT Kernel conformance classes are:

A class "A" MT Kernel implementation conveys a message, probe, or report to
another MT Kernel using standard means. A class "A" MT Kernel is specifically
implemented in order to transfer messages, probes, and reports which have
previously been transferred and need not support submission and delivery. A class
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"A" MT Kernel may perform other activities such as originate reports, expand
distribution lists, and perform conversions.

A class "B" MT Kernel implementation supports submission, delivery, and transfer
using standard means, i.e., P3 and P1l. A class 'B' MT Kernel need not support the
transfer of previously transferred messages, probes, or reports.

A class "C" MT Kernel implementation requires support for transfer of messages,
probes, and reports to another MT Kernel using standard means. A class "C" MT
Kernel does not require support for the transfer of previously transferred messages,
probes, and reports, and message submission and delivery is achieved by non-
standard means.

An MTA may conform to one or more of the MT Kernel classes. For example, a class "B" or
"C" MT Kernel which supports the transfer of previously transferred messages, probes, and
reports is also conformant to a class 'A' MT Kernel. Figure 11 illustrates several combinations
of MT Kernel conformance classes. Additional combinations are possible.

|I|UA||=I| MTAI| I| MTA |I |I MTA |I=|IUAr~
=

| = | | =
[ ||| I?/ISI%CIass BI| | Class A|I ||Class AB % M§||| [
Il
I . I . I .
[ === standard | MTA UA| |
| | =
I Non-standard | |CIass(|2 ||—|MS| I

Figure 11 - MT kernel conformance classes

MS conformance levels
The MS conformance levels are:

A Basic MS only requires support for the General Attributes as specified in clause ,
basic column of table 43;

An enhanced MS requires support for more of the General Attributes as specified in
clause (enhanced column);

A Secure MS additionally requires support for the attributes as specified in clause .

For content-specific MS requirements, see the appropriate content-specific clauses.

EDI-UA conformance

The EDI functional group requires the support of the EDIFACT and ANSI X12 EDI syntaxes.
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Management domain agreements

The sections above describe agreements among implementors of particular X.400
components (e.g., MTAs, UAs, MSs). There are some agreements that don't apply to a single
X.400 component, but instead apply to an entire domain of X.400 components. This section
details any requirements for X.400 domains, independent of those for individual X.400
components. A single X.400 component cannot be conformance tested for these domain
requirements, but for a domain to claim to be "operationally OIW compliant," it must abide
by the rules stated below.

Management domain names

This section contains requirements on matters being considered by the U. S. CCITT Study
Group D for national decisions. Such decisions are likely to supersede the relevant portions
of this clause.

The Implementation Agreements for 1984-based MHS implementations requires that all
Management Domain Names (both Private and Administration) shall be unique within the U.
S. This is also a requirement for 1988-based MHS implementations.

A "Construction Syntax" is defined, which uses a registered OSI Organization Name from the
ANSI US Register of Organization Names as a "root" in the construction of MHS Management
Domain Names e.g., ADMD and PRMD). The constructed combinations based on this "root"
will be guaranteed to be unique, and thus be safely used as MHS MD names in the United
States. Other countries may wish to adopt these same rules.

MHS MD (PRMD and ADMD) names shall be constructed according to the Extended BNF
grammar shown in figure 12.

| <ADMDName> ::= <MDName> I
| <PRMDName> ::= <MDName> I

| <MDName> ::= I
I <NationalOrganizationName> | I
I <ConstructedName> | I
I <NationalOrganizationNumber> I

| <ConstructedName> ::=
[ <NationalOrganizationName>"+"<OrganizationallyDeterminedPart> ||

Figure 12 - Management domain name construction
Subject to all of the following rules:
Rule 1. The entire <MDName> must not exceed 16 bytes (including any constructor

operators that may be included, and shall be composed entirely of PrintableString
characters.
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Rule 2. The <NationalOrganizationName> shall be drawn from the alphanumeric
names registered in the US Register. It shall contain at least one non-numeric
character, and not contain the constructor operator "+" (plus sign).

Rule 3. Each <NationalOrganizationName> obtained from the US Registry will be
accompanied by a NumberForm (numeric value) which shall be bound as the
<NationalOrganizationNumber> to the <NationalOrganizationName=>.

Rule 4. In a <ConstructedName>, the <OrganizationallyDeterminedPart> shall be
certified to be unique under the <NationalOrganizationName> (sub)authority, by the
<NationalOrganizationName> registration authority.

Rule 5. A <NationalOrganizationNumber> shall be obtained from the US Register and
bound to the <ConstructedName>.

Rule 6. A Private Management Domain's PrivateDomainldentifier shall be the same as
its PrivateDomainName.

NOTES

The PRMD names resulting from the <ConstructedName> syntax (those having a "+" in them)
are atomic values from the point of view of the MTA -- in particular, it is not permissible for the
MTA to route on components of the PRMD name.

The construction rules are such that if ABC is a Registered National Organization Name, then
the owner of that name controls the MHS Domain Name space including "ABC" and
"ABC+<anything>," but not "ABC<anything>."

A "+" is legal in an ANSI provided name.

If a Registered Organization Name already contains the construction operator ("+" sign), then
in order to use the name as an <MDName>, its owner must also register the "root" which
precedes the first "+" sign, with the US Register of Organization Names. (e.g., company B+Z+P
would need to register "B" to be able to use the "constructed" name of B+Z+P.)

For the special case of the construction operator ("+" sign) being the first character of a
Nationally Registered Name, no special action is required beyond its normal registration with
the US Registry of Organization Names.

If the sub-authority determined by <NationalOrganizationName> so wishes, the
<OrganizationallyDeterminedPart> can be constructed using rules similar to the above,
resulting in a hierarchical construction separated by "+"s. In particular, the sub-authority must
maintain its own registry and might (for example) define the
<OrganizationallyDeterminedPart> using the syntax

| <OrganizationallyDeterminedPart> ::= <DivisionName> [
I | <DivisionName> "+" <DivisionallyDeterminedPart> I

Figure 13 - Name construction by subauthorities

where the <DivisionName> is drawn from the sub-authority's registry (and does not contain
a "+"). Thus the sub-authority can delegate the use of the prefix
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| <NationalOrganizationName>+<DivisionName> [
L ]

Figure 14 - Prefix

to someone else.

Use of ADMD names

This subsection was developed by an X.400 SIG working group in April, 1990. It contains
extremely controversial positions that invoke national, commercial, and quality of service
issues. The OIW may not be the correct forum to make these national decisions. Until these
decisions can be reached or a national forum established, this section remains as a
placeholder in the OIW X.400 SIG Working Text document only.

NOTE - Version 2 of the CCITT X.400 Implementors Guide, dated 16 March 1990, allows for a
single zero ("0") character as the ADMD name for the case of a PRMD that is not reachable
from any ADMD. The following discussion does not apply to such PRMDs.

A PRMD may be directly connected to more than one ADMD. Since a PRMD may not alter the
originators ORAddress, the Country/ADMD name pair provided in the Originator ORAddress
may not match those of the first ADMD to receive the message from the PRMD. The first
ADMD is required to accept such messages and may not alter the originator's ORAddress.

Any message originated by a PRMD must have an Originator's ORAddress that either uses
the single space ADMD name or uses a Country/ADMD name pair for an ADMD to which the
PRMD is connected. (In both cases the Country name is required.)

The X.400 Recommendations have defined a mechanism that enables PRMDs connected to
multiple ADMDs to enter a single space as the ADMD name. To support this, these
agreements recognize two classes of ADMDs. ADMDs in the first class, "space-supporting"
ADMDs, must be able to route on PRMD name, independently from the ADMD name.
Furthermore, the space-supporting ADMDs must arrange their routing configuration such
that all PRMDs are reachable from all ADMDs. PRMDs using the single space ADMD name
must be connected to at least one space-supporting ADMD.

ADMDs in the other class, "non-space-supporting" ADMDs, must, at a minimum, route
messages for which the ADMD name is a single space to a space-supporting ADMD (in the
indicated country). It is hoped that in the long term, all ADMDs will be able to route on the
PRMD name when the ADMD name is a single space.

Uniqueness of MTS Identifiers within a management
domain

When generating an IA5String in an MTS Identifier, each MTA in a domain must ensure that
the string is unique within the domain. This shall be done by providing an MTA designator
with a length of 12 octets which is unique within the domain, to be concatenated to a per
message string with maximum length of 20 octets.

Two pieces of information, the MTA name and MTA designator, need to be registered within
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an MD to guarantee uniqueness. This registration facility need not be automated. If the
MTA name is less than or equal to 12 characters, it is recommended that it also be used as

the MTA designator.
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Annex (normative)

MHS protocol specifications

Tables 31 through 48 specify the requirements for support of MHS protocol elements for
conformance to this Agreement. It should be noted that the tables specify minimum support
for conformance to the relevant Kernel functional groups and where appropriate also specify
enhanced support requirements where one or more further functional groups are claimed.
All element support is subject to further review and may be upgraded in later
versions of this Agreement.

Within the classification tables (32-48), the column "S" indicates the classification from the
base standards. This is provided for reference purposes only and is intended to be in
agreement with the base standards.

The protocol support classification scheme used in this version of this Agreement is
described below. However, it should be noted that the scheme is currently under
review both within the OIW X.400 SIG and in the EWOS/ETSI MHS groups and is
likely to be revised for later versions of this Agreement.

The classification of support for a protocol element specifies the requirements for
implementations conforming to this Agreement to be able to generate, receive and process
that protocol element, as appropriate (the 'receiving' role includes relaying where
appropriate). The classification of support for each protocol element is relative to that for its
containing element. Where sub-elements within a containing element are not listed, then
their support classification shall be assumed to be that of the containing element. Where the
range of values to be supported for an element is not specified, then all values defined in
the base standard shall be supported.

The classifications have been revised. The former classifications relate to the classifications
in Part 7 of the Stable Agreements as shown in table 31.

Table 31 - Classification changes

m T 1
I | New I

I | | |
| Former Originator | Recipient |
| category | Category | Czlategory [

| Generatable (G) I| Mandatory (M) | I{/Iandatory M) |
| Supported (H) | Optional (O) | Mandatory (M) |

| Mandatory (M) | Mandatory (M) | Mandatory (M) ||
| Required (R) | Mandatory (M) | Mandatory (M) |
| Unsupported (X) | Optional (O) | Optional (0) [

The support classifications are stated for both Origination and Reception (O/R) in the
following tables (32-48). The defined support for each is stated within each classification.

Implementations conforming to this Agreement must be capable of accepting the syntax of
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every protocol element of a protocol for which support is claimed. When an MS or MTA
receives a protocol element that according to the base standard should be conveyed to
another MHS entity (MTA, MS, or UA), the MS or MTA is required to preserve the semantics of
that protocol element in the PDU conveyed. Notwithstanding the above, criticality must be
observed according to the base standard.

Mandatory (M) on Origination: Implementations conforming to this Agreement shall
generate this element in all information objects in which, according to the base
standards, it shall occur.

Mandatory (M) on Reception: Implementations conforming to this Agreement shall
process this element appropriately according to its semantics.

Optional (O) on Origination: Where this element is not conveyed from one MHS entity
to another, implementations conforming to this Agreement may optionally be capable
of generating this protocol element, but are not required to do so.

Optional (O) on Reception: Implementations conforming to this Agreement may, but
are not required to be capable of processing this protocol element.

NOTE - Some protocol elements may not be conveyed, if downgrading rules are applied.

To Be Determined (*): the support classification for this protocol element has yet to
be determined.

Not Applicable (-): The protocol element is not applicable in the particular context
according to the base standard.

Where the dynamic behavior of protocol elements need to be specified, the following
classification scheme is used:

Mandatory (m): The protocol element shall always be implemented and generated.
On reception, correct action shall be taken as specified in the base standard, or as
qualified or specified in these Agreements. Absence of the corresponding protocol
element shall cause the appropriate abstract error to be generated.

Excluded (x): The protocol element shall not be present or it must be possible to
prevent its use. lts presence shall cause the appropriate abstract error to be
generated.

Dynamic conformance classifications are indicated in a single column of each of the Protocol
Element tables. The classification applies to the usage only of the protocol elements which
have a static classification.

There are two types of tables defining support for protocol elements: the first is a base table
that contains and classifies all protocol elements, and the second is a delta table for a
functional group.

Functional group tables need only list those protocol elements for which the functional group
has changed the support requirements from the base table. Additional containing
constructor elements may be listed in order to provide context information.

If the functional group changes the support requirements for a given element it must be
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classified in the delta table. Changes should only place more restrictions on the required
support, for example changing an optional element to be either mandatory, excluded, or out
of scope. If an element in the delta table is not classified, it is only listed for context
information and the required support for it is the same as its classification in the base table.

The Dynamic column is only filled in if the profile changes the requirements for use of the
element in every PDU, for example, if support for the element is required, but use of the

element is optional in a given PDU. However, if you are supporting a functional group that
element will always (or never) be used.

MTS transfer protocol (P1)

Within Table 32, the columns under "Support by MT Kernel Class" refer to the MT Kernel
Conformance Classes defined in clause 17.1.

Table 32 - Classification of the P1 protocol elements

|
" | MTS Transfer Protocol (P1) | Part 1|of 9| "
I T |
" I Support by MT Kernel Class || Colmments/References I "
I rB/Cl A | |
| Protocol Element |S|O/R|O/R| See Note 1 [
| | Operati :il i I: I “
perations
|| I
| MTABInd |M|M/M|M/M| MTABind [
| MTAUNbind M|M/M|M/M | | I
| MTSE ] I
| MessageTransfer [M|M/M|M/M| [
| ProbeTransfer |M|M/M|M/M | [
| ReportTransfer |[M|M/M|M/M| See Note 7 [

I : | || | " I
I I — |
| Arguments/Results | ||| || | | I
| MTABind . I
| ARGUMENT 1] I
| <NULL> |0|0/M|O/M| See Note 2 [
||| <SET> ||O||M/M||M/M|| |||

initiator-name M|M/M|[M/M
|’ initiator-credentials [M|M/M|M/M | \l
| simple O|M/M|M/M | |
| strong o|o/o|o/0| |
security-context |o|o/o|o/0] I
| RESULT |1 ]| I
| <NULL> |O|O/M|O/M| See Note 2 I
| <SET> |O|M/M|M/M | [
| responder-name [M|M/M|M/M| |
| responder-credentials M|M/M|M/M| |

simple |O’M/M|M/M| I
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| strong |O\O/O|O/O| ! [
| MTS-APDU I
| message |M M/M O/M|
| envelope |M|M/M|M/M| MessageTransferEnvelope ||

| content [M|M/M|M/M |
| probe |[M|M/M|O/M| ProbeTransferEnvelope |
| report IM|M/M|M/M |
| envelope M|M/M|M/M| ReportTransferEnvelope |
content M/M M/M ReportTransferContent I

[ MessageTransferEnveIope || | | [

message-identifier |M|M/M|M/M| MTSldentifier |
| originator-name |[M|M/M|M/M| ORName
| original-encoded-information- | | | [
types |O|M/M|0/O| EncodedinformationTypes ||
| content-type [M|M/M|M/M |
built-in |o|M/M|0/0]| I
| external ||o||0/Ml0/o| [

Table 32 - Classification of the P1 protocol elements (continued)

" | MTS Transfer Protocol (P1) | Part 2|of 9| "
I |
" I Support by MT Kernel Class || Comments/References I "
I —B/C| A | |
" | Protocol Element |S|O/R|O/R| See Note 1 [ "
| 1l

content-identifier | 0 | oM | 0/0 |

priority |o|M/M|O/M| All values

per-message-indicators |o|M/M|O/M | [

disclosure-of-recipients ~ |O|O/M|0O/M| I
|| implicit-conversion- prohlblted|O|M/M|O/M| [
alternate-recipient-allowed |O|M/M|0O/O| I
v content-return-request ’ ’O/O|O/O N
| deferred-delivery-time o|o/o|o/0
| per-domain-bilateral-

| information |O|O/O|O/O| PerDomalnBllateraIInfo |
| trace-information |[M|M/M|M/M| Tracelnformation
| extensions |O|M/M|M/M| ExtensionField I
recipient-reassignment-
prohibited |O’M/M|M/M
| dl-expansion-prohibited o|M/M|o/M| [
conversion-with-loss- [| | | [
prohibited |o|o/m|o/Mm]|
| latest-delivery-time |0|0/0|0/0| See X.411, 14.1.1 note 2 |
originator-return-address  |0|0/0|0/O|
| originator-certificate |o|0/0|0/0]| I

| content-confidentiality- | | | | I
l algorithm-identifier ~ |O|M/M|M/M| See Note 6 I
message-origin-
| ~ authentication-check  |0]0/0|0/O| [
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| message-security-label |O0|0/0]|0/0| See Note 5 I
security-policy-identifier |O|M/M|M/M | ’|
| security-classification ~ |O|M/M|M/M|

|
privacy-mark |o|o/o|o/0| I
| security-categories O|M/M|M/M| |
| content-correlator o|o/o|o/0| |
| dl-expansion-history |O0|O/M|0O/M| DLExpansionHistory |
| internal-trace-information  |O|M/M|M/M| InternalTracelnfo
| per-recipient-fields [M|M/M|M/M |
| recipient-name |M|M/M|M/M| ORName I
| originally-specified- [ | | I
recipient-number |[M|M/M|M/M| |
per-recipient-indicators ~ |M|M/M|M/M| |
| explicit-conversion |o|o/o|o/0|
extensions |0|O0/M|0O/M| ExtensionField I

| originator-requested-
alternate-recipient  |0|0/0|0/O| I
| requested-delivery-method |O|M/M|O/M| [
|’| physical-forwarding- | | | |\|
I

prohibited |o|o/0|0/0]
physical-forwarding-address- | | | I
request |0|0/0|0/0]| I

| physical-delivery-modes 1 |O|OI/O|C?/O| [

Table 32 - Classification of the P1 protocol elements (continued)

|
| MTS Transfer Protocol (P1) | Part 3|0f 9|

T
I Support by MT Kernel Class | Comments/References |

| —B/C| A |
| Protocol Element |§|P/R|P/R||See Note 1 [

1 | I
| registered-mail-type |0|0/0|0/0| [
recipient-number-for-advice |0|0/0|0/0| |
| physical-rendition-attributes |0 |0/0|0/O| |

| physical-delivery-report- | | | | |
request |o|o/o|o/0]| |

| message-token |o|o/o|0/0]| [

[ asymmetric-token |O|M/M|M/M| See Note 5 [

signature-algorithm-
identifier | M| M/M|M/M

[ name [M|M/M|M/M | |

| time M| M/M|M/M | I

| sign-data [o|M/M|M/M | |
content-confidentiality- |

I algorithm-identifier |O|M/M|M/M| I
content-integrity-check |0 |M/M|M/M
message-security-label  |0]|0/0]0/0
proof-of-delivery-request |O|M/M|M/M

message-sequence-number |0|0/0|0/0| I
encryption-algorithm- |
| identifier |O|M/M|M/M| |\
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|  encrypted-data lo|M/M|M/M | I
content-confidentiality-key | O | M/M | M/M | |

\ content-integrity-check  |O|M/M|M/M ’
message-security-label  |O| O/O |0/0

|  content-integrity-key  |0|0/O O/O| I
| = message-sequence-number |0|0/0|0/0| |
content-integrity-check ‘O \ M/M } M/M\ See Note 6 ‘

proof-of-delivery-request M/M|M/M| See Note 6
redirection-history |o|o/M|o/M| |
| ProbeTransferEnvelope | | | I
| probe-identifier |M|M/M|M/M| MTSldentifier I
| originator-name |[M|M/M|M/M| ORName I
| original-encoded-information- | | | [
types |O0|M/M|0/O| EncodedinformationTypes ||
|| content-type [M|M/M|M/M|
built-in |o|M/M|0/O] [
external |o|o/M|0/0] [
” content-identiﬁer ’ ’O/M 0/0 “
content-length O[M/M|0O/O
per-message-indicators |O|M/M|O/M| [

disclosure-of-recipients ~ |0|0/0|0/O| [
implicit-conversion-prohibited |0 |M/M | O/M | l
alternate-recipient-allowed |O|M/M|0O/O| I

| content-return-request |o|o/0|0/0] [
| per-domain-bilateral-
| information |O|O/O|O/O| PerDomainBilateralinfo [

Table 32 - Classification of the P1 protocol elements (continued)

I
" | MTS Transfer Protocol (P1) | Part 4 of 9| "
I |
" I Support by MT Kernel Class || Comments/References I "
I 1B/C| A | |
" | Protocol Element |S|O/R|O/R| See Note 1 [ "
II 1l
| trace-information |MIM/M|M/M| Tracelnformation [
| extensions |O|M/M|M/M| ExtensionField I
| recipient-reassignment-
| prohibited |o|o/o|0/0]| |

| dl-expansion-prohibited [o|M/M|O/M| [
conversion-with-loss- [| | | |\|

| prohibited |o|o/0|o/0]

| originator-certificate |o|o/o|o/0| I
message-security-label |O0]o/0|0/0] I

| content-correlator |o|o/0|0/0| |

|| probe—origin—authenticatlon— || |

check |0|0/0|0/0]| [
| dl- expan5|on history |O0|0/M|0O/M| DLExpansionHistory |
mternal trace-information  |O|M/M|M/M| InternalTracelnfo

| per-recipient-fields [M|M/M|M/M |

I reC|p|ent name |M|M/M|M/M| ORName I



Part 8: Message Handling Systems March 1993 (Stable)
| originally-specified- [ | | | I

recipient-number [M|M/M|M/M | |
| per-recipient-indicators  |M|M/M|M/M| |
explicit-conversion |o]o/0|0/0|
extensions |O0|O/M|0O/M| ExtensionField I

originator-requested-

alternate-recipient  |0|0/0|0/O| I
| requested-delivery-method |O|M/M|O/M| [
| physical-rendition-attributes |0 | 0/0|0/O | [

| redirection-history |o|o/M|o/M| | [
| ReportTransferEnvelope | ] | [
| report-identifier |M|M/M|M/M| MTSIdentifier I
| report-destination-name |[M|M/M|M/M| ORName I
| trace-information |M|M/M|M/M| Tracelnformation I
| extensions |O|M/M\M/M ExtensionField [
message-security-label Oo|o/o[0/0|
originator-and-DL-expansion- | | | | OriginatorAndDL I
[ history |O|M/M|0/O| ExpansionHistory I
| reporting-DL-name |o|o/0|0/0]|
| reporting-MTA-certificate |O|0/O|0/O| |
report-origin-authentication-

I
check 0 O/O’O/Ol [
| internal-trace-information |O|M/M|M/M| InternalTracelnfo [

| ReportTransferContent ||
| subject-identifier |M|M/M|M/M| MTSIdentifier [
| subject-intermediate-trace-
information |O|M/M|M/M| Tracelnformation I
original-encoded-information-
| types |O|M/IV!|I\I/I/M|IEncoldedInformationTypes I

Table 32 - Classification of the P1 protocol elements (continued)

I
" | MTS Transfer Protocol (P1) | Part 5|of 9| "
I T |
" I Support by MT Kernel Class || Colmments/References I "
I r1B/Cl A |
" | Protocol Element |IS|IO/R|IO/R|ISee Note 1 [ "
] 1 | I Il
| content-type [o|M/M|M/M| [
built-in |lo|M/M|M/M| I
| external [o|M/M|M/M| I
| content-identifier [O|M/M|M/M | |
returned-content |o|o/M|0/0] |
| additional-information |o|o/o|o/0]
| extensions |0|0/M|0O/M| ExtensionField [
content-correlator |o|o/M|o/M
per-recipient-fields M| M/M|M/M
| actual-recipient-name |M|M/M|M/M| ORName [

originally-specified- || | I
[ recipient-number [M|M/M|M/M | I
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\ per-recipient-indicators ’M’M/M’M/M’ N
last-trace-information M|M/M|M/M
arrival-time [M|M/M|M/M | |
| converted-encoded-

I information-types |O|M/M|M/M| EncodedinformationTypes ||
report |M|M/M|M/M
delivery |o|M/M|0/0

message-delivery-time  |O|M/M|M/M| [
|  type-of-MTS-user |o|M/M|0/0| I
| non-delivery [o|M/M|M/M| [
|~ non-delivery-reason-code |O|M/M|M/M | I
|  non-delivery-diagnostic- | || I
I code |o|o/m|o/Mm| [
| originally-intended-recipient-| | | I
name |O|M/M|M/M| ORName I
| supplementary-information |O|0/O|0/O] |
extensions |O|M/M|M/M| ExtensionField |
| ~ redirection-history |O|M/M|M/M| RedirectionHistory I
| physical-forwarding-address |0|0/0|0/0O]|
recipient-certificate |o|o/o|o/0] |
| proof-of-delivery |o|o/o|o/0| |

| Common Data Types | | | [
EncodedInformationTypes ’ ’ ’ N
| built-in-encoded-information-
types |[M|M/M|M/M| See Note 3 [
| non-basic-parameters |o|o/o|o/0]| l
| external-encoded-information- | | | [
types |o|o/M|O/M| [

||
| MTSIdentifier
| global-domain-identifier |[M|M/M|M/M| GlobalDomainldentifier ||
| local-identifier [M|M/M|M/M| ”

Table 32 - Classification of the P1 protocol elements (continued)

|
" | MTS Transfer Protocol (P1) | Part 6|of 9|
I T
" l Support by MT Kernel Class || Colmments/References l "
I 1 B/Cl A |
| Protocol Element ||S||O/R||O/R||5ee Note 1 [

| PerDomainBilaterallnfo [ | | | [
| country-name [M|M/M|M/M | I
| administration-domain-name  |O|M/M|M/M| DomainName I
| private-domain-identifier ~ |O|M/M|M/M| DomainName [
| (only encoded as SEQ if |
| | | both present)
| bilateral-information [M|M/M|M/M | I
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11 I
| Tracelnformation | I
| TracelnformationElement M| M/M|M/M |
| global-domain-identifier ~ |M|M/M|M/M| GlobalDomainldentifier ||
domain-supplied-information |M|M/M|M/M |

arrival-time [M|M/M|M/M | I
routing-action |M|M/M|M/M| [
relayed |O|M/M|M/M
rerouted |o|o/M|o/M
| attempted-domain |0|0/M|0O/M| GlobalDomainldentifier ||
| deferred-time O|M/M|M/M |
converted-encoded-
I information-types |0|0/M|0O/M| EncodedinformationTypes ||
| other-actions |o|o/m|o/M|
|  redirected |o|o/M|Oo/M| |
| dl-operation |o|o/M|o/M| | |
| ExtensionField [ | | | I
“ type |M|M/M M/M’ ”
criticality |o|lo/m|o/m
|~ for-submission |o|o/0|0/0] [
N for-transfer |O‘M/M\M/M\ “
for-delivery O(M/M|M/M
I VTllue |h|4||M/h|4|h|4/M| | I
| DLExpansionHistory I | | I
| DLExpansion M| M/M|M/M | I
ORAddressAndOptionalDirectory | | | |
Name |M|M/M|M/M| ORName
| dl-expansion-time I|I\I/I|M/IIVI|M/IM| I

Table 32 - Classification of the P1 protocol elements (continued)

" | MTS Transfer Protocol (P1) | Part 7:of 9|

I T

" I Support by MT Kernel Class || Colmments/References I "

I rB/Cl A | |
| Protocol Element |‘|5|IO/R|IO/R|ISee Note 1 [

[ | I
| InternalTracelnformation [ | | [

| InternalTracelnformationElement|M|M/M|M/M |
| global-domain-identifier |M’M/M|M/M|GIobaIDomainIdentiﬁer I

| mta-name M|M/M|M/M |
| mta-supplied-information ~ |M|M/M|M/M | I
arrival-time [M[M/M|M/M | I
| routing-action [M|M/M|M/M | [
” relayed |O|M/M|M/M\ “
rerouted |o]o/M|o/M
| attempted 0] I
mta |o|o/M|Oo/M| [
| domain |0|0/M|0O/M| GlobalDomainldentifier ||

| deferred-time |o|o/M|o/M| I
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| converted-encoded-information| | | | [

|~ -types |O0|0/M|0O/M| EncodedinformationTypes ||
| other-actions |o|o/M|o/M|
|  redirected |o|o/M|O/M| |
| dl-operation |o]o/M|o/M| |

| OriginatorAndDLExpansionHistory | | | | |
| originator-or-dl-name [M|M/M|M/M | |
| origination-or-expansion-time |M|M/M|M/M | I

| RedirectionHistory R I

| Redirection [M|M/M|M/M| [
| intended-recipient-name M|M/M|M/M | [
ORAddressAndOptionalDirectory| | | |
Name |[M|M/M|M/M| ORName
| redirection-time [M|M/M|M/M| |
| redirection-reason ||Ii/l|l\|/l/l\/i|M/M| | |
| ORName | ] I
| address M| M/M|M/M | [
| standard-attributes [M|M/M|M/M| I
| country-name |O|M/M|O/M| CountryName I
administration-domain-name |O|M/M|O/M| DomainName
network-address |o|M/M|O/M| [
| terminal-identifier |o|M/M|O/M | l
| private-domain-name |O|M/M|O/M| DomainName I
organization-name O\M/M O/M “
numeric-user-identifier O[M/M|O/M
personal-name |O|M/M|O/M | I
surname |IM|M/M|O/M| I
‘| given-name |Oo|M/M|O/M| |{
, initials |O|M/M’O/M’ See Note 4 \
generation-qualifier |o|M/M|O/M| |

I organizational-unit-names JO | M/M | (I)/Ml [

Table 32 - Classification of the P1 protocol elements (continued)

|
" | MTS Transfer Protocol (P1) | Part 810f 9| "
I T |
" I Support by MT Kernel Class || Colmments/References I "
B/C| A
I T | |
" | Protocol Element ||S|IO/R|IO/R|ISee Note 1 [ "
] | | I Il
OrganizationUnitName ‘M M/M | O/M
domain-defined-attributes O|[M/M|O/M
DomainDefinedAttribute M|M/M|O/M
type |M|M/M | M/M
[ value | M| M/M | M/M
| extension-attributes |O0|O/M|O/M| ExtensionAttribute ||
common-name |o|o/M|O/M|
teletex-common-name O|O/M|O/M
teletex-organization-name O[M/M|O/M
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| teletex-personal-name |o|M/M|O/M| [

teletex-organizational-unit- | | | | |
names |o|M/M|O/M | |

| teletex-domain-defined- | | | | |

| attributes |o|M/M|O/M| |

|’ pds-name |o|o/M|o/Mm| \|

| physical-delivery-country- |

I name |o|o/m|o/Mm| I
postal-code |o|o/m|o/m| [

| physical-delivery-office-name |0 |0O/M|O/M | [
| physical-delivery-office- | | | | [

number |o|o/Mm|o/M ’(
extension-OR-address- |
I components |o|o/M|O/M | [
| physical-delivery-personal- | | | [
name |o|o/M|o/M| l
| physical-delivery- [ | | [

I organization-name |o|o/M|o/M| [
| extension-physical-delivery- | | | [
I address-components [o|o/M|O/M | I
| unformatted-postal-address |O|O/M|O/M| I
| street-address |o|o/M|Oo/M | I

post-office-box-address |0 |O/M|0O/M
poste-restante-address |o|o/m|o/M
| unique-postal-name |o|o/M|o/M| |

| local-postal-attributes  |O|O/M|O/M| I
extended-network-address  |O|O/M|O/M| [

I
| terminal-type |o|o/M|O/M| |
| dire"ctory—name |||O|(|)/O||O/O| | |
| ExtensionAttribute [ | | [
extension-attribute-type M|M/M|M/M
extension-attribute-value M|M/M|M/M |

| GlobalDomainldentifier [ | | I
| country-name |[M|M/M|M/M| CountryName [
| administration-domain-name  |M|M/M|M/M| DomainName I
| private-domain-identifier |C?|I\I/I/M|IO/M |I DomainName [

Table 32 - Classification of the P1 protocol elements (concluded)

|
| MTS Transfer Protocol (P1) | Part 9|0f 9|

T
I Support by MT Kernel Class | Comments/References ||
H —B/C| A | |
| Protocol Element ||S||O/R|P/R||See Note 1 [

| CountryName \ |
| x121-dcc-code |o|o/M|Oo/M|
I iso-3"166-alpha2-code | ’O|M/M|O/M| I
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| DomainName [ | | I

numeric |o|o/M O/M’ N
printable |O\M/M O/M
I | l | | || l " I
I |
| Notes
| 1 The MT Kernel implementation classes are defined in [
clause .

| 2 The action to be taken on receipt of null MTABind
| “authentication is that an implementation must understand the = |
semantics, but the form of authentication that is acceptable ||
| is alocal matter.
| 3 An implementation is only required to generate EITs that [
| correspond to the body parts it is capable of generating. [
| 4 If the initials component of personal-name attribute is used, ||
| it should comprise all of the person's initials (including the ||
given name) except the person's surname, as specified in
| X.402/1S 10021-2.
| 5 All SO services may be provided without using the message token, ||
e.g., using per-message extensions.
| 6 Insecure messaging, use of elements within the message token is ||
| preferred to use of equivalent elements in the subject message
| envelope. A security policy shall define which other elements ||
are dynamically mandated and shall define which message security ||
| labels are used for security context checking.
| 7 Inthe absence of any specific processing requirements for a |
| particular element in the Message Transfer or Probe Transfer, |
| the action to be taken is simply the creation of the
| corresponding element in the Report Transfer and is subject to ||
constraints specified in X.411.

Interpersonal messaging protocol (P2)

Table 33 - Classification of the P2 protocol elements

I
| Interpersonal Messaging Protocol (P2) | Partll of 3 |

I
I Support by | I
I — UA | |
| Protocol Element |S|(I)/F}| Colmments/References [
I | | | ]
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| InformationObject

ipm
| ipn

| 1PM
| heading
| this-1PM
originator
|~ authorizing-users
| primary-recipients
copy-recipients
| blind-copy-recipients
replied-to-IPM
| obsoleted-IPMs
|\ related-IPMs
| subject
expiry-time
reply-time
| reply-recipients
importance
| sensitivity
| auto-forwarded
| extensions
incomplete-copy
| languages
| body

| 1PN
| common-fields
subject-ipm
| ipn-originator

| “ipm-preferred-recipient

conversion-eits
| non-receipt-fields

non-receipt-reason

| discard-reason

|’ auto-forward-comment

returned-ipm
| receipt-fields
| receipt-time

March 1993 (Stable)

| ]|
|o|M/M| IPM
|O|M/M| IPN - see Note 4 [

|M|M/M| I
M| M/M| IPMIdentifier [
|O|M/M| ORDescriptor I
|O|0/M| ORDescriptor [
|O|M/M| RecipientSpecifier |
|O|M/M| RecipientSpecifier ||
|0 |O/M| RecipientSpecifier I
|O|M/M| IPMIdentifier
|O0|0/M| IPMIdentifier [
|O0|O0/M| IPMIdentifier |
|O|M/M| See Note 1, 8 |

lo|o/M|
|O‘O/M| ORDescriptor [
o|o/M|
|ojo/m| I
|o|o/M] I
|0|O/M| HeadingExtension [
|o]o/0]
|O]o/M| I
|M||M/M| BodyPart I

|
|| | I
[M[M/M| I
M|M/M| [
|O|M/M| ORDescriptor I
|O|M/M| ORDescriptor I
|0|O/M| EncodedinformationTypes ||
|O\M/M| See Note 5
M|M/M | [
|O[M/M| I
|o]o/M| |
|O0|0/0| See Note 2 |
o|o/Mm| |'
| Ii/||M/M| |
|

Table 33 - Classification of the P2 protocol elements (continued)

|
" | Interpersonal Messaging Protocol (P2) | Part|2 of 3 | ”
I T I
I Support by | I
I — UA | |
) | Protocol Element |S|CI)/P?| Colmments/References I )
' | acknowledgment-mode | O|b/M| I '
| suppl-receipt-info |o]o/o] I
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1 ||

| HeadingExtension | I

| type \M|M/M\ “
value M|M/M

| IPMIdentifier | | |’
user |o|o/mMm]| |

| user-relative-identifier ‘M \M/M| I

I
| ORDescriptor
| formal-name |O|O/M| ORName - see Note 3 |
| free-form-name 0|0/M| See Note 8

| telephone-number |o|o/mMm| | I
| RecipientSpecifier | [
| recipient |M|M/M| ORDescriptor I
notification-requests |o|o/M|
| reply-requested | |O||O/M| | l
| BodyPart ‘ || I
| ia5-text |o|M/M| [
| parameters [M|M/M | I
| repertoire |O|0/M| See Note 6 I
data M| M/M | [
voice |O| * | See Note 7 |
| g3-facsimile 0|0/0]| |
| parameters M|M/M]| I
number-of-pages |o|o/M| I
|I' non-basic-parameters |o|o/mMm| I
data |M|M/M | [
| g4-classi |o|o/0] [
| teletex |o|o/M| [
| parameters [M|M/M | I
| number-of-pages |0|o/O] |
| telex-compatible |o|o/o]| |
| non-basic-parameters |0]o/O| I
| data |M|M/M | [
| videotex |o|o/o]| [
| parameters [M|M/M | I
syntax |o|o/M| |
| data M| M/M | |

[ encﬁrypted |O|| *|| See Note 7 | [

Table 33 - Classification of the P2 protocol elements (concluded)

I
" | Interpersonal Messaging Protocol (P2) | Part|3 of 3| ”
I T I
I Support by | I
I — UA | |
| Protocol Element |S|(I)/F}| Colmments/References l

| I
| message [O |o/M| I
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| parameters M|M/M | |
| delivery-time o|o/M| |
| delivery-envelope |O|O/M| See P3 OtherMessage |
| \ ’ DeliveryFields “
data M[M/M|
mixed-mode 0] O/O} {
bilaterally-defined 0|0/0
nationally-defined 0|o/0]| |
| externally-defined |O0|0/M| See Note 10 [
parameters [M|M/M|
data |M|M/M | [
| GeneralTextBodyPart |O|O/M| See Note 9 I
| ODA1984BodyPart |o]o/0| |
| 1506937BodyPart |o|o/0] |

| BilaterallyDefinedBodyPart  |O|0O/O| [
I USAPrivaterDeﬁnedBodyPartl | |o||0/o| I

| Notes
| 1 The ability to generate the maximum size subject is not I
required.
| 2 May only be included if specifically requested by the [
originator.
| 3 The ORName should be specified wherever possible. I
| 4 The ability to generate an IPN is optional in the case of ||
|~ an implementation in which a non-receipt condition cannot |
| occur and receipt notification is not supported.
| 5 The ability to generate non-receipt-fields is optional in |
| the case of an implementation in which a non-receipt I
condition cannot occur (see note 4).
| 6 Only the IA5 repertoire has to be supported for an I
| ia5-text body part on reception.
| 7 The definition of these body parts is for further study in ||
| ccITT and 1SO. f/
~ 8 Only the IA5 subset of the T.61 character repertoire need “
be generated. All T.61 characters should be supported on
reception.
| 9 If General Text is supported, an implementation's PICS must ||
| identify which character repertoires can be generated on |
origination and supported on reception.
| 10 Any basic body part type that is supported on reception as ||
| an integer encoding must also be supported as an object ||
| identifier encoding. Support for all other externally I
| defined body parts is optional.

Editor's Note - The draft text note regarding the meaning of "support" on reception was
missing from the editing instructions.
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MTS access protocol (P3)
NOTE - The support classifications for the UA, MS and MTA below indicate the minimum level
of support required by implementations conforming to these Agreements, and should not be
misconstrued as a redefinition of any of the MHS application contexts.

Table 34 - Classification of the P3 protocol elements

" | MTS Access Protocol (P3) | Part 1 o:f 12 | ”
I T |
" || Support by: | I ”
I — UA |MS |MTA| |
X Protocol Element S (I)/F} O/F} O/F} Colmments/Re erences !
| El f
Il . [ | I I 1l
| Operations |1 || | I
| MTSBind |M|M/M|M/M|M/M| MTSBind I
| MTSUnbind M’M/M|M/M|M/M| | [
| MSSE
| message-submission M|M/-|M/M|-/M| MessageSubmission [
| probe-submission M|O/-|M/M|-/M| ProbeSubmission
| cancel-deferred-delivery M|O/-|M/M|-/M| CancelDeferredDelivery |
| submission-control M|-/M|M/M|O/-| SubmissionControl [
| MDSE | ] | I
| message-delivery |M|-/M|M/M|M/-| MessageDelivery [
| report-delivery |M|-/M|M/M|M/-| ReportDelivery
_ | See Note 10 I
| delivery-control M| M/-|M/-]-/M| DeliveryControl I
| MASE L] I
| register |M|O/-|M/M|-/M| Register I
| change-credentials
(MTS to MTSuser) M|-/M|M/M|[O/-| ChangeCredentials
M|O/-|M/M|-/M| ChangeCredentials

(MTﬁuser to MTS)

| Note- A Message Store must pass through all MSSE and MASE [
| operations unaltered. |

Table 34 - Classification of the P3 protocol elements (continued)

|
| MTS Access Protocol (P3) | Part 2 olf 12 | ”
I T |
" I Support by: | I ”
I — UA [MS |MTA| |
| Protocol Element |S|O/R|O/R|O/R| Comments/References ||
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L | | | | ]

Il | | | | | I
| Arguments/Results [T | | | [

| MTSBind || | | MTS to MTS User I
| ARGUMENT |
| initiator-name [M[-/M|-/M|M/-| [
|  MTS-user ’||/’/| [
| MTA |o|-/0|-/M|M/-| |
| isMessageStore |-1-/-1-/-|-1-1 |
| messages-waiting |O]-/M|-/M|M/-| [
| initiator-credentials [M|-/M|-/M|M/-| I
simple O|-M|-M|M/-] |
strong 0|-/0]-/0|0/-] |
| security-context |o|-/0]-/0]0/-| [
| RESULT | [
| responder-name M| M/-|M/-|-/M| I
| MTS-user |O\M/-|M/-|-/M| I
I MTA |- |-/-1-/-|-1- I
| ismessagestore |O|M/-|M/-[-/M| [
messages-waiting [-|-7-|-/-1-/-| l
| responder-credentials M|M/-|M/-|-/M| [
|| simple ‘o M/—’M/—|-/M| ‘|
strong |O O/|— o/-|-/0]| |
| MTSBind | | | | MTS User to MTS [
| ARGUMENT |
| initiator-name [M|M/-|M/-|-/M| |
| mTS-user |O|M/-|M/-|-/M| |
mTA [-|-/-|-1-|-/- I
| isMessageStore [O|M/M|M/-|-/M| I
messages-waiting | -1-|-1- /-] I
| initiator-credentials M| M/-|M/-|-/M| I
| simple O|M/-|M/-|-/M| |
| strong 0|0/-|0/-]-/0] |
security-context |o]o/-]0/-|-/0] I
| RESULT 1] I
| responder-name [M|-/M|-/M|M/-] I
| mTS-user ’-|-/-|-/- -/-| [
| mTA |O]-/M]|-/M|M/-]| |
[ isMessageStore |-|-7-|-/-]-/-]
| messages-waiting |O|-/M|-/M]|M/-] |‘
| responder-credentials M|-/M|-/M|M/-| |
| simple \o -IM|-/M|M/-| ‘l
| strong |

|o -/c|J -/lo [O/-|

Table 34 - Classification of the P3 protocol elements (continued)

I
| MTS Access Protocol (P3) | Part 3 olf 12 | ”
I T |
" I Support by: | I ”
I —UA [MS |MTA| |
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" | Protocol Element |S|O,/F}|O/R:|O/RI| Comments/References [ ”
Il [ I 1l
| MessageSubmission |\ | | r [
| ARGUMENT - I
| envelope | M| M/-| M/-|-/M| MessageSubmission I

Envelope
| content M| M/-|M/-|-/M]| [
| RESULT
| message-submission-identifier |M|-/M|-/M|M/-| MTSIdentifier [
message-submission-time M|-/M|-/M|M/-]
| content-identifier |O]-/M|-/M|M/-| I
extensions |o|-/0]-/0]0/-| [
| originating-MTA-certificate |0O|-/O|-/0|0/-| I
| proof-of-submission |\O||—/O||—/(|)|O/—| | [
| ProbeSubmission [ | | | [
| ARGUMENT ’ || [
| envelope |M|M/-|M/-|-/M| ProbeSubmission I
|'| | | | Envelope
| RESULT || | |
| probe-submission-identifier |M|-/M|-/M|M/-| MTSldentifier [
| probe-submission-time [M|-/M]|-/M|M/-] I

| content-identifier |||O|—/M|—/IV|I|M/—| [
| CancelDeferredDelivery | | | [
| ARGUMENT 1] | |
| message-submission-identifier |M|M/—|M{—|—/M| MTSldentifier [

| SubmissionControl |l ] I

| ARGUMENT [
| controls [M|-/M]|-/M|M/-| See Note 1 [
| restrict [O]-/M|-/M ]| M/-|

N permissible-operations |O]-/M|-/M| O/-\ “
permissible-maximum-content- | |

| length |O|-/M|-/M|O/-] I

| permissible-lowest-priority |O|-/M|-/M|0O/-| |
| permissible-security-context |O|-/O|-/O]0/-] |

| RESULT
waiting |M|M/-|M/-|-/M| See Note 2 |
waiting-operations |o|o/-|o/-|-/M]| |
waiting-messages |o|o/-|0/-|-/M]| i
| waiting-content-types |o]o/-10/-|-M| |
| waiting-encoded-information- | | | [
I types |0]0/-|0/-|-/M| EncodedinformationTypes |

Table 34 - Classification of the P3 protocol elements (continued)

|
" | MTS Access Protocol (P3) | Part 4 qf 12 |

| [
I Support by: | I
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Il

I — UA [MS |MTA| [
" | Protocol Element |S|(I)/F}|O/F}|O/PI\| Comments/References [ ”
] [ | I I Il
| MessageDelivery 1| | | |
| ARGUMENT |
| envelope |M|-/M|-/M|M/-| MessageDeliveryEnvelope |
| content [M|-/M]|-/M|M/-]
| RESULT LT I
| recipient-certificate |o|o/-|0/-|-/0] |
| proof-of-delivery |o|0/-]0/-|-10] | |
N ReportDelivery | | “
ARGUMENT
| envelope |M|-/M|-/M|M/-| ReportDeliveryEnvelope |
| returned-content |O]-/M|-/M|O/-| |
| DeliveryControl | |
ARGUMENT
| controls |M|M/-|M/-|-/M| See Note 3 [
| restrict |O|M/-|M/-|-M|

| permissible-operations |o|o/-|0/-|-/M]| |
permissible-maximum-content- | | |
| length |o|o/-|0/-|-M| [

’| permissible-lowest-priority |0|0/-|0/-|-/M| |'

| permissible-content-types |0|0/-|0O/-|-/M]| |
permissible-encoded- || I

I information-types |0]0/-]0/-|-/M| EncodedinformationTypes |
| permissible-security-context |0|0/-|0O/-|-/O| [
| RESULT U
waiting |M|-/M]|-/M|M/-| See Note 4 |
| waiting-operations |o]-/M|-/M]|O/-| |
waiting-messages |O]-/M]|-/M]|O/-]
| waiting-content-types |O]-/M|-/M]|O/-| |
| waiting-encoded-information- | [
[ types |O|-/M||-|/M~O/i| E|ncoded|nformationTypes I
| Register || | | | SeeNote5 [
| ARGUMENT |
| user-name |0|0/-|0/-|-/0]| See X.411,8.4.1.1.1.1 |
| user-address |o|o/-]0/-]-/10|
| deliverable-encoded-
|  information-types |0|0/-|M/-|-/M| EncodedInformationTypes |
| deliverable-maximum-content- |
| length |00/ | M/-|-/M I
| default-delivery-controls  |0|0/-|0/-|-/0] [

|restrict | ? || 0/-| | ol/- |-/M| I

Table 34 - Classification of the P3 protocol elements (continued)

|
| MTS Access Protocol (P3) | Part 5 O|f 12 |




Part 8: Message Handling Systems

March 1993 (Stable)

Support by: | I

UA |MS |MTA| l

) | Protocol Element

|S| O/R|O/R|O/R| Comments/References [

|
N permissible-operations

|O|O/—|O/—|-/M| |’|

permissible-maximum-content- |

[ length

|o]o/-|0/-|-M| [

|’| permissible-lowest-priority |O|0/-|0/-|-/M|

permissible-content-types
permissible-encoded-
|O|O/-\O/ | /M| EncodedlnformatlonTypes I

I information-types

| deliverable-content-types

labels-and-redirections

|
|O|O/-|O/|/M| |

0| 0/-|M/-|-/M]|
|o|o/-|0/-]-/0] I

|o|o/-|0/-|-/10 “

recipient-assigned-alternate-| |

‘ user-security-label
recipient

|| ChangeCredentials
| ARGUMENT
old-credentials
| simple
strong
new credentials
simple
| strong

| ChangeCredentials
| ARGUMENT
| old-credentials
simple
| strong
| new-credentials
simple
| strong

|0|0/-|0/-|-/0] I

|M| /M|—/M’M/— Note 8 I
‘-/M -/M| 0O/ }I
/0|-/0]0/-] |

M|/M|/M|M/|Note8 [

o -M|-/M|0O/-] il
-/0[-/0|0/-| |

| | MTSuser to MTS I

| MTS to MTSuser I

| M| M/-
’0/-

M/-

-/M| Note 8 I
O/-

-IM V
0|0/-|0/-|-/0] |
M|M/|M/|/M|Note8 [
o|o/- O/-’-/Ml V

0|0/-|0/-|-/0] | |

| originator-name

1
[ MessageSubm|55|onEnveIope | ( | |
|M|M/-|M/-|-/M| ORName I

| See Note 6 I

| original-encoded-information- | | | [

I types
| content-type
built-in
| external
| content-identifier
| priority
per-message-indicators

|O|M/—’M/ |-/M| EncodedinformationTypes |

M| M/-| M/-|-/M|
|O|O/-|M/-|-/M| I
|O|O/-|M/-|-/M| [
O] o/-|M/-|-M| |

|O|M/-|M/-|-/M| All values

|O|M/-|M/-|-/M]| I

| disclosure-of-recipients | \O||O/||M/ |-/M| [

Table 34 - Classification of the P3 protocol elements (continued)

| MTS Access Protocol (P3)

I
| Part 6 of 12 ||
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Il ]

T

" || Support by: | I ”

I — UA [MS |MTA| |
| Protocol Element |S|OI/F}|O/F}|O/P?| Comments/References [

UL | ] I
| implicit-conversion-prohibited |O | M/-| M/-|-/M| [
|| alternate-recipient-allowed |O|M/-|M/-|-/M| [

content-return-request 0| o/-|M/-]-/M| |
| deferred-delivery-time 0| 0/-|0/-|-M| |
extensions |O|M/-|M/-|-/M ‘
recipient-reassignment-
|  prohibited |0]O/-|M/-|-/M]| |
| dl-expansion-prohibited |O|M/-|M/-]-/M| I
conversion-with-loss- || | |
| prohibited |0|O/-|M/-|-/M]| |
| latest-delivery-time |O|Oo/-|M/-|-/M| [
| originator-return-address  |O|0O/-|M/-|-/M| I
originator-certificate |0|0/-]0/-]|-/10] I
| content-confidentiality- [
I algorithm-identifier ~ |0|0O/-|0/-]-/0O] I
message-origin- [
| authentication-check ~ |0[0/-|0/-|-/0]| |
| message-security-label |o|o/-|0o/-]-/10]| |
proof-of-submission-request |0|0/-|0O/-|-/0O] I
| content-correlator |o|o/-|M/-|-/M| [
| forwarding-request |0 |0/-|0/-|-/M| MS Abstract Service only |

PerRecipientMessageSubmission | |

Fields | M| M/-|M/-|-/M | I
| recipient-name [M|M/-|M/-[-/M| ORName I
originator-report-request ~ |M|M/-|M/-|-/M| [
| explicit-conversion |O|O/-|M/-|-/M| I

| extensions |O|M/-|M/-|-/M | I
| originator-requested- | | | | I
alternate-recipient  |0|0O/-|0O/-|-/0O]| I
| requested-delivery-method |0O|0/-|O/-|-/O| Note 9 I
physical-forwarding- |
prohibited |0|0/-|0/-|-10]
| physical-forwarding-address- | | | I
request |o|o/-]0/-|-/0] I
| physical-delivery-modes  |0|0/-|0O/-|-/0] [
registered-mail-type |0|0/-|0/-|-/0]| I
| recipient-number-for-advice |0|0/-|0/-|-/O| |
| physical-rendition-attributes |0 | O/-| O/-|-/O | |
| physical-delivery-report- | | | | | l
request |o|o/-]10/-]-/0] I
| = message-token |o]o/-|0/-]-/0]
” content-integrity-check ‘O‘O/— 0/-|-/0 “
proof-of-delivery-request | O|O/|— O/-1-/0

Table 34 - Classification of the P3 protocol elements (continued)
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" | MTS Access Protocol (P3) | Part 7 olf 12 | ”
I T |
I Support by: | I
I — UA |MS |MTA| |
" | Protocol Element |S|O/R|O/R|O/PI\| Comments/References [ ”
I LI I I 1l

ProbeSubmissionEnvelope | | See Note 6
originator-name |M|M/-|M/-|-/M| ORName
| original-encoded-information- [
| types |O|M/-|M/-|-/M| Encoded InformationTypes ||
|| content-type M| M/-|M/-|-/M]|
built-in |O|O/-|M/-|-/M]| I
external |o|o/-|M/-|-/M|
” content—identiﬁer ’ ’O/—‘M/— —/M‘ “
content-length O[M/-[M/-|-/M
per-message-indicators |O|M/-|M/-|-/M |

|| implicit-conversion-prohibited | O | M/-| M/-|-/M | [
alternate-recipient-allowed ‘O|O/— M/-|-/M | [

extensions O|M/-|M/-|-/M
recipient—reassignment— |
prohibited |o M/—|M/—|—/M| |

| dl-expansion-prohibited O|M/-|M/-|-/M | I
conversion-with-loss- [l | | | |’|

prohibited |0 |O/-|M/-|-/M]|
| originator-certificate |0|0o/-]0/-|-/0] I
message-security-label |0|o/-|0/-]-/0] I
[ content-correlator |O|O/-|M/-|-/M| |
| probe-origin-authentication- | | | |
check |o|o/- 0/ | /o| I
| PerRecipientProbeSubmission I
|  Fields | M| M/- |M/ | /M I
| recipient-name [M|M/-|M/-]-/M| ORName I
| originator-report-request | M|M/-|M/-|-/M| [
| explicit-conversion |o|0/-|M/-|-/M| I
extensions |O|M/- |M/ | /M| I

| originator-requested- | [
I alternate-recipient o|o/- O/ | /O|
| requested-delivery-method |O|M/-|O/-| /O| See Note 9 [
physical-rendition-attributes |0 | O/-| O/-|-/O |

| MessageDeliveryEnvelope || | | | See Note7 [
| message-delivery-identifier |M|-/M|-/M|M/-| MTSIdentifier I
| message-delivery-time ’M| -/M|-/M|M/-]|
| other-fields M|-/M|-/M|M/-| I
| content-type M |-/M|-/M|M/-| I
built-in |O|-/M|-/M|M/-| I
[ external [O|-/M|-/M|M/-| I

| originator-name |I\II||/M|| /I|VI|M/ | ORName I

Table 34 - Classification of the P3 protocol elements (continued)
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" | MTS Access Protocol (P3) | Part 8 O|f 12 | ”
I T |
I Support by: | I
| — UA |MS |MTA| |
" | Protocol Element |S|(I)/RI|O/F}|O/PI\| Comments/References [ ”
I LI I I I 1l
| original-encoded-information- | | |

types |O|-/M|-/M|M/-| EncodedinformationTypes ||
| priority |O|-/M|-/M|M/-| All values
| delivery-flags O|-/M|-/M|M/-] |
| implicit-conversion- | I
I prohibited Ol|-/M|-/M|m/- I
| other-recipient-names O|-/M|-/M|M/-| ORName [
this-recipient-name |M|-/M|-/M|M/-| ORName [
| originally-intended-recipient-| | I
name |O|-/M|-/M|M/-| ORName |
| converted-encoded-information-| | |
[ types |O|-/M|-/M|M/-| EncodedInformationTypes |
message-submission-time ‘ M|-/M|-/M|M/-|
| content-identifier |O|-/M|-/M|M/-| I
| extensions |Oo|-/M|-/M|M/-| l
conversion-with-loss- | |
| prohibited |O]-/M|-/M|M/-] |

| requested-delivery-method |O|—/M|—/M|M/-| See Note 9 I
| physical-forwarding- | |

prohibited |O|-/-]-/-| M/-]| [
| physical-forwarding-address- | | | | | I
request |O|-/-]-1-|M/-| [
| physical-delivery-modes ~ |O]-/-|-/-|M/-| 0-16 [
registered-mail-type |O|-/-|-/-|M/-| 0-256 I

| recipient-number-for-advice |O|-/-|-/-|M/-| 1-32 [
| physical-rendition-attributes|O | -/-|-/- | M/-| [
physical-delivery-report- | |
request |O|-/-|-/-|M/-| 0-256
| originator-return-address | O|-/-|-/-| M/-| I
‘| originator-certificate |o|-/0]-/0|0/-| |’|

message-token |o]-/0]-/0]0/-|
| content-confidentiality- | | | | I
I algorithm-identifier -~ |0|-/0|-/0|O/-] I

| content-integrity-check  |O|-/O|-/0|0/-| [
message-origin- [

| authentication-check  |O|-/0|-/0|0O/-] |
| message-security-label |o|-/0]-/0]0/-| |
proof-of-delivery-request  |O|-/0|-/0|0/-] |

| redirection-history |O|-/M|-/M|M/-| I
| dl-expansion-history |O]|-/M|-/M|M/-| [

.. | IERE |

Table 34 - Classification of the P3 protocol elements (continued)

I
| MTS Access Protocol (P3) | Part 9 of 12 |
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]

I I
I Support by: | I
I JUA |MS |MTA]

! | Protocol Element |S|O/R|O/R|O/R| Comments/References

| | |
| ReportDeliveryEnvelope
| subject-submission-identifier |M|-/M|-/M|M/-| MTSIdentifier
| content-identifier |O]-/0|-/0|M/-
| content-type |O|-/M|-/M|M/-] |
built-in |O|-/M|-/M|M/-| I
| external |O]-/M|-/M M/ | I
| original-encoded-information- | [
| types |O] /M| M| M/-| ncodedlnformatlonTypes I
| extensions -IM / [ M/-|
| message-security-label O|-/0|0/-| I
| content-correlator |o [-/M | M/-|
| originator-and-DL-expansion- | | OriginatorAndDL I
history |O|-/M|-/M|M/-|  ExpansionHistory ||
~ reporting-DL-name |O| -/IM|-/M|M/-|
reporting-MTA-certificate  |O|-/O|-/0|O/-| |
report-origin-authentication- | | | | | [

| See Note 7

|
|-/0|
’“?

check |0|-/0]-/0]0/-| I

| PerRecipientReportDelivery- | | [
Fields [M|-/M]-/M|M/-| I

| actual-recipient-name [M|-/M|-/M|M/-| ORName [
report [M|-/M|-/M|M/-] |’
| delivery |O]-/M|-/M|M/-| |
| message-delivery-time IM|-/M]|-/M|M/-]| I

type-of-MTS-user |O|-/M]|-/M|M/-| I

non-delivery |O’-/M| -IM | M/-| I

non-delivery-diagnostic-code | O |-/M|-/M | M/- |

|’| non-delivery-reason-code  [M|-/M|-/M|M/-] |\|
| converted-encoded-information-| | I

I types |O|-/M|-/M|M/-| EncodedinformationTypes ||
| originally-intended-recipient-| |
name |O|-/M|-/M|M/-| ORName [
| supplementary-information  |[O]-/M|-/M|M/-| I
extensions |Oo|-/M|-/M|M/-| [
| redirection-history |O|-/M|-/M|M/-| RedirectionHistory ||
| physical-forwarding-address |O|-/O|-/O|0/-|
recipient-certificate |o|-/0|-/0|0/-| |
| proof-of-delivery |o|-/0[-/0]0/-| | |
| ORName || | | MTS User to MTS l
| standard-attributes
| country-name |O|M/-|M/-]-/M| CountryName [
| administration-domain-name |O|M/-|M/-|-/M| DomainName
| network-address |O|M/-|M/-]-/M|
| terminal-identifier |O|M/ |M/ | /M| [

Table 34 - Classification of the P3 protocol elements (continued)
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" | MTS Access Protocol (P3) | Part 10 <I)f 12 | ”
I T |
" I Support by: | I ”
I —UA |[MS |MTA| |
" | Protocol Element |S|(I)/RI|O/F}|O/PI\| Comments/References [ ”
] I I I I 1l
| private-domain-name |O|M/-|M/-|-/M| DomainName I
organization-name O\M/-‘M/- -/IM
numeric-user-identifier O [M/-|M/-[-/M
personal-name |O|M/-|M/-|-/M | [
surname | M| M/-|M/-|-/M | I
[ given-name |Oo|M/-|M/-|-/M | I
| initials |O|M/-|M/-|-/M]| I
| generation-qualifier O|M/-|M/-|-/M| [

organizational-unit-names | O|M/-|M/-|-/M
OrganizationUnitName [M[M/-|M/-|-/M
domain-defined-attributes |O M/-| M/-|-/M

DomainDefinedAttribute M| M/-|M/-[-/M
type \M\M/— M/-{-/M |
| value M| M/-| M/-|-/M
| extension-attributes | O|M/-|M/-|-/M | ExtensionAttribute [
common-name |O|M/-|M/-]|-/M|
“ teletex-common-name {O{O/— o/- —/M{ 0
teletex-organization-name 0|0/-|0/-|-M
| teletex-personal-name |o|o/-|0/-]-M]
| teletex-organizational-unit- | | | | | I
names |o|o/-|0/-]-/M| I
| teletex-domain-defined- | I
| attributes |o|o/-|0/-|-/M| I
pds-name |o]0/-|0/-|-M| I
| physical-delivery-country-name|O|O/-|O/-|-/M| I
postal-code |0]0/-]0/-]-M] I
| physical-delivery-office-name |O|0/-|O/-|-/M| [
physical-delivery-office- | | |
number |0|0O/-|O/-|-/M
| extension-OR-address- | | | |
| components |0|0/-|0/-|-/M| |
| physical-delivery-personal- |
name |0|0/-]0/-|-/M| [
| physical-delivery- Il | | | I
[ organization-name |o|o/-|0/-|-/M]| [
| extension-physical-delivery- | | | | | I
[ address-components |o|o/-|0/-|-M]| [
| unformatted-postal-address |0|0O/-|0/-|-/M| I
| street-address |o[o/-|0/-|-M]| I
post-office-box-address |0|o/-|0/-|-/M
poste-restante-address |o|o/-]0o/-|-/m |
| unique-postal-name |o|o/-|0/-|-M| |
| local-postal-attributes |o|0o/-|0/-|-/M| I
| “extended-network-address  |O|0/-|0O/-|-/M| I

terminal-type |o|o/- ||0/-|| M| I

| ORName || | | | MTStoMTS User I
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| standard-attributes [ | | | [
country-name |OI|-I/M|/IM|MI/| CountryName [

Table 34 - Classification of the P3 protocol elements (continued)

I
" | MTS Access Protocol (P3) | Part 11 <|)f 12 | ”
I T |
" || Support by: | I ”
I —UA |[MS |MTA| |
" | Protocol Element |S|OI/F}|O/F}|O/P?| Comments/References [ ”
] L | I Il
| administration-domain-name |O|-/M|-/M|M/-l DomainName I
| network-address |Oo|-/M|-/M|M/-| l
| terminal-identifier |O|-/M|-/M|M/-] [
| private-domain-name |O|-/M|-/M|M/-| DomainName
organization-name o|-/™ -/M‘M/-‘
numeric-user-identifier O|-/M|-/M|M/-
personal-name [O]-/M|-/M|M/-] [
surname IM|-/M|-/M|M/-]| I
[ given-name |Oo|-/M|-/M|M/-| I
| initials |O|-/M|-/M|M/-| I
| generation-qualifier O|-/M|-/M|M/-]| [

organizational-unit-names  |O|-/M|-/M|M/-

OrganizationUnitName [M{-/M[-/M|M/-

domain-defined-attributes ‘O -IM|-/M | M/-
M

DomainDefinedAttribute -/M|-/M|M/-
type M|-/M|-/M|M/- |
value M|-/M|-/M|M/-
| extension-attributes |O|-/M|-/M|M/-| ExtensionAttribute |
| common-name |O]-/M|-/M|M/-|
H teletex-common-name }O{-/M‘-/M‘M/-‘ H
teletex-organization-name O|-/M|-/M|M/-
teletex-personal-name [O|-/M]|-/M|M/-] I
teletex-organizational-unit- | I
names [O|-/M[-/M|M/-| I
| teletex-domain-defined- | I
|  attributes |O[-/M|-/M|M/-] [
pds-name |O]-/0]|-/M|M/-| [
| physical-delivery-country-name|O|-/O|-/M|M/-| [
postal-code |o|-/0|-/M|M/-| I

| physical-delivery-office-name |O|-/O|-/M | M/-| [
\| physical-delivery-office- v
number |O]-/0|-/M|M/-| ‘
| extension-OR-address- |
components |O|-/O|-/M|M/-| |
| physical-delivery-personal- | | |
name |O|-/0]-/M|M/-] [
| physical-delivery- [ | | | I
organization-name |O|-/0|-/M|M/-| [
extension-physical-delivery- | | |
| address-components |O]-/0]-/M|M/-| I
| unformatted-postal-address |O|-/O|-/M|M/-] [
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| street-address |O]|-/0]-/M|M/-| I
post-office-box-address \O -/O -/M\M/-
| poste-restante-address -/O|-/M | M/-
unique-postal-name |O]-/0]-/M|M/-|
| local-postal-attributes ~ |O|-/O[-/M|M/-] I
| extended-network-address  |O|-/O|-/M|M/-| [
terminal-type |O| /O| /M|M/ | [

Table 34 - Classification of the P3 protocol elements (concluded)

I
| MTS Access Protocol (P3) | Part 12 ?f 12 |

| [
I Support by: | I

I — UA |MS |[MTA]
| Protocol Element |S|O/R|O/R|O/R| Comments/References [

MEncodedlnformationTypes ’ | ~
built-in-encoded-information- | |
|~ types |[M|M/M|M/M|M/M| See Note 3 I
| non-basic-parameters |o|o/o|o/o]o/0] I
| external-encoded-information- | | | I
| types |o|o/M|o/M|M/O| I
| MTSIdentifier

| global-domain-identifier |[M|M/M|M/M|M/M| GlobalDomainldentifier ||

| local-identifier [M|M/M|M/M|M/M |
| OriginatorAndDLExpansionHistory | | | | | [
| originator-or-dl-name [M|M/M|M/M|M/M | [

| origination-or-expansion-time |M|M/M|M/M|M/M | I
| RedirectionHistory || I
| Redirection [M|M/M|M/M|M/M | I
| intended-recipient-name M| M/M|M/M|M/M | I
| ORAddressAndOptionalDirectory| | | | | [

I Name |[M|M/M|M/M|M/M| ORName I
redirection-time [M|M/M|M/M|M/M | I
" | redirection-reason | M | M/M | M/M | M/M | [ ”
I |
| Notes

| 1 The MTS-user may interpret any restriction as simply withhold I
[ all' submissions.
| 2 No explicit action needs to be taken by the MTA.
| 3 The MTA may interpret any restriction as simply withhold “all’ [
deliveries.
| 4 No explicit action needs to be taken by the MTS-user.
|| 5 The Register operation may be performed locally (see X.411). [
|| Although not required for the UA for conformance, it is
considered to be a useful service and support is recommended. [
’| 6 The action to be taken by a submitting MTA is as defined in I
’ X.411 (ISO 10021-4). In the absence of any specific processing |
requirements for a part|cular element in a submission envelope, |
the action to be taken is simply the faithful mapping of such
|| element to the corresponding element of the appropriate transfer ||
| envelope.
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| 7 The action to be taken by a delivering MTA is as defined in X.41 [

| (1SO 10021-4). In the absence of any specific processing

| requirements for a particular element in a delivery envelope, the |

| action to be taken is simply the creation of such element from |
| the corresponding element of the appropriate transfer envelope. I

| 8 At least one of simple and/or strong must be specified.
| 9 Applies to ORNames containing Directory Names and/or ORAddresses ||
See Recommendation X.411, section 8.2.1.1.1.14.

| 10 In the absence of any specific processing requirements for a I

| particular element in the Message

Submission, or Probe Submission, ||

| the action to be taken is simply the creation of the corresponding |
| element in the ReportDelivery (subject to any constraints specified |

| inX.411).
| 11 Applicable only to reception

by a PDAU. I

MS access protocol (P7)

Table 35 - Classification of the P7 protocol elements

I

| MS Access Protocol (P7) | Part 1 of 6 |
| | : |
" I Support by: | I "
I 1UA |MS | |
" | Protocol Element |S|O/R|O/RI| Comments/References I "
] Il

| Operations [ | | | I
| MSBind |M|M/-|-/M| MSBind I
| MSUnbind |M|M/—\-/M| | I
| MSSE | | I

| message-submission i
O

| probe-submission
cancel- deferred -delivery

M/- —/M See P3 MessageSubmission ||

See P3 ProbeSubmission
| /M| See P3 CancelDeferred

| | | | Delivery
|| subm|55|on control |M||/I|VI|M/-} See P3 Submissi"onControI [
| MASE I
| register |[M|O/-|-/M| See P3 Register
“ change-credentials (MS to UA) \M \-/M’M/-’ See P3 ChangeCredentials ”
change-credentials (UA to MS) I\|/I |O/-| -/|IVI See P3 ChangeCredentials
| MRSE |1 I
| summarize M|M/-|-/M| Summarize [
| list M|M/-|-/M| List [
| fetch M|[M/-|-/M| Fetch I
| delete M|M/-|-/M| Delete [
| register-ms M|O/-|-/M| Register-MS [
| alert |I\1I|-I/O|OI/- Alert I
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| Arguments/Results

| MSBind
| ARGUMENT
| MSBindArgument
| initiator-name
initiator-credentials
simple
| strong
|~ security-context
| fetch-restrictions
| allowed-content-types
| allowed-EITs
| maximum-content-length

| MS-configuration-req uest

|0]0o/-|-/M]|

|0 0/-|-M| I
|o|o/-|-M|
IOIPII{MI

March 1993 (Stable)

|0|0/-|-/M|Opt'l in Basic MS(Note 5) |

Table 35 - Classification of the P7 protocol elements (continued)

| MS Access Protocol (P7)

|
| Part 210f 6 |

I Support by: I I

| Protocol Element

1UA |MS |

|S] O/R |O/R | Comments/References

| RESULT
| MSBindResult
| responder-credentials
simple
strong
‘| available-auto-actions
| available-attribute-types
| alert-indication
| content-types-supported

| Summarize
| ARGUMENT
| SummarizeArgument
| information-base-type |o
selector M
summary-requests
| RESULT
| SummarizeResult
next
| count
span
lowest
highest
summaries
absent
present
type \
| value

\ o]

|O|/M|M/| |

[M|-/M|M/-| [
M|-/M| /| I
-/M|M/-| \I

o|-/0|0/-| |

O|-/0|M/-| I‘
|O]-/0|M/-| |

|0]-/0]0/-| I

|(|)|-/|O|M/-|

|

|1 ] |‘
|1 ] |
|M|M/-|-/M|

| O/-|-/M| InformationBase
|M/—|—/M Selector

|o|o/-|-/M]| [
[M|-/M|M/-| I

’ /M’M/ |
Ol-/m|my-

-IM | M/-
/M| M/-
IOI -/M | M/-| I
\ '-/M'M/-'

‘/M|M/| “
/M| M/-]
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| count [M]|-/M|M/-| [
_ |11 |
[l List T |
| ARGUMENT | ]| I
| ListArgument [M|M/-]-/M| I
| information-base-type |0|0/-|-/M| InformationBase [
selector |M|M/-]-/M| Selector
| requested-attributes |0|0/-]-/M| AttributeSelection [
| RESULT |
| ListResult [M|-/M]|M/-]| I
next |O]|-/M|M/-] [
| requested |O|-/M|M/-| Entryinformation [

Table 35 - Classification of the P7 protocol elements (continued)

|
" | MS Access Protocol (P7) | Part 310f 6 | "
I T |
I Support by: | I
| — UA |MS | |
" | Protocol Element |S|CI)/PI\|O/F}| Comments/References I "
] [N | I Il
| Fetch . I
| ARGUMENT ] I
| FetchArgument IM|M/-|-/M |
| information-base-type 0|0/-|-/M| InformationBase [
item M| M/-|-/M
search |O0| O/-|-/M| Optional in Basic MS ||
precise |o]o/-|-M|
| requested-attributes |0|0/-]-/M| AttributeSelection [
| RESULT
| FetchResult [M[-/M|M/-| I
| entry-information |O|-/M|M/-| Entryinformation I
| list |o]-10|M/-]
| next |O]|-/0|M/-] [
| Delete [
| ARGUMENT || [
| DeleteArgument M|M/-|-/M| I
| information-base-type 0|0/-|-/M| InformationBase I
| items M| M/-|-/M]|
| selector |0 |0/-]-/M| Optional in Basic MS ||
sequence-numbers O|M/-|-/M| [
| RESULT | ] | I
| DeleteResult M —/M’M/—l ! [
| Register-Ms . I
| ARGUMENT ’ | [
| Register-MSArgument M| M/-|-/M| I

auto-action-registrations  |0]0/-|-/O] [
type [M[M/-|-/M| I



Part 8: Message Handling Systems March 1993 (Stable)
| registration-identifier  |O|M/-|-/M| [
registration-parameter ~ |M|M/-|-/M| See auto action [
registration parameters ||
|  auto-action-deregistrations |0|0/-|-/O| I
type |M|M/-|-/M| I
| ~ registration-identifier ~ |O|M/-|-/M|
| list-attribute-defaults ~ |O|O/-|-/O| Optional in Basic MS ||
| fetch-attribute-defaults |O|O/-|-/O| Optional in Basic MS ||

change-credentials |O|M/-|-/M| See Note 1

|  old-credentials M| M/-|-/M]|

H new-credentials | M| M/- -/M} H
user-security-labels 0|o/-|-/0
| RESULT | ] I

| Register-MSResult M|-/M|M/-| [

Table 35 - Classification of the P7 protocol elements (continued)

|
| MS Access Protocol (P7) | Part 4 of 6 |
| | : |
" I Support by: | I "
I — UA |MS | I
" | Protocol Element |S|(I)/RI|O/F}| Colmments/References I "
] | | I I |
| Alert [l | | I
| ARGUMENT || [
| AlertArgument [M]|-/M|M/-| I
alert-registration-identifier | M| -/M | M/- | I
| new-entry |O0|-/0|M/-| Entrylnformation I
| RESULT

| AlertResult |C|)| IV|I/- [-/™M] I

L
I A B
| Auto Action Registration | | | [
| Parameters | || | || |

| AutoForwardRegistrationParameter| | | | I

| filter |0|O/-|-/M] Filter I
| auto-forward-arguments M| M/-|-/M| [
| originator-name M| M/-|-/M| |
| content-identifier 0| 0o/-|-/M| |
| priority |o|O/-|-IM|
| per-message-indicators |O|M/-|-/M| See P3 MessageSubmission ||
-Envelope
| deferred-delivery-time o|o/-|-M| l
extensions |0|0/-]-/M| See P3 MessageSubmission |
-Envelope

’ per-recipient-fields \M\M/-\-/M “
recipient-name M|M/-|-/M
originator-report-request  |M|M/-|-/M| I

| explicit-conversion |O]0/-|-/M| I
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|O|0O/-|-/M| See P3 MessageSubmission |

| extensions

March 1993 (Stable)

-Envelope

| delete-after-auto- forwardlng |O|O/ |-/M| I

|’| other-parameters

auto—forwarding—comment

cover-note
this-ipm-prefix

See Note 2 N

| AutoAlertRegistrationParameter | | | I

| filter
| alert-addresses
address
alert-qualifier
| requested-attributes

|0|O/-|-/M] Filter [
|0]0/-|-/0| I
|M|M/-|-/M
|o|o/-]-/0
|i)\ M/- | /|M| AttributeSelection [

Table 35 - Classification of the P7 protocol elements (continued)

| MS Access Protocol (P7)

|
| Part 510f 6 |

I Support by: I I

| Protocol Element

1UA |MS |
|S] O/R | O/R | Comments/References

| Common Data Types

| AttributeSelection
type

from

count

type
value

| Entrylnformation
| sequence-number
| attributes
type
values

| Filter
| item
| and
| or
[ not

| Filteritem
| equality

| substrings

| AttributeValueAssertion I

| M| M/-
0|0/-|-/M
O|0/-|-/m

-M

\ ‘M/- -/M|
M| M/-| /M|

IMI/MIM/I I
|O]-/M|M/-| I
IM|-/M|M/-| I\
IM|[-/M|M/-| |

|O’M/ | /M|| Filteritem I
|0|O/-]-/M| See Note 3 [
|O0|0/-|-/M| See Note 3 |
|O|M/|/M’SeeNote4 | |

|O\O/ | /M\ AttributeValueAssertion ||
(Support is Optional if ||
| ORName)
|o]o/-|-/0| I
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| type |M|M/-|-/M| |’
| strings [M|M/-|-/M| |
| initial |0]o/-|-/M] |
any |0]0/-|-M| |
| final |o]o/-]-/M|
| greater-or-equal |0 |0/-|-/M| AttributeValueAssertion ||
| less-or-equal |0 |0/-|-/M| AttributeValueAssertion ||
| present |o|o/-|-M]|
| approximate-match 0|0/-|-/10] I

| InformationBase ] I

| stored-messages ‘O|M/—|—/M| I
| inlog |o|0/-|-/0] |

| o"utlog |O|| O|/— |-/0] |

Table 35 - Classification of the P7 protocol elements (concluded)

" | MS Access Protocol (P7) | Part 6:01‘ 6 | "
I T |
I Support by: I I
I — UA |MS | |
" | Protocol Element |S|C|)/PI‘|O/F}| Comments/References I "

| | | Il
: | Range || ’ l See Note 6 [
| sequence-number-range 0|o/-|-/M| I
from |o|o/-|-/M]| I
| to |0]O/-[-M] | I
| creation-time-range 0|0/-|-/M| I
from |o|o/-|-/M| I
N e !
| Selector | || I
| child-entries |o[o/-]-/M| [
| range 0|0/-|-/M| Range I
| filter 0|0/-|-/M| Filter |
| limit |o|M/-]-M|
" | override |O] W]l -IM |I Optl'l in Basic MS-Note 5 || "
I |
| Notes [

| 1 At least one of simple and/or strong must be specified. [
| 2 The specified syntax of other-parameters is context-specific |
- see X.413 section 12.1.
| 3 For recursive use of filter, only support of the "item" and the ||
“ "not" fields is required; there is only one level of recursion. “
4 For recursive use of filter, only support of the "item" field
| is required; there is only one level of recursion.
“ 5 If one of fetch-restrictions of MSBind and override of Selector
is implemented, the other must also be implemented.
| 6 At least one of From or To must be implemented. I
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Classification of the P1 protocol elements for security
classes

The protocol element classifications used in tables 36 and 37 should be viewed as a delta to
the lower security class or, if there is no lower security class, to the kernel as classified in
table 33. Thus, table 36 shows the additional support required in P1 to conform to security
class S1. Table 37 indicates the additional support required to support security class S2
(above and beyond that for security class S1).

NOTES
There are no additional classifications for security class SO.

The addition of mandatory content confidentiality does not affect the P1 protocol.

Table 36 - Conformance classification of the P1 protocol elements for security

class S1
I I 1l
" | MTS Transfer Protocol (P1) for Security Class S1 | Par'lc 1of 2| ”
I — |
| MT Kernel Static Support by MTS Class | | I
I 1B/IClA| | I
rotocol Element yn| Comments/References
" | P | El |O/RI|O/R||D I|cI /Ref [ ”
] . | | | I Il
| MTABind L I
| ARGUMENT L I
| <sET> NN |
initiator-credentials | | | M
simple |o/0|0/0] X
| strong [M/M|M/M| M | |
| bind-token |M/M|M/M| M | I
I certificate |o/o|o/o| | [
| security-context IM/M|M/M| M | I
RESULT
<SET>
| responder-credentials | | | M| [
| simple |o/o]o/o| X | |
| strong [M/M|[M/M| M | |
| bind-token |M/M|M/M| M | I
| certificate ||O/|O O|/O|| | | [
| MessageTransferEnvelope | | | | [
| extensions | | | | [

| message-security-label | |Ii/I/IV|I|IVI|/M| M | I

Table 36 - Conformance classification of the P1 protocol elements for security
class S1 (concluded)

|
| MTS Transfer Protocol (P1) for Security Class S1 | Part 2 of 2 |
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Il ]

—
| MT Kernel Static Support by MTS Class | | I

1B/Cl A | I
" | Protocol Element |O/RI|O/RI|DyrI1| Comments/References [ ”

| ReportTransferEnvelope || | | I
extensions
| message-security-label |[M/M|M/M| | See Note 2 I
| per-recipient-fields
extensions | | | | [
[ message-token |o/o|o/0| M | I
asymmetric-token | | | | [
| signed-data 1] I
I message-security-label  |M/M|M/M| M | See Note 2 I
| encrypted-data | | | | [
[ message-security-label ’M/lM |[M/M| | See Note 2 [

| bind-token
| asymmetric-token | | | See Note 1 l
| signature-algorithm-identifier|M/M|M/M| M | I
name IM/M|M/M| M | [
| time [M/M|M/M| M | [
| signed-data [M/M|[M/M| M | [
| encryption-algorithm- I
| identifier [MM|M/M| | I
| encrypted-data [M/M|M/M| | I
message-security-label [M/M|M/M| | I
content-integrity-key [M/M|M/M]| | | I
| message-security-label [M/M|M/M| M

| See Note 2 I
| security-policy-identifier | |M/IIVI|M{M| M |

| Notes
~ 1 Inline with the CCITT MHS Implementors' Guide, the asymmetric y
token can be used by symmetric and asymmetric techniques as |
| identified by the algorithm identifier.
| 2 The message security label may appear in any or all of the [
| indicated locations in the envelope. However the Security context |
service applies only to the label in the "extensions" and/or token “
signed-data as defined by the security policy in force. Labels in th

| token encrypted data have only end-to-end (UA-to-UA) significance. |

Table 37 - Conformance classification of the P1 protocol elements for security
class S2

|
| MTS Transfer Protocol (P1) for Security Class S2 | Par? 1of 2|

—
| MT Kernel Static Support by MTS Class | | I

1B/IC[ A | I
| Protocol Element |O/RI|O/RI|DyrI1| Comments/References [ )
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| MessageTransferEnvelope [ | | |

extension
| originator-certificate [M/M|M/M]|
| certificate [M/M|M/M| |
| certification-path [M/M|M/M]| |
| message-origin-authentication- |
check [M/M|[M/M| M |
| algorithm-identifier [M/M|M/M| |
| content [M/M|M/M]| |
| content-identifier IM/M|M/M| |
| message-security-label ||M/I\|/I|M/M| |
| ProbeTransferEnvelope ||
| extensions | ] |
| originator-certificate [M/M|M/M]| |
certificate [M/M[M/M| |
N certification-path |M/M|M/M
probe-origin-authentication-
| check [M/M|M/M| M |
| algorithm-identifier [M/M|M/M| |
| content-identifier [M/M[M/M| |
| message-security-label ||M/M|I\|/I/M| |
| ReportTransferEnvelope ||
| extensions
| reporting-MTA-certificate M/M|M/M’ |
certificate [M/M|M/M |
certification-path |M/M | M/M
report-origin-authentication- |
check [M/M|M/M| M |
| algorithm-identifier [M/M|M/M| |
| content-identifier IM/M[M/M| |
| message-security-label [M/M|M/M| |
| per-recipient [IM/M|M/M| |
actual-recipient-name IM/M|M/M| |
| originally-intended-recipient-| | | |
name ’O/O’O/O ’
delivery 0/0|0/0
message-delivery-time [M/M|M/M]| |
| type-of-MTS-user [M/M[M/M| |
recipient-certificate [IM/M|M/M| |
|  proof-of-delivery ’M/M|M/M| |
non-delivery

0/0|0/0]| ’
| non-delivery-reason-code |M/M|M/M| |
| non-delivery-diag nostic-code ||O/O ||O/O l |

Table 37 - Conformance classification of the P1 protocol elements for security

class S2 (concluded)

" | MTS Transfer Protocol (P1) for Security Class S2

I
| Par’lc 20f 2|

I —
| MT Kernel Static Support by MTS Class | |
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| Al I

/C|
|O/R|O/R | Dyn| Comments/References [

I
| Protocol Element

:: | | | |
| Certificate [

| version |M/M|M/M| | I
| serialNumber |M/M|M/M | [
signature \ M/M \ M/M \ \ »
algorithm M/M | M/M
| parameters |0/0|0/0]
issuer M/M [M/M
validity M/M | M/M
| notBefore [M/M[M/M| | [
notAfter ’ M/M ’ M/M’ ’ ”
subject M/M | M/M
| subjectPublicKeylnfo [M/M|M/M| | [
| algorithm [M/M|M/M]| | [

| subjectPublickey |M/M | M/M| | [
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Classification of the P3 protocol elements for security
classes

The protocol element classifications in tables 38, 39, and 40 should be viewed as a delta to
the lower security class or, if there is no lower security class, to the kernel as classified in
table 34. Thus, table 38 shows the additional support required in P3 to conform to security
class SO. Table 39 indicates the additional support required to support security class S1
(above and beyond that for security class S0). Table 40 indicates the additional support
required to support security class S2 (above and beyond that for security class S1).

NOTE - There are no dynamic conformance classifications required by security class SO (table
38).

Table 38 - Conformance classification of the P3 protocol elements for security
class SO

Tl
| MTS Access Protocol (P3) for Security Class SO | Part I1 of 2|
—

I Static Support by: | | I
JUA |MS |MTA| |
) |¥ Protocol Element |O/R’O/RlO/RJ Dyn|| Copﬁments/References
I |
| MessageDelivery

[ ||
| RESULT |
| proof-of-delivery |M/-|M/-|-/0] | I

| MessageSubmissionEnvelope | 1 1 | | |
|PerRecipientMessageSubmission’ ’ { | | |

Fields I

| extensions | | | | I
’| message-token |M/-|M/-|-/0] | |\
asymmetric-token | M/-|M/-|-/0] | |
signature-algorithm- | | I

|| identifier |M/-[M/-]-/0] | |’
name |M/-|M/-]-/0] | |

| time |M/-[M/-]-/0] | [
“ signed-data | M/-|M/-]-/0 ~

content-confidentiality- | |

[ algorithm-identifier |0/-|0/-|-/0| |

|~ content-integrity-check |M/-|M/-|-/O| | See Note 1 I
message-security-label  |O/-|0/-|-/0| | [

| proof-of-delivery-request |M/-|M/-|-/O| | See Note 1 |

message-sequence-number |0O/-|0/-|-/O| |

encryption-algorithm- | | [
I identifier |o/-|0/-|-10] | I
| = encrypted-data | M/-| M- \-/0 || I
content-confidentiality- | |
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I key |0/-[0/-|-/0]| | I
| content-integrity-check |M/-|M/-|-/O| | See Note 1 I
[ message-security-label  |O/-|0/-|-/0] | [
|

proof-of-delivery-request | M/—I M/-1-/0 Slee Note 1

4

content-integrity-key ~ |0/-|0/-|-/0| | I
message-sequence-number |O/-|O/-|-/O| | |
content-integrity-check {M/-‘M/-)-/O{ { See Note 1 ‘
|
Table 38 - Conformance classification of the P3 protocol elements for security
class SO (concluded)
] |

.-Il
| MTS Access Protocol (P3) for Security Class SO | Part l2 of 2|

I Static Support by: | I
I UA |MS |[MTA| |
” |¥ Protocol Element |O/RlO/R,O/RJ Dyn|| Cofnments/References

| —

| MessageDeliveryEnvelope I I

| other-fields || | | | |
| extensions | | | | |
’| message-token |-/M|-/M|O/-| | |
asymmetric-token [-/M|-/Mm|O/-| | |
| signature-algorithm- | | | | I
|| identifier |-M[-mM]|O/-| | |’
name |-M|-/M|O/-] | |
| time |-M|-mM|O/-| | I
signed-data |-/M|-/M | O/-
content-confidentiality- |
[ algorithm-identifier |-/O|-/0|0/-| | I
|~ content-integrity-check |-/M|-/M|O/-| | See Note 1 I
[ message-security-label  |-/0|-/0|0/-| | [

| proof-of-delivery-request |-/M|-/M|0O/-| | See Note 1 |
message-sequence-number |-/O|-/0|0/-| | |
| encryption-algorithm- | | [
I identifier |-10]-/0]0/-| | I
| = encrypted-data [-/M|-/M \O/- || I
content-confidentiality- | |
key |-/0]~/0]0/-| | I
I content-integrity-check |-/M|-/M|0/-| | See Note 1 I
message-security-label  |-/0|-/0|0/-| | [
content-integrity-key  |-/0|-/0|0/-| | I
| message-sequence-number |-/O|-/0|0/-| | |
’ content-integrity-check ‘—/M‘—/M O/—‘ { See Note 1 ‘
-M

proof-of-delivery-request -/M O/—| See Note 1
| ReportDeliveryEnvelope | | | | |
PerRecipientReportDelivery- | | | | | |

| Fields N I
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| extensions || I
|  proof-of-delivery |-M|-/0| O/-J | I
” L !
1
| Notes

| 1 Implementations shall generate no more that one instance of these ||
| identically-named protocol elements in a single message.

4

Table 39 - Conformance classification of the P3 protocol elements for security
class S1

.-Il
| MTS Access Protocol (P3) for Security Class S1 | Part l1 of 3|

I Static Support by: | I

| UA [MS |MTA| | “
) |¥ Protocol Element |O/R’O/R’O/RJ Dynll Comments/References
Il | -q | | I
]
| MTSBind | | | | | MTSto MTS User [
| ARGUMENT || | |
| initiator-credentials | | | | M |
| simple |-/0]-/0]0/-| X | |
| strong [-/M|-M|[M/-| M| |
| bind-token -M|-/M|M/-| M | I
| certificate -/0|-/0|0/-| | I
security-context [-M]-/M|M/-| M | I
| RESULT | | |
| responder-credentials M I
| simple |o/-|0/-|-10] X | |
I strong |M/-[M/-]-/M | M | |
| bind-token M/-|M/-|-/M| M | I
| certificate O/- OI/- -|/O’ | [
| MTSBind | | | | | MTS Userto MTS [
| ARGUMENT | | | |
| initiator-credentials | M | |
| simple |0/-]0/-|-/0] X | |
| strong | M/-|M/-[-M | M ] |
| bind-token M/-[M/-]-/M| M | I
| certificate o/-|0/-]-/0] | I
security-context [M/-|M/-| /M| M | I
| RESULT | | |
| responder-credentials | | | M I
| simple |-/0|-/0]0/-| X | |
| strong [-M[-/M|M/-| M| |
|” bind-token -M|-/M|M/-| M | I
| certificate -jo|-/0|0o/-| | I

| SubmissionControl |-M[M/M|M/-| I
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|| || || I| | I

permissible-security-context |-/M|-/M|M/-| | l

| DeliveryControl
| ARGUMENT

controls

[M/-[M/-[ -] ||

permissible-security-conte|xt || M1— | I\|/I/- [-M]| | I

| Register

| ARGUMENT

user-name

labels-and-redirections
user-security-label

|| |
| M/-|M/-{-/M

| M/-|M/-[-M |
| | | | |

4

Table 39 - Conformance classification of the P3 protocol elements for security

class S1 (continued)

1
| MTS Access Protocol (P3) for Security Class S1

| Part l2 of 3|

Static Support by:

UA [MS |MTA| | “
) |¥ Protocol Element |O/R’O/R’O/RJ Dynll Comments/References
] | ‘q I | I
;!
| changeCredentials | | | | | MTStoMTSuser I
ARGUMENT | | |
old-credentials | | | ™
simple |-/0]-/0]0/-| X
| strong [-/M|-/M[M/-| M ] |
| bind-token -M|-/M|M/-| M | I
| certificate -/0|-/0|0/-| | [
| new-credentials | | | | M| |
| simple |-/0]-/0]0/-| X | |
| strong [-/M[-/M|M/-| M | |
| bind-token M |-/M|M/-| M | I
certificate -/O| -/|O |O/’ | | I
| ChangeCredentials | | | | | MTSusertoMTS I
ARGUMENT | | |
old-credentials | | | | ™
simple |0/-|0/-|-/0] X
| strong | M/-|M/-[-M | M |
| bind-token M/-|M/-|-/M| M | I
| certificate 0/-|0/-|-/0]| I
| new-credentials M | |
| simple |0/-]0/-]-10| X | |
strong |M/-[M/-]-/M | M | |
|" bind-token [ M/-[M/-]-M| M| I
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| certificate \0/|-|o|/-|-|/o’ | | I
| MessageSubmissionEnvelope | ] | | I
| extensions | | | | I
| message-token [M/-[M/-|- M| | I
signed-data | | | | [
| message-security-label  |M/-|M/-|-/M| | See Note 1 [
security-policy-identifier |M/-|M/-|-/M| M | [
encrypted-data | ] | | I
message-security-label  |0/-|0/-|-/0| | [
| content-integrity-check |M/-|M/-|-/M| M| [
| message-security-label |M/-|M/-|-/M| | See Note 1 [
security-polic:y-identiﬁer| |I\|/I/ ||M/||/|IVI| M | | [
| MessageDeliveryEnvelope | | | | | [
| extensions |
| message-security-label |-/M|-/M|M/-| | See Note 1 [
security-policy-identifier |-/M|-/M|M/-| M | [
message-token [-M|-/m|M/-| [
signed-data
| message-security-label  |-/O|-/O0|0/-| | See Note 1 [
|  encrypted-data
| message-security-label | |—/OI|—/OI| O/—|l | See Note 1 [

4

Table 39 - Conformance classification of the P3 protocol elements for security
class S1 (concluded)

Tl
| MTS Access Protocol (P3) for Security Class S1 | Part I3 of 3|

I Static Support by: | | I

| UA |MS |MTA| |
Protocol Element O/R|O/R|O/R|Dyn| Comments/References
L | |
] | _q I I I
1
| ReportDeliveryEnvelope [ [ | | | [
| extensions | ] I
message-security-label -/M|-/M[M/-| M | See Note 1
N
| bind-token | | | | I

| asymmetric-token | | | | I
| signature-algorithm-identifier|-/M|-/M|M/-| M | I

name |-/M|-/M|M/-| M | [
| time [-/M|-/M|M/-| M | [
| signed-data [-/M|-/M|M/-| M | I
encryption-algorithm- | | | | I
identifier |-m|-M|my-| | I
| “encrypted-data [-/M[-M|[M/-| | I
message-security-label |- |- |M/-| I

| content-integrity-key |- |- M/-| I
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I I I
]

1
| Notes
| 1 The message-security-label may appear in any or all of the indicated ||
| locations in the envelope. However, the security labelling context |
services apply only to the label in the "extensions" field. Labels in th|
message token have only end-to-end (UA-to-UA) significance.

4

Table 40 - Conformance classification of the P3 protocol elements for security
class S2

Tl
| MTS Access Protocol (P3) for Security Class S2 | Part I1 of 2|

I Static Support by: | | I

I JUA |MS |MTA| |
Protocol Element O/R|0O/R|O/R|Dyn| Comments/References
L | |
] | -q | | I
]
| MessageSubmission T T I
| RESULT | | | | |
| extensions | ’ |
I originating—MTA—certlﬁcate |-/M | /O M/ | [
certificate |-/-|-/0|-/-] I
| certification-path -/-|-10]-/- | I
proof-of-submission /M’ /O||M/ | | | I
| MessageDelivery | | | I
| RESULT | | | | I
| recipient-certificate |M/-|M/-]-/0] | I
certificate |M/-[M/-| -] | I
| certification-path |IVi/|||VI/|| /|\|/|| | | I
| MessageSubmissionEnvelope | | | | | I
| extensions ] ] I
| originator-certificate |M/-1O/-|-m| | I
certificate |-/-|-101-/-] | [
| certification-path |-/-]-10]-/-] | |

| message-origin- || |
I authentication-check  |M/-|O/-| /M| M | I

| algorithm-identifier [ M/-|M/-[-m || I
content |M/-|M/-| /M| | I
| content-identifier |M/-|M/-[-m | [
|  message-security-label [M/-|M/-|-m ]| | I

[ proof—of—submission—reques[t I|M|/ |(|)/| M| | I

| ProbeSubmissionEnvelope [ | | | I
extensions I I I I
| originator-certificate |M/-|Of-|-mMm| | [
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-0l | ||

ca R EARCIES I I
probe-origin-authentication- | | |

| certificate
certification-path

|
check |M/-|O/-|-/M| M | I
algorithm-identifier [M/-|M/-| -] | |
content-identifier [M/-|M/-[-m | |
message-security-label |M/—|I\{I/—|—/M| | I

Table 40 - Conformance classification of the P3 protocol elements for security

class S2 (concluded)

.-Il
| MTS Access Protocol (P3) for Security Class S2

| Part l2 of 2|

I Static Support by: | I

|¥ Protocol Element

JUA |MS |MTA| |
|O/R’O/R’O/RJ Dyn|| Comments/References

|

| MessageDeliveryEnvelope I T T I

extensions [ I
originator-certificate [-/M]-M|Mm/-| I
| certificate [-M]-/M|M/-] I
certification-path |-/M|-/M|M/-| | [
message-origin- | | | I
authentication-check  |-/M|[-/M|M/-| M | I
algorithm-identifier [-M[-Mm[M/-] | |
| content |-/M]-m|M/-| I
content-identifier [-M[-M|M/-| | [
message-security-label | -/IVi |-/M]| I|VI/- || | I
| ReportDeliveryEnvelope | [ | | | [
| extensions | | | | I
reporting-MTA-certificate  |-/M|-/O|M/-| | I
certificate |-/-|-10]-/-] | [
| certification-path |-/-]-101-1-| | I
report-origin-authentication- | | | | | I
check |-/M|-/O0|M/-| M | [
| PerRecipientReportDelivery- | | || I
Fields LT I
| extensions [ 1| | | I
recipient-certificate [-/M|-M|O/-| | I
certificate EEMA [
certification-path | |—/|M | I—/M|| M/|| | | I
| Certificate [ I I I
| version -M|-/M|M/-| | [
| serialNumber M| -M|M/-| I
signature \-/M\-/M\M/-\ \ “
algorithm -/M|-/M|[M/-
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| parameters |-/0]-10|0/-| | [

issuer -/M|-/M|M/-
validity \—/M\—/M M/- “
notBefore |-/M|-/M|M/-] |
notAfter ’ -IM ’ -/IM ’ M/—’ ”
subject -/M|-/M|M/-

| subjectPublicKeylinfo [-/M]-m|M/-| I
algorithm |-m]|-M|M/-| [

| subjectPublicKey | |-/IIVI|-/I\I/I|M/-I| |I I

4

Table 41 presents the classification delta to classification tables 38, 39, and 40, for the
addition of mandatory content confidentiality in the static conformance classification.

NOTE - There are no dynamic conformance classification required by the addition of content
confidentiality.

Table 41 - Conformance classification of the P3 protocol elements for security
classes SOa, S1la, or S2a

1
" | MTS Access Protocol (P3) for Security Classes SOa, Sla, S2a| Part 1 of 1|
I —

[ Static Support by: | | [
[ UA |MS |MTA| |
|¥ Protocol Element |O/R’O/R’O/RJ Dyn|| Comments/References
| I

] —

| MessageSubmissionEnvelope | | | | I
| extensions [ ] | | | I

| content-confidentiality- | | | | | I

|~ algorithm-identifier |M/—’O/—|—/O| | See Note 1 [

message-token | ]

asymmetric-token | [
| signed-data |M/-|-/-]-1-] | [
| content-confidentiality- | | | | I

I algorithm-identifier  |M/-|-/-|-/-| | See Note 1 [
encrypted-data || | | I
content-confidentiality- | | | | | I

« M !
| MessageDeliveryEnvelope || | | [
| extensions | I
| message-token |-/M|-/m|O/-| | [
asymmetric-token |
signed-data [-M|-M]|-/-] ] |

content-confidentiality- |
[ algorithm-identifier |-/M|-/M|-/-| | See Note 1 I
encrypted-data
content-confidentiality- | | | | | I
key |- [-m]-/-| | ||
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| content-confidentiality- | | | | | I
I algorithm-identifier ’-/M II-/M|P/-| | | s?e Note 1 I

| Notes
| 1 Implementors shall generate no more than one instance of these [
| identically named protocol elements in a single message.

4

Classification of the P7 Protocol Elements for Security
Classes

The protocol element classifications in table 42 should be viewed as a delta to the lower
security class or, if there is no lower security class, to the kernel as classified in table 35.
Thus, table 42 shows the additional support required in P7 to conform to security class S1.

NOTES
There are no additional classifications for security classes SO and S2.

The addition of mandatory content confidentiality does not affect the P7 protocol.

Table 42 - Conformance classification of the P7 protocol elements for security

class S1
[ ! h
" | MS Access Protocol (P7) for Security Class S1 | PartI lof 1| ”
I — |
I Static Support by: || I
| Ua s || |
" |{ Protocol Element |O/R||O/R|| Dyrl1| Comments/References | !
I ) I I I I L
| MSBind I I I
| ARGUMENT L |
| initiator-credentials | | | M| |
simple |o/-]-/0] X | |
| strong [M/-[-/M| M | |
I bind-token M/-|-/M| M | I
| certificate o/-|-/0] | I
security-context [M/=|-/M| M | I
| RESULT _ IR ||
| responder-credentials [ | | M| [
simple |-10]0/-| X | |
| strong |-/ [M/-| M | |
I bind-token M|M/-| M| I
| certificate | -/clJ c|>/-|| | | I
| Register-MS N I I
| ARGUMENT L] I
| Register-MSArgument [ ] | | ’r

changeCredentials
old-credentials [M/-[-/M| M
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“ simple ’O/—\-/Ol M ’ ~
strong M/-|-/M]| X
[ bind-token M/-|-M| M | I
[ certificate o/-|-/0] | [
| new-credentials [M/-[-/M| M | I
| simple |O/-|-10] X | |
strong [M/-|-/M[ M | |
[ bind-token M/-|-M| M | I
[ certificate o/-|-/0] | [
| user-security-labels [M/-|-/M| M | | I
| message-security-label [
| security-policy-identifier ~ |M/-|-/M| M | [
| security-classification [ M/-|-m| [
| privacy |or-|-/0] | ||
" | security-categories | |IVII/|/IIV|| I| [ )

Message store general attribute support

Table 43 specifies the classification of the Message Store General Attributes.

Table 43 - Classification of the message store general attributes

" | Message Store General Attribute Support | Part 1: of 2 | "
I — |
[ Support by:  |Bas|Enchanced I
I ) —UA [MS |MS |
" | Attribute |S| R ||O | 0 | Comments/References I )
] [ | I I Il
| child-sequence-numbers M| M| M| M| [
| content IM| M| M| M| |
| content-confidentiality- ||| | |

algorithm-identifier {O 0 ’ 0 ’ 0 \ »
content-correlator O/lO|O|M
| content-identifier oo | o | M| |
| content-integrity-check |ojo|o|o| I
| content-length o] O | M| M| |
| content-returned oo o | M| |
| content-type M| M| M| M| [
| conversion-with-loss-prohibited |0| O | O | M | I
converted-eits |o| O ’ o] ‘ M i
creation-time MM |[M|M
delivered-eits Oi 0 i M ’ M ’
delivery-flags 00|00 | M
| dl-expansion-history lojo| O | M| I
| entry-status IM|M | M| M| |
entry-type M| M|[M|M| |
| intended-recipient-name lojo|o| M| I
| message-delivery-envelope M| M| M| M| I

| message-delivery-identifier |0 O | O | M |
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| message-delivery-time |loj]o| o | M| I
message-origin-authentication- \ || \ | [
check lojo|oOo]|oO I
| message-security-label |lojo|o| O] I
| message-submission-time lojo|Oo| M| I
| message-token lojo|o| O] I
| original-eits |ojo|O| M| I
originator-certificate ’O’ 0 ’ 0 ’ 0 \ “
originator-name 0l]0|0 | M
| other-recipient-names oo | M| M| I
| parent-sequence-number M| M| M| M| [
| per-recipient-report-delivery- | | | | I
fields IM[M | M| M
priority oo | M| M
| proof-of-delivery-request lojo|o]| O] [
| redirection-history oo | o | M| [
| report-delivery-envelope M| M| M| M| [
| reporting-di-name oo O | M| [
| reporting-mta-certificate | I|O| 0 | O | O | [

Table 43 - Classification of the message store general attributes (concluded)

|
| Message Store General Attribute Support | Part 2I of 2 |

—
[ Support by:  |Bas|Enhanced [

I ) r—UA |[MS |MS
| Attribute |S| R ||O | 0 | Comments/References I

| L | I |
| report-origin-authentication- | | | | | I

| check |o| O

| security-classification kel

| sequence-number M|
| subject-submission-identifier |M|
| this-recipient-name kel (l')

|| Note - Enhanced MS support for optional Functional Groups is for
|  further study. Attributes which are relevant to these areas are
currently specified as Unsupported.
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Classification of the MS General Attributes for Security
Classes

The classification of the attributes in table 44 is a delta to the Enhanced MS column of the
MS General Attributes in table 43. Table 44 indicates the additional attributes that must be

supported in the MS for each of the security classes. There is no support required for
security attributes in the basic MS.

Table 44 - MS security attribute support
|| |

I | | Security Class I "

| T T T T T |
” | Attribute | SO | SOa | S1 | Sla | 52 | S2a [ | ”
I | | 1 1 1 | |
I content confidentiality-algorithm- | | | | | | |
identifier lO | M|O | M]|]O| M|
content integrity-check IM| M|M| M| M| M
message-security-label lol]OoO M| M| M|M
| message-origin-authentication-check | M | M | M | | M | l
| message-token |M\M’M|M|M|M‘|
origination-certificate lo|o|OoO]O| M| M
| proof-of-delivery M| M|M|M|M]|M|
reporting-mta-certificate loJo|o|O| M| M|
report-origin-authentication-check |0 | O |O | O | M | M |
| security-classification |C|) | O M| M| M| M I
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Message store IPM attribute support
Table 45 specifies the classification of the Message Store IPM attributes. This clause is to be
read in accordance with Annex C of X.420 (1988). For support of MS General Attributes, see
table 43, enhanced MS column.

Table 45 - Classification of the message store IPM attributes

[
) | Message Store IPM Attribute Support | Part 1I of 2 | "
I - |
" I Support by: IPM|IPM |I I "
I ) — UA [MS | |
" | Attribute |S| R ||O | Comments/References I "
I I I I 1l
| Summary Attributes: ’ |
ipm-entry-type ’M M| M| |
ipm-synopsis | |O||O M | | |
| Heading Attributes: | | | [
authorizing-users ’O’ O|M ’
auto-forwarded OO | M
[ blind-copy-recipients o] 0| M| [
copy-recipients |o| 0| M| [
expiry-time O] O | M| |
| heading M| M| M| |
| importance o] 0| M| [
| incomplete-copy |[oj]o| O] [
| tanguages 0] O | M | I
| nrn-requestors |o| 0| M| |
| obsoleted-ipms |o| O | M| |
| originator |o| 0| M| [
primary-recipients o] O | M| [
related-ipms O[O | M
replied-to-ipm OO | M
reply-recipients 0|0 | M
| reply-requestors |o| 0| M| |
| reply-time 0] O | M| I
rn-requestors |o] o | M| [
sensitivity o] o | M| |
subject o|lo| M| |
| this-ipm IV|I M| M| | |
| Body Attributes: | ’ ’ I
| bilaterally-defined-body- | | | | [
parts olo] o] |
[ body M| M| M| |
| encrypted-body-parts |ojo | 0] I
| encrypted-data |[oj]o | O] I
|  encrypted-parameters |o|o | O] [

extended-body-part-types |0| O | M | I
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L 1| | |

Table 45 - Classification of the message store IPM attributes (concluded)

I
" | Message Store IPM Attribute Support | Part 2I of 2 | "
I 1 |
I Support by: IPM|IPM| I
I —UA [MS | |
| Attribute |S| R ||O | Comments/References I

[ ! I
| g3-facsimile-body-parts |O| O | O |

| g3-facsimile-data |o| 0| O]
g3-facsimile-parameters  |0| O | O |
| g4-classl-body-parts |o| 0| O]
| ia5-text-body-parts o]0 | M|
| ia5-text-data |o| o | O] [
| ia5-text-parameters |o|o | O
message-body-parts |o| 0| M|
message-data |o| o | O]
|  message-parameters |o| 0| O]
mixed-mode-body-parts |o|o| 0]
| nationally-defined-body-parts|O| O | O |
| teletex-body-parts |[oj] o | O]
| teletex-data |ojo | 0| I
” teletex-parameters ’O\ 0 \ o) \
videotex-body-parts 0|0 |O
| videotex-data |ojo | O] I
|~ videotex-parameters |o|o | O]
voice-body-parts |o| 0| O
voice-data |ojo| o I
|  voice-parameters |o|o | O
| oda-1984-body-parts |-l o] O
| is06937-body-parts |-]o | o]
| bilaterally-defined-body- | | | | [
parts |-]o o] I
| usa-privately-defined-body- | | |
Pere IS !
| Notification Attributes: [l | | [
| acknowledgment-mode |o| O | M |
| auto-forward-comment |o| O | M |
” conversion-eits 'O‘ o] I M '
discard-reason 0|0 | M
ipm-preferred-recipient  |O| O | M |
ipn-originator O] O | M| I
non-receipt-reason |Oo| O | M |
| receipt-time |o| 0| M| |
returned-ipm loj]o| o ’
subject-ipm IM| M| M
| suppl-receipt-info | ||O| o|o]
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EDI messaging service protocol (Pedi)

Table 46 - Classification of the Pedi protocol elements

1
| EDI Messaging Service Protocol (Pedi) | Part 1 olf 6 |

I Support by EDI | [

HI 1 UA
| T |
” | Protocol Element 1S|OI/RI| FGs |O/R|I Comments/References I
] [ | | | I
]
| InformationObject 11 | | [
edim IM[M/Mm| || |
e NS !
EDIMIdentifier | ] ’
user [M|M/M
| user-relative-identifier ‘M\M/M’ | || | [
ExtensionField
type M|[M/M
criticality M |[M/M
value |M| M|/M N |
| EDIM | ’ | I
| heading [M|M/M | || I
I body IM[MmM] | I
_ | I
| Heading |11 I
| this-EDIM M|M/M | | | |
originator O‘M/M ‘ i i
recipients O|M/M
| edin-receiver |o|o/M| FWD |M/M| I
| responsibility-forwarded |o|o/M| FWD |M/M| I
| edi-bodypart-type |O|M/M|
| incomplete-copy |o|Oo/M| FWD |O/M| See Note 2 [
expiry-time lojlom| | | I
| related-messages lojlom| | | |
| obsoleted-EDIMs [olom| | | |
| edi-application-security- I
| elements |O0|0/O|SEC-C |M/M| [
| cross-referencing-information |O|O/M| MBP |M/M| I
edi-message-type ’ O‘ M/M’ ’
service-string-advice O|M/M
| syntax-identifier |o|M/M]| | | [
| interchange-sender [o|M/M| | | I

| date-and-time-of-preparation |O|M/M| || [
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| application-reference |o|M/M| || [
| heading-extensions |o|o/m| | See Note 3 I

Table 46 - Classification of the Pedi protocol elements (continued)

Tl
| EDI Messaging Service Protocol (Pedi) | Part 2 olf 6 |

[ Support by EDI | [

HI 1 UA
| T |
” | Protocol Element 1S|CI)/RI| FGs |O/R|I Comments/References I
Il | ] | | I
.
RecipientSubfield ||
recipient |M|M/M
| action-request |o|o/mMm| | | [
| edi-notification-requests-field|O|M/M| | | I
| responsibility-passing-allowed |[O|M/M| | | I
| interchange-recipient |O|M/M| || [
| recipient-reference |o|M/M| || l
| interchange-control-reference |O|M/M| | | I
| processing-priority-code |O|M/M| || I
| ‘acknowledgement-request |O|M/M| || I
| communications-agreement-id |O|M/M| | | [
| test-indicator |Oo|M/M| | | I
| authorization-information olmm| | | I
| recipient-extensions o|o/M| \ | See Note 3 [
| EDINotificationRequestsFields | | |
edi-notification-requests O|M/M |
| edi-notification-security ~ |O|O/O|SEC-A [M/M| [
|SEC-B |M/M [
| edi-reception-security |O|0/O|SEC-A |[M/M| I
| | |SEC-B |M/M | [
| InterchangeRecipientField | | ] |
| recipient-identification IM{M/Mm| | ] |
| identification-code-qualifier |O|M/M| | | [
| routing-address lo|Mm/m]| || I
| | I| | | |
| recipient-reference [M|M/M]| | | ‘|

| recipient-reference-qualifier |O|M/M| | | I

| EDINReceiverField I ] | I
| edin-receiver-name IM[M/M| | [

| RecipientReferenceField \
|
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| original-edim-identifier |o|o/M| FWD |M/M| I

| first-recipient |o|o/M| FWD |M/M | | I
| RelatedMessagesField [ | | | I
| RelatedMessageReference IM[M/Mm| || [
| edi-message-reference lo|MmM| | | [

| external-message-reference |O|M/M|| | | I
I EDIAppIicationSecurityEIem|en|ts-|| | || | || | I
Field
| edi-application-security- || | | | I
element |o|M/M| || I
| edi-encrypted-primary-bodypart |O|M/M| | | I
| edi-application-security- | | | | | I
extensions |(|)|O/I\|/I| | | | | See Note 3 [

4

Table 46 - Classification of the Pedi protocol elements (continued)

1
| EDI Messaging Service Protocol (Pedi) | Part 3 oT 6 |

I Support by EDI | [

| iy
| T |
) | Protocol Element 1S|(?/RI| FGs |O/R|I Comments/References I
] T _]| I I I
]
| CrossReferencingInformation- | | | | | I
| Subfield I
| application-cross-reference |M|M/M | | I
message-reference |O|M/M | || N

body-part-reference [M[M/M | | [ ]

I
| ServiceStringAdviceField N T I
| component-data-element- L I

| separator [M|M/M| | I
| data-element-separator M|M/M| | I
| decimal-notation [M|M/M| | | |
| release-indicator |o|M/M| || |
| reserved |o|M/M| || I
| segment-terminator [M|M/M | | | [

| SyntaxidentifierField || | | | l
” syntax-identifier ‘M\M/M‘ \ | “
sy|r|1tax—version ) | |
| InterchangeSenderField | | | |
sender-identification |M|M/M| | | |
| identification-code-qualifier |O|M/M| | | I
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| address-for-reverse-routing

lofmm] || |

| AuthorizationIinformationField | | | | | I

| authorization-information
| authorization-information-

| qualifier

| Body
| primary-body-part
| additional-body-parts

| PrimaryBodyPart
| edi-body-part
| forwarded-EDIM

| EDIMBodyPart
| parameters
| message-data

| MessageParameters
| delivery-time
| delivery-envelope

|
O/M| FWD |M/M| See Note 1 I
| /M| FWD |M/M| See Note 1 I

_.—\

|O|O/M| FWD |M/M| [

M' |I | I

4

Table 46 - Classification of the Pedi protocol elements (continued)

1
| EDI Messaging Service Protocol (Pedi)

| Part 4 o|f6 [

[ Support by EDI | [

T |U"A

|
| Protocol Element
L

|
1S|OI/RI| FGs |O/R|I Comments/References I

| other-parameters

| MessageData
heading
| body

| BodyOrRemoved
primary-or-removed
| additional-body-parts

| PrimaryOrRemoved
| removed-edi-body
| primary-body-part

| AdditionalBodyParts
| external-body-part

| | ! |

]
\O|0/0| | | See Note 4 [
)

| |

IM[MM| ||

Ih4|M(M| || | I
. I
M|M/M | I
O/M| FWD |M/M | I
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| place-holder |o|o/M| | | | | See Note 5 I
| EDIM-ExternallyDefinedBodyPart | | | | | [
| body-part-reference |o|M/M| || |
| external-body-part ’M‘M/M| || |
I I
| EDIN N . I
| positive-notification lo|MmM| | | |
| negative-notification lo|m/m| | | |
| forwarded-notification ’O|O/M| FWD |M/M| | I
| CommonFields [ | | | ] I
“ subject-edim ‘M‘M/M’ ‘ ‘ H
edin-originator M|M/M
| first-recipient [o|mMmM] | | I
| notification-time [M|M/M | |

| notification-security-elements |O0|0/O|SEC-A |M/M| See Note 8 [
‘ ’ ’ SEC-B \M/M\ See Note 8 “

SEC-C |M/M| See Note 8
| edin-initiator M|M/M I
| notifications-extensions 0o|o/M See Note 3 [
| SecurityElementField |
| original-content |O’O/O|SEC—A |[M/M| See Note 6 I
| | |SEC-B |M/M| [
| original-content-integrity- |O’O/O|SEC-A |[M/M| See Note 6 I
check | | |SEC-B |M/M|
| edi-application-security- | | | | | |
elements |0|0/0|SEC-C |M/M| I
security-extensions l| Oo|o/M| | | See Note 3 [

4

Table 46 - Classification of the Pedi protocol elements (continued)

1
| EDI Messaging Service Protocol (Pedi) | Part 5 OT 6 |

[ Support by EDI | [

HI 1 UA

| T |
) | Protocol Element 1S|Q/P}| FGs |O/R|I Comments/References I
] | JI | | |

| PositiveNotificationFields | | | | I
| pn-common-fields M| M/M | | | [
| pn-supplementary-information |O|O/M| || [
| pn-extensions |o|o/M| | | See Note 3 I

| NegativeNotificationFields I . I
| nn-common-fields |M|M/M | || I
| nn-reason-code IM[Mm| | I



Part 8: Message Handling Systems March 1993 (Stable)

| nn-supplementary-information |O|M/M| | | I
nn-extensions |o|o/Mm| | | See Note 3 I

| NNReasonCodeField . I

| nn-ua-ms-reason-code [o|Mm/m]| || I
| nn-user-reason-code lo|m/m]| || |
| nn-pdau-reason-code lolom| | | |

NNUAMSReasonCodeField ||
nn-ua-ms-basic-code ’ M|M/M

| nn-ua-ms-diagnostic O||M/IVI|| || | |

| NNUserReasonCodeField | | | | | |
nn-user-basic-code M|M/M | [ ]

| nn-user-diagnostic o[M/M || |

|‘ NNPDAUReasonCodeField [ | | | |
nn-pdau-basic-code ’M|M/M| | | |‘

| nn-pdau-diagnostic O|M/M| || |
| ForwardNotificationFields || | | | [
| fn-common-fields MMM | [
| forwarded-to [M|M/M | || |
| fn-reason-code |M|M/M | |
| fn-supplementary-information |O|O/M| FWD |M/M| [
| fn-extensions |o|o/Mm| | | See Note 3 I
| FNReasonCodeField [ | I
| fn-ua-ms-reason-code |[M|O/M | | | See Note 7 I
| fn-user-reason-code |o|o/M| | | See Note 7 I
| fn-pdau-reason-code olom| | | | [
| FNUAMSReasonCodeField || | | | |
fn-ua-ms-basic-code M|M/M|
| fn-ua-ms-diagnostic olmm| | | |
| fn-security-check \O|O/O|SEC—A |M/M | [
| | |SEC-B |M/M| [

4

Table 46 - Classification of the Pedi protocol elements (concluded)

3
| EDI Messaging Service Protocol (Pedi) | Part 6 OT 6 |

I Support by EDI | [
HI I |U”A

| T |
| Protocol Element 1S|(?/RI| FGs |O/R|I Comments/References I
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| FNUserReasonCodeField [l | | | |
fn-user-basic-code M| M/M | ’ | |

I fn user diagnostic |o|o/M| FwD [M/M| I

| FNPDAUReasonCodeFleId || | || |
‘ fn-pdau-basic-code ’M Mm| || }
| O\M/I"ll | | |

fn- pdau diagnostic

1
| Notes
| 1 M on origination if the implementation supports forwarding of a multi ||
| part EDIM without accepting responsibility.
| 2 Mandatory (on origination) when an implementation supports the [
removal of body parts.
| 3 Critical extensions must be supported in order to accept [
responsibility.
| 4 Use of supplementary information fields requires bilateral agreement. ||
| 5 Mandatory on origination if removal of body parts is supported. I
| 6 One of these two elements must be supported on origination when using ||
| the SEC-A or SEC-B EDI security class.
| 7 One of these two elements must be supported on origination. |
8 M on origination if EDI-notification-security or EDI-reception-security
| (of the EDINotificationRequestsFields) are supported on reception.

Jl
Message store EDIMS attribute support

Classification of the P3 protocol elements for physical
delivery

The protocol elements used in Table 48 should be viewed as a delta to the kernel as
classified in Table 34. Thus, Table 48 shows the additional supported required in P3 to
conform to the Physical Delivery functional group.

Table 48 - Classification of the P3 protocol elements for physical delivery

Tl
| MTS Access Protocol (P3) for Physical Delivery | Part I1 of 1|
I —

[ Static Support by: | | [
| JUA |MS |MTA| |
|¥ Protocol Element |O/R’O/R’O/RJ Dyn| Comments/References

| ] —

| MessageSubmissionEnvelope [ | | | I
| extensions I
| originator-return-address  |M/-|M/-[-/M]| | I
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| PerRecipientMessageSubmission | | [
Fields I
| extensions [ ]| | | I
physical-forwarding- | | |
prohibited | M/-| M/-|-/M
| certification-path |IVi/-|M/-|| /I\|/|| | | [
| ORName IR I
| extension-attributes || | | | I
| physical-delivery-country- | | | | | I
name | M/-[M/-]-mM| | I
| postal-code | M/-|M/-[ -] I
I unformatted-postal-code |IM/-|M/-|-{M| I| [

4
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Annex (normative)

Object identifiers

X.400 SIG object identifiers

The X.400 SIG object identifiers all allocated under the mhsig node in the OIW object
identifier subtree, as defined in part 6 of the Stable Implementors Agreements document.
This definition is duplicated in figure 15.

Il
|| ! ||
| id-mhsig OBJECT IDENTIFIER ::= [
I { iso (1) identified-organization (3) oiw (14) mhiig 6)} |

1
Figure 15 - Definition of the mhsig object identifier

The X.400 SIG has defined several categories of object identifiers. Their definition is
provided in figure 16.

]
7

I
| id-mhsig-content-types OBJECT IDENTIFIER ::= [
{ id-mhsig content-types (0) } [

| id-mhsig-body-part-types OBJECT IDENTIFIER ::= [
[ { id-mhsig body-part-types (1) } [

d
Figure 16 - Defintion of the X.400 SIG Object Identifier Categories.

Content types

There are presently no object identifiers for content types allocated by the X.400 SIG.

Body part types
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The object identifiers for the external body part types allocated by the X.400 SIG are defined
in figure 17.

]
Tl

| id-privacy-enhanced-mail OBJECT IDENTIFIER ::= I
I { id-mhsig-body-part-types pem (0) } [

1
Figure 17 - Definition of the External body part object identifiers

Security classes

The ASN.1 expressed in figure 18 defines the security Object Identifiers specified by these
Implementation Agreements. These are the same as defined in the EWOS/ETSI A/3311
profile.

Z
| id-mhs-security OBJECT IDENTIFIER ::= { iso (1) I
| identified-organization (3) ewos (16) eg (2) mhs (4) securﬁty @3y |
| id-policy-id OBJECT IDENTIFIER ::= { id-mhs-security 1 } |

| id-category-id OBJECT IDENTIFIER ::= { id-mhs-se"curity 23}
| -- Security Policy Object Identifiers -- l

I
id-policy-id 0 } |

| security-class-0 OBJECT IDENTIFIER ::= {

| security-class-0a OBJECT IDENTIFIER ::= { id-policy-id0 1} |

| security-class-1 OBJECT IDENTIFIER ::= { id-policy-id 1} ||

| security-class-1a OBJECT IDENTIFIER ::= { id-policy-id 11} |

| security-class-2 OBJECT IDENTIFIER ::= { id-policy-id 2 } ||
n=

l security—"class—Za OBJECT IDENTIFIER id—policy"—id 21} |

| -- Security Category Object Identifiers -- [

| private-id OBJECT IDENTIFIER ::= { id-category-id 0 } |
| confidence-id OBJECT IDENTIFIER ::= { id-category-id 1} |
| commercial-in-confidence-id OBJECT IDENTIFIER ::= { id-category-id 2 } |
| management-in-confidence-id OBJECT IDENTIFIER ::= { id-category-id 3 } |
| personal-in-confidence-id OBJECT IDENTIFIER ::= { id-category-id 4 }

4
Figure 18 - Security object identifiers
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Annex (informative)

Interpretation of elements of service

The objective of this clause is to provide clarification, where required, on the functionality of
Elements of Service where the MHS standards are unclear or ambiguous. It is not the intent
of this clause to define how information should be made available or presented to an MHS
user, nor is it intended to define how individual vendors should design their products.

The following MHS Elements of Service require further text to be added to their definitions to
represent the proposed implementation of these Elements of Service for conformance to this
Agreement. Elements of Service which are not referenced in this clause are as defined in
the MHS base standards.

Reply Request Indication: The reply-recipients and the reply-time may be specified without
any explicit reply being requested. This may be interpreted by the recipient as an implicit
reply request.

NOTE - For an auto-forwarded message an explicit or implicit reply request may not be
meaningful.

Forwarded IP-message Indication: The following use of the original encoded information type
in the context of forwarded messages is clarified:

The encoded information types of the message being forwarded should be reflected
in the new original encoded information types being generated.

If forwarding a privately defined body part (see figure 10), the originator of the
forwarding message shall set the original encoded information types in the P1
envelope to Undefined for that body part.
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Annex (informative)

Recommended practices

This clause provides guidelines on areas not addressed by the base standards. These
guidelines have been produced in order to promote awareness of interim solution to
problems as agree by members of the OIW X.400 SIG. However implementors of these
recommended practices should note that it is not necessary to follow the recommended
practices when claiming conformance to these agreements.

Implementors should also note that future standardization by CCITT and ISO/IEC on area
covered by this clause may result in different solutions to those proposed in this clause.

Printable String

There are existing mail systems that include a small set of non-Printable String characters in
their identifiers. For these systems to communicate with MHS systems, either for pass-
through service or delivery to MHS users, gateways will be employed to encode these
special characters into a sequence of Printable String characters. This conversion should be
performed by the gateway according to a common scheme and before insertion in Domain
Defined Attributes, which are intended to carry electronic mail identifiers. MHS UAs may
also perform such conversions.

It is recommended that the following symmetrical encoding and decoding algorithm for non-
Printable String characters be employed. The encoding algorithm maps an ASCII
representation to a PrintableString representation. Any non-printable string characters not
specified in table 49 are covered by the category "other."

Table 49 - Printable String to ASCIlI mapping

I
| ASCIlI Character I| Printable String Character ||

|
% (percent) | (p) ’|
| @ (atsign) | (a) |
I (exclamation)
" (quote mark)
| _ (underline) i (u) l
| ((left paren.)
V ) (right paren.) | (
other | | (3D

where 3DIGIT has the range 000 to 377 and is interpreted as the octal encoding of an ASCII
character.

To encode an ASCII representation to a PrintableString, table 48 and the algorithm in figure
19 should be used.
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| IF current character is in the encoding set THEN |
encode the character according to table 48 |
| ELSE
| write the current character; I
| continue reading; [

Figure 19 - ASCII to PrintableString algorithm

To decode a PrintableString representation to an ASCIl representation, table 48 and the
algorithm in figure 20 should be used.

| IF current character is not "(* THEN [
| write character I
| ELSE I
I { I
| look ahead appropriate characters;
| IF composite characters are in table 48 THEN I
| decode per table 48 I
| ELSE I
| write current character; | I
}

| continue reading; [

Figure 20 - PrintableString to ASCII algorithm

Rendition of IA5Text

The characters that may be used in an IA5String are the graphic characters (including
Space), control characters and Delete of the IA5 character repertoire ISO 646.

The graphic characters that may be used with a guaranteed rendition are those related with
positions 2/0 to 2/2, 2/5 to 3/15, 4/1 to 5/10, 5/15 and 6/1 to 7/10 in the basic 7-bit code
table.

The other graphic characters may be used but have no guaranteed rendition.

The control characters that may be used but have no guaranteed effect are a subset
consisting of the format effectors 0/10 (LF), 0/12 (FF) and 0/13 (CR) provided they are used
in one of the following combinations as defined in table 50.

Table 50 - Interpretation of format effector combinations

[ Corr:1bination | Interpretation [

1
| CRLF | to start a new line I
| CR FF | to start a new page (and line)
| LF .. LF | to show empty lines (always after one of the ||
preceding combinations).
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The other control characters or the above control characters in different combinations may
be used but have no guaranteed effect.

The character Delete may occur but has no guaranteed effect. The IA5String in a P2 IA5Text
BodyPart represents a series of lines which may be divided into pages. Each line should
contain from 0 to 80 graphic characters for guaranteed rendition. Longer lines may be
arbitrarily broken for rendition.

NOTE - X.408 states that for conversion from IA5Text to Teletex, the maximum line length is 77
characters.

EDI use of MHS

PO recommended practice

This section outlines a recommended method for interworking between a P(edi) UA with a
UA implementing the Recommended Practice (EDI Use of X.400) in parts 7 and 8 of the OIW
Stable Implementation Agreements. That Recommended Practice is commonly referred to
as the "P0" approach to EDI use of the X.400 MTS.

This section does not define where the conversion between the two content types occurs. It
is possible for the conversion to be performed by the PO UA, the P(edi) UA, or a gateway.
The Recommended Practice outlined in this section only attempts to document the rules that
should be followed to ensure a conversion which retains the maximum amount of
information.

PO to P(edi) conversion

The converting entity may assume that the PO content contains only one EDI interchange.
This interchange will become the first and only body part of the EDIM.

The content type field of the message will have the value "undefined" before the conversion
and will have the integer value "35" or the object identifier value for P(edi) which is specified
in X.435 after conversion. The EDIM Heading fields can be formed using the following rules:

EDIMIdentifier: Originator ORName concatenated with the UTCTime at which the conversion
from PO to P(edi) was performed.

Originator: Originator ORName.

Recipients: Recipients from the P1 envelope. EDI Notification Requests are not specified as
none are requested when using the PO approach.

EDIBodyPartType: This element may have one of deveral values depending on the encoded
information type (EIT) value of the PO message or the ability of the converting entity to
determine which EDI syntax is present in the content:

X.435-defined value for ANSI X12/EBCDIC if the EIT field of the P1 envelope has the
value "undefined".
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X.435-defined value for ANSI X12/ISO 646 if the EIT field of the P1 envelope has the
value "IA5String".

Any other valid value if the entity performing the conversion can determine which
EDI syntax is contained in the content and which character encoding is used for the
EDI syntax.

Other heading fields will only be set if the entity performing the conversion is capable of
parsing the EDI Interchange and discovering the correct values of EDI Heading fields.

As the PO message will not contain requests for EDI Notifications, an EDI UA will never create
an EDIN when it receives an EDIM converted from PO .

P(edi) to PO conversion
When converting a P(edi) content to a PO content, the following rules apply:

The first body part of the EDIM will be copied to the content. All other body parts of the
EDIM will be discarded.

The P1 envelope fields shall have the following values:

Content Type: Value for "undefined".

Originator: Originator ORName.

Recipients: Recipients from the EDIM Heading. An NN EDIN with NN Reason Code set to the
value "unspecified" is created for each Recipient for whom a Notification Request was
specified. The EDIN Originator is set to the Recipient ORName. It is recommended that the

supplementary information field of the NN be used to provide additional information on the
disposition of the EDIM.

Encoded Information Types (EITs): This element may have one of several values depending
on the value of the EDI Body Part Type:

The EIT is set to "undefined" if the EDI Body Part Type is encoded with the EBCDIC
character set.

The EIT is set to "IA5String" if the EDI Body Part Type is encoded using the ISO 646
(ASCIl) character set.

A value is not present for the EIT if EDI Body Part Type does not contain one of the
above mentioned values.

P2 recommended practice
As there are a substantial number of users in the NIST OIW community that implemented the

CEC TEDIS "P2" approach to EDI use of the X.400 MTS, this section will also include text that
describes interworking between a P(edi) UA and a P2 UA. This text is not maintained by the
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EDI Working Group of the NIST OIW X.400 SIG but is included for the convenience of our user
community. Users intending to interwork between P2 and P(edi) User Agents should consult
the current version of the EWOS/ETSI document "A/3331 - Functional Profile of an Electronic
Data Interchange User Agent." This will ensure that the most up to date technical
information is obtained.

Conversion from IPMS to EDIMS (P2 to P(edi))

It is assumed that there is one and only one body part in the IPM Message, and that this
body part contains an EDI interchange.

The IPM becomes the first, and only, body part of the EDIM.
The EDIM Heading fields are set as follows:

EDIMIdentifier: Originator ORName concatenated with the LocallPMIdentifier portion of the
IPM Identifier.

Originator: Originator ORName.

Recipients: Recipient ORNames from the IPM Heading. The edi-notification-requests-field is
not coded.

EDIBodyPartType: The value is a local implementation issue. If the entity performing the
conversion can identify the EDI syntax of the EDI Interchange then it can specify an
appropriate value. Otherwise, the entity must be assuming a specific encoding and will
specify the value for the syntax it is assuming.

Other heading fields may be set if the entity performing the conversion is capable of parsing
the EDI Interchange and discovering the correct values of the EDIM Heading fields.

Since there are not notification requests, the EDI UA will never create an EDIN when it
receives a converted EDIM and therefore the action for handling EDINs in the reverse
direction does not need to be considered.

Conversion from EDIMS to IPMS (P(edi) to P2)

NOTE - The verification of authority to perform a particular conversion is outside the scope of
this annex. It is assumed that such conversion will be done with the full knowledge of the
originating and recipient parties.

The EDIBodyPart of the EDIM will be copied to the IPM body as an IA5STextBodyPart. All other
body parts of the EDIM will be discarded.

The IPM Heading fields are set as follows:
IPM Identifier: EDIMIdentifier.
Originator: Originator ORName.

Recipients: Recipients from the EDIM Heading. All recipients become IPM Primary Recipients.
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An NN EDIN with NN Reason Code set to the value "unspecified" is created for each Recipient
for whom a Notification Request was specified. The EDIN Originator is set to the Recipient
ORName. The EDIN Originator is set to the Recipient ORName. IPM Notifications shall not be
requested.

Subject: Not present or set to a single blank character.

If EDINs have been requested the originator will always receive an NN. Since no IPM
notifications are requested, the IPM UA will never create an IPM notification when it receives
an IPM converted from an EDIM and therefore handling of notifications in the reverse
direction does not need to be considered and is not an option for generating EDINSs.

ODA transfer

To ease interworking with 1984 implementations when transferring Office Document
Architecture (ODA) documents, the following are recommended for 1988 implementations:

Origination UA implementing 1988 Implementation Agreements. The 1988 will
generate the ODA according to CCITT Recommendation T.411 Annex E for the
destination UA(s) implementing 1988 Implementation Agreements. If the destination
UA supports 1984 Implementation Agreements, the approach as described in section
7.12.8 is recommended.

Recipient UA implementing 1988 Implementation Agreements. The recipient system

will be able to handle the ODA bodypart in P2 (1984) as defined in part 7, B.8.1 for
interworking with 1984 implementation, and will also be able to handle the ODA
bodypart as defined in the appropriate base standards.

MTA downgrading rules. When transferring an P22 with ODA body part in P22 as
described in T.411 to an 1984 MTA, the EITs identified by ODA Object Identifiers are
mapped to bits 0 and 10 of the built-in EITs.

If the UA does not register to support P22 or ODA bodypart, a Non-Delivery-Report will be
generated as required.

Use of externally defined body part

General

An Externally Defined body part represents an information object whose semantics and
abstract syntax are denoted by an Object Identifier which the body part carries. This body
part type enables the exchantge of information objects of all kinds, each unambiguously and
uniquely identified.

The Externally Defined Body Part definition is reproduced in figure 22.
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| ExternallyDefinedBodyPart ::= SEQUENCE {

parameters [0] ExternallyDefinedParameters OPTIONAL, ||
| data ExternallyDefinedData } I
| ExternallyDefinedParameters ::= EXTERNAL I
| ExternallyDefinedData ::= EXTERNAL [
| EXTERNAL ::= [UNIVERSAL 8] IMPLICIT SEQUENCE { [
| direct-reference OBJECT IDENTIFIER OPTIONAL,
| indirect-reference INTEGER OPTIONAL,
|  data-value-descriptor ObjectDescriptor OPTIONAL, I
| encoding CHOICE {
| single-ASN1-type [0] ANY,
|  octet-aligned [1] IMPLICIT OCTET STRING, [
| arbitrary [2] IMPLICIT BIT STRING } } I

| Note - In the case of transfer of EXTERNAL in P2 BodyPart, the [
|  direct-reference component is mandatory and the indirect-reference and ||
| data-value-descriptor components must be absent.

4
Figure 22 - Externally Defined body part definition

On the basis of the Externally Defined body part type, all body part types are divided into
two important classes as follows:

basic: Said of any body part type except Externally Defined. All basic body part
types are denoted by an integer (an ASN.1 context-specific tag) and are defined in
section 7.3 of X.420.

extended: Said of the Externally Defined body part type restricted to any one value
of the Direct-reference component of the Data component of such a body part.
Denoted by an Object Identifier.

Annex B of Recommendation X.420 defines some (but not necessarily all) extended body
part types.

Use of equivalents of basic body part types
For each basic body part types, section B.1 of Recommendation X.420 defines an equivalent
extended body part type. In order to facilitate interworking with 1984 systems, use of these
extended body part types is not recommended; the basic body part types should be used
instead.
Editor's Note: The requirements of this clause may change when interworking with

1984 systems is no longer critical.

Use of General Text body part type
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Unless otherwise specified in these agreements (e.g., IA5Text, 6937Text, Teletex) the General
Text body part as defined in ISO 10021-7 Annex B.2 is the preferred means of supporting
unstructured text body parts. The character set registration referred to in that annex is
provided by ECMA.

Use of File Transfer body part type

The File Transfer body part type is the recommended mechanism for the exchange of
complex computer data via intra- and inter-company X.400 messages. It enables automatic
type recognition for the file being sent and, possibly, automatic invocation of the appropriate
application necessary to process the data.

Encoding of General Identifier

In order to optimize the machine-processing of information encoded in the Parameters and
to enable registration, it is recommended that, if present, General Identifiers should be
encoded as Object Identifiers.

Encoding of Contents Type

It is recommended that the Contents Type parameter be encoded as document type. The
encoding as constraint-set-and-abstract-syntax has been provided only for backward
compatibility with FTAM and its use is discouraged.

Encoding of application specific information
The type of a file can be considered from several perspectives:

As a specific data structure consisting of a sequence of presentation data values -
the position taken by the FTAM standard;

As the output of a certain application - the position taken by e-mail users requiring
the interchange of office documents.

The fact that registered OSI document types have to be recognized by FTAM
implementations and be described according to the requirements of ISO/IEC 9834-2
"Registration procedures for OSI document types" makes use of the Contents Type
parameter inappropriate for expressing point of view (b).

Considering that the environment parameter "application-reference" could describe not only
the application that generated a document but, more generally, the application-level format
of the document, it is recommended that the values given to the "application-reference"
parameter component be Object Identifiers associated with such a format.

Example: If an Object Identifier has been associated with a certain word-processing file
format then this Object Identifier should be used as the value of "application-reference"
when a file of that format is carried by a File Transfer body part, while the Content Type
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parameter should have as its value the Object Identifier associated with the "unstrucutred-
binary" document type.

EITs for the File Transfer body part

It is recommended to use only the id-eit-file-transfer Object Identifier in association with the
File Transfer body part.

The use of EITs describing other parameters of the File Transfer body part such as contents
types, application references, etc. would force all potential recipients to register a possibly
large number of EITs in order to avoid non-delivery of messages.

Use of other extended body part types

The following are guidelines regarding the use of Externally Defined body part types not
defined in the X.400 or other standards:

Use of Parameters component: In simple cases, to ease the integration of
applications to X.400 systems, the Parameters component need not be used.

Use of Data component: For each different format of data, different Object Identifiers
for the Data component are recommended. If an application chooses to use ASN.1 to
format the data to achieve a single representation across platforms, the single-ASN1-
type encoding choice should be used. Otherwise:

The octet- (i.e., byte) aligned choice is used if the data format is octet-
aligned; or,

The arbitrary choice is used if the data is bit-aligned.

Assignment of Object Identifiers: Object Identifiers need to be assigned for the
EXTERNALs, and these identifiers for the Parameters and Data components should be
different. The Object Identifier for an EXTERNAL also indicates the syntax of the data
encoding, i.e., whether single-ASN1-type or octet-aligned or bit-aligned is being used.

NOTE - Use of proprietary Externally Defined body part types is recommended only if the
extended body part types already defined in the standards do not provide the apporpriate
functionality.

In order to communicate with 1984 systems, the use of the Bilaterally Defined body part is
recommended.

Obtaining object identifiers
There are many ways to obtain object identifiers. One such way is described as follows:
The application provider obtains a unique Numeric Name form for their organization

from ANSI, as described in ANSI ISSB 840 and ISSB 843, and appends this number
form to {iso (1) member-body (2) US (840)} to form an object identifier denoting
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their organization.

The application provider (organization) allocates a series of numbers to identify the
application data format; these numbers are appended to the object identifier
constructed in step (i) to form an object identifier that is globally unique. It is
recommended that the application provider (organization) use a hierarchical
structure for identifying their data types to ease the administration of the identifiers.

For example, company PCSoftware Inc. obtains the organization number "999" from ANSI.
The PCSoftware SpreadSheet file for MS-DOS might be assigned the following object
identifier.

NOTE - ASN.1 notation is used. The numbers in parentheses form the identifier, the associated
words describe the number.

{ iso (1) member-body (2) US (840) PCSoftware Inc. (999) MS-DOS-Application (1)
SpreadSheet (3) Data (1) }

Privacy Enchanced Mail body part

This clause describes a mechanism to convey an Internet Privacy Enhanced Mail (PEM)
message across an X.400 MHS. PEM is described in Internet RFCs 1113, 1114, and 1115 and
their successors.

The general Internet mail message format is described in RFC 822. Mapping of RFC 822
messages to and from X.400 Inter Personal Messages is described in RFC 987 for 1984 X.400
and in RFC 1148 for 1988 X.400.

The PEM message is conveyed as a P2(2) body part. All of the RFC 822 header information is
conveyed in the P1 envelope and P2 header per RFC 987 and RFC 1148. The PEM message
(encapsulated security header and, possibly encrypted, message text as described in RFC
1113) is conveyed in a single body part. On the X.400 side, this body part may be
manipulated like any other body part; e.qg., it may be included in a multi-part body.

For 1988 (P22), the PEM body part is externally defined and does not require parameters.
This definition is provided in figure 23.

.-Il

| privacy-enhanced-mail  EXTENDED-BODY-PART-TYPE [
DATA OCTET STRING [
I ::= id-privacy-enhanced-mail I

| -- The object identifier is defined in annex B. I

d
Figure 23 - Definition of the Privacy Enhanced Mail body part type

For interworking with 1984 (P2) systems, a USA body part (integer) will be allocated by NIST
as described in figure 10.
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Selection of OR name attributes

To support the transition to addresses with Teletex components, it is recommended that a
printable string alternative address be established for each address containing Teletex
strings.

Use of the Teletex body part

The Teletex body part should be used purely for structured teletex documents, as described
in 200 and T.60, obeying page rules, etc. It should not be used to transfer T.61 characters,
in a general sense, across the MTS. If only IA5 characters are being used, the IA5Text body
part should be used, especially when interworking with 1984 UAs is relevant. Otherwise, the
GeneralText body part should be used to transfer unstructured character data.

Provision of security class SOA using asymmetric
algorithms

This clause describes one method of providing the security services of class SOA when using
asymmetric (public key) cryptographic algorithms. It is recommended that this method be
used unless the security requirements or policy specifies otherwise. Asymmetric
cryptographic algorithms such as RSA are used to provide digital signatures in support of the
content integrity and (end-to-end) message origin authentication services, as well as proof
of delivery. Since asymmetric algorithms are used, the non repudiation of origin and non
repudiation of delivery services of security class S2 are also provided. Content confidentiality
is provided using a combination of symmetric and asymmetric encryption. The following
paragraphs discuss the protocol elements used to provide these services, as well as
certificate management and other issues.

Protocol elements

The following protocol elements are provided by the originating UA in the submission
envelope in support of the SOA security services.

Content: If the content confidentiality services is required, the message content is
encrypted under the content confidentiality key.

Content Integrity Check: This per-recipient security element is a sighature over the message
content, and provides the content integrity, message origin authentication, and non
repudiation of origin services if content confidentiality is not required. (If the message is
encrypted, the content integrity check is included in the message token.)

NOTE - The message origin authentication check provides a single signature, rather than a
signature per recipient, thus reducing total message size in the case where multiple recipients
are present. However, support for this protocol element is optional for security class S0. In
addition, it is computed over the message content as sent (i.e., the encrypted content if
content confidentiality is used). If the content is encrypted, this protocol element does not
truly provide non repudiation of the unencrypted content. In this case, smaller message size
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was traded off for the additional service of non repudiation.

Proof Of Delivery Request: This per-recipient security element is used to request the
recipient to generate a proof of delivery, in the case where content confidentiality is not
used. (Where content confidentiality is used, the proof of delivery request is included in the
message token, as shown below.)

Originator Certificate: This security element is a set of one or more certificates which the
recipient may use to obtain the originator's public key. For example, it might contain the
chain of certificates from the originator, through the certification hierarchy to a top-level
certification authority.

Message Token: The asymmetric message token conveys security information from an
originator to a single recipient. It is a signed structure, some of whose fields may be
encrypted. The message token is used only when content confidentiality is desired, and
supports the content integrity, message origin authentication, content confidentiality, and
non repudiation of origin services. The following fields are required, and all other fields are
optional:

- Signature Algorithm Identifier: The algorithm identifier of the asymmetric
algorithm used to sign the token.

- Recipient Name: The OR Address and/or Directory Name of the recipient with
whom the token is associated. Since the encrypted portion of the token is encrypted
under the recipient's public key, it is recommended that the directory name be
included, since the recipient's certificate contains his/her directory name rather than
OR Address.

- Time: The time of day when the token was generated.
- Signed Data: The following fields are signed but not encrypted:

Content Confidentiality Algorithm Identifier: The algorithm to be used to encrypt the
message content.

Proof of Delivery Request: This element is used to request the recipient to compute
a proof of delivery over the received message.

- Encrypted Data: These fields are encrypted under the recipient's public key:

Content Confidentiality Key: The symmetric key used to encrypt the message
content.

Content Integrity Check: A signature on the unencrypted message content. |If
content confidentiality is required, this element provides the content integrity,
message origin authentication, and non repudiation of origin services. This signature
is encrypted in order to protect against the "low entropy" attack described in Internet
RFC 1113. (In RFC 1113, the signature is encrypted under the content confidentiality
key.)

NOTE - The encrypted portion of the token will then comprise two RSA encryption blocks.
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The following element of service is generated by the recipient, if requested by the originator.

Proof Of Delivery: This security element provides proof and non repudiation of delivery. Itis
a digital signature computed over the received (possibly encrypted) message content and
various delivery envelope fields, as defined in the base standard.

Algorithm selection

This clause makes no recommendation as to hash algorithms, asymmetric encryption
algorithms, or symmetric encryption algorithms. The implementor must select appropriate
algorithms, based on factors such as performance, cost, and licensing and export
restrictions. A fairly complete list of algorithms can be found in clause 7 (Security
Algorithms) of Part 12 of these Agreements. In some cases, the implementor must also
specify certain algorithm-dependent information. For example, when using the symmetric
algorithm DES-CBC, the implementor must specify the padding mechanism used, since this
algorithm operates on 8-byte input blocks. Internet RFC 1115 defines such padding rules for
DES and RSA in various modes, and these mechanisms are recommended unless security
requirements dictate otherwise. PKCS #1 (see Bibliography, Annex F) discusses such
matters in more detail.

Certificate management

Management of public key certificates is beyond the scope of this recommended practice.
X.509 provides a generic authentication framework which uses the Directory to store
certificates. In the absence of a ubiquitous Directory, local means may be used to obtain
certificates. For example, the recipient of a message might choose to cache those
certificates received in the OriginatorCertificate protocol element of the delivery
envelope.

Each community of interest will define its own policy regarding certificate management and
the associated trust model. An example of a centralized trust model can be found in
Internet RFC 1114, while the most complete example of a decentralized trust model can be
found in the paper on Digital's Distributed System Security Architecture cited in the
Bibliography (Annex F).

Other issues

In the case of the P2 content type, addressing information may be protected by replicating
the P1/P3 recipient names in the P2 heading fields (To:, CC:, and BCC:). The X.400 security
services discussed above are applied to the entire P2 IPM, including the heading and all body
parts. Additional protection of heading and envelope fields may be provided using double
enveloping.

When using X.400 (1988) distribution lists (DLs), one might choose to distribute the private
key associated with the DL to all members of the DL. This allows an originator to create a
single message token in which the content confidentiality key is encrypted under the DL's
public key. (This requires support of the DL expansion history protocol element on delivery,
so that the recipient may select the proper private key for decryption. Alternatively, the
originating UA may expand the DL locally and generate a message token for each member
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(recursively). There is no architected support for this mechanism in the base standard, nor
is there architected support for performance of this function by an MTA when expanding a
DL.
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Annex (informative)

Secure messaging guidelines

Introduction
The purpose of the security functional group is to define an approach to the provision of

secure messaging with Message Handling systems within the general framework of these
Implementation Agreements.

Message handling vulnerabilities

The message handling vulnerabilities (threats) which can be protected using security
measures are defined in Annex D (Security Threats) to Recommendation X.402 (1988):

Masquerading;

Message sequencing;
Modification of information;
Denial of service;
Repudiation;

Leakage of information.

Other specific threats exist if there is a failure to maintain information separation, which
includes:

Manipulation;

Misrouting.
Some of these threats are defined in ISO standard IS 7498, OSI Reference Model, Part 2:
Security Architecture. The ISO standard also specifies other threats, not all of which are

relevant to message handling systems.

Annex D to CCITT Recommendation X.402 (1988) also indicates which MHS security services
may provide protection against such threats.

Some threats to message handling systems cannot be easily prevented, merely detected,
others are not appropriated for standardization.

General principles
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Security policy

A general security policy can be defined as the set of laws, rules, and practices that regulate
how an organization manages, protects, and distributes sensitive information. Thus a
security policy defines an organization's overall approach to security and must cover all
security aspects.

Security within an organization is not only the concern of message handling service and
must be viewed in a more global and general sense. The wider aspects of a security policy
would therefore include personnel security (such as the vesting and confidence placed in
staff), end-user access control, physical, procedural and documentation security. These
Implementation Agreements however are only concerned with Electronic Information
Security (EIS), specifically in the areas of communications (COMSEC) and computer
(COMPUSEC) as applicable to standardization of a secure message handling system
operating in a store and forward environment.

Security classes

In the X.400 (1988) Recommendations, some threats are countered by EIS measures, these
measures are realized by providing security services and implemented using security
elements.

These Implementation Agreements groups together security features of a message handling
system defined by the base standards into separate classes. A security class can be viewed
as a tool which can be used to implement a security policy, and is not a security policy in its
own right but a component of a security policy.

These Implementation Agreements includes a set of security classes; each class stipulates a
set of mandatory and optional security services. The security classes are incremental
subsets of the security features in the MHS Base Specifications:

Security Class SO only requires support of end-to-end security services between UAs
(content integrity, message origin authentication, proof of delivery), and hence can
be used to provide some protection even in the case of transit through an
intermediary MTS which may not be trusted.

Security Class S1 additionally requires support and use of secure access
management within the MTS so as to allow the enforcement of a label-based security
policy and enable trusted interworking between security domains.

Security Class S2 additionally requires support and use of origin authentication
checks within the MTS to verify the origin of messages, probes, and reports, thereby
making it possible to provide non-repudiation within the MTS.

Mandatory security services within a security class can be selected by the subscriber or
user, either on a per-message basis, or for an agreed contractual period of time. It is a local
issue to determine when a mandatory security service is offered for user selection or when it
is permanently invoked. Facilities and mechanisms to support the mandatory security
services must always be provided within the security class, which specifies the services as
"mandatory."
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Dynamic behavior requirements

The use of some security services is always required for certain security classes. This is
specified in these Implementation Agreements by imposing additional dynamic
requirements, to those specified in the base standards, ensuring that the corresponding
protocol elements are always present.

Similarly, use of some security services are prohibited for certain security classes. This is
specified in these Implementation Agreements by imposing additional dynamic requirements
to those specified in the base standards, ensuring that the protocol elements are never
present.

Encryption techniques

The secure messaging facilities defined in the base standards are provided using three basic
security techniques, namely:

Symmetric encryption;
Asymmetric encryption;
Trusted functionality (i.e., COMPUSEC measures).

The base standards permit the use of the techniques on an individual basis to provided
security services or they can be combined in support of a security policy. These
Implementation Agreements combine the techniques in order to provide a comprehensive
set of security facilities, which are intended to counter various combinations of the
vulnerabilities of a messaging service. In some cases the security services defined in the
base standards can only be implemented using one of the techniques above, namely
asymmetric encryption. However, the actual technique employed shall be dependent on the
algorithms, which shall be registered by a security authority for the domain.

It is the intention of these Implementation Agreements that implementations will not be
restricted to asymmetric techniques. All the mandatory security services can be
implemented using trusted functionality in combination with symmetric, asymmetric, or both
encryption techniques.

Although the base standards defines the syntax of an asymmetric token, these
Implementation Agreements takes into account the ISO/CCITT MHS Implementors' Guide,
which permits the use of both asymmetric and symmetric techniques for both the signed
and encrypted data.

The actual technique employed depends on the algorithm used. Algorithms are assumed to
be bilaterally agreed or registered by a registration authority. However, the algorithm-
identifier must be unique and unambiguously define the algorithm.

It is recommended that a conforming ASN.1 BIT STRING is normally used to contain the
encrypted data (as generated by use for the ENCRYPTED macro), thereby ensuring insertion
of padding zero bits which may be necessary for correct operation of certain algorithms.
Alternatively, the implementation should take such action explicitly.
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It is recommended that, in the absence of any requirement for support of other specific
algorithms, implementations shall as a default support algorithms identified in CCITT X.509
(ISO/IEC 9594-8). It is also strongly recommended that implementations are capable of using
any encryption-based technique on a "plug-in" or modular basis.

In the case of verification of SIGNATUREs (e.g., proof of delivery, MOAC, POAC, or ROAC),
implementations should assume that all relevant data present in the subject message,
probe, or report has been included in the signature.

Implementation considerations

Peer Entity authentication

Peer entity authentication is provided using the strong authentication mechanisms on the
various Bind operations, using either asymmetric or symmetric techniques. The key
management information necessary for symmetric peer entity authentication is outside the
scope of these Implementation Agreements.

Confidentiality

Connection confidentiality is provided using the underlying OSI layers and is outside the
scope of these Implementation Agreements. Mechanisms to support connection
confidentiality are subject to bilateral agreement between peers (i.e., connection
confidentiality may even be achieved by trusting the connection to the peer OSI entity).

Content Confidentiality may be achieved by either symmetric or asymmetric encryption
techniques. It should be noted that use of asymmetric techniques precludes submission of
messages to multiple recipients.

Integrity

Connection Integrity is provided using the underlying OSI layers and is outside the scope of
these Implementation Agreements. Mechanisms to support Connection Integrity are subject
to bilateral agreement between peers. It should be noted that the integrity of a connection
can be increased by use of RTSE.

Content Integrity is achieved by computing a content integrity check as a function of the
entire message content. When symmetric techniques are used to compute the content
integrity check a secret key is required. This content integrity key may be confidentially sent
to the message recipient using the message argument confidentiality security element in
the message token (i.e., there may be other keys or parts of the key not sent by the
originator with the message, but the key management of such external keys is outside the
scope of these Implementation Agreements). It should be noted that placing the content
integrity check in the encrypted data of the message token will provide additional protection
against masquerade threats.

NOTE - Content Integrity can also provide integrity of receipt and non-receipt notifications
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(IPNs) and can assist in the provision of "non-repudiation of receipt" since non-repudiation of
delivery may be insufficient where delivery is to a Message Store.

Message origin authentication

End-to-end (i.e., UA to UA) Message Origin Authentication is automatically provided by
content integrity. Security classes S2 and S2a provide additional protection (i.e., of the
integrity of the label) by requiring support of origin authentication checks within the MTS.

Non-Repudiation

If asymmetric techniques are used for content integrity it can also provide non-repudiation
of origin (UA to UA) depending on the level of trust placed in the certificate. If symmetric
techniques are used, content integrity can also provide non-repudiation of origin, but only by
using a trusted notary to validate the content integrity and provide trusted key management
facilities. A degree of non-repudication can be provided by the use of trusted accountability
services.

NOTE - It is assumed that an originating UA will ensure that delivery notification is requested
when proof of delivery is requested.

Secure access management

Secure Access Management can be implemented by a combination of Multi-Level Security
(MLS) functionality by assurance of the various MHS components to support such
functionality. MLS functionality is supported in the base standards by the use of security
labels, security context and the security token and can be applied in a hierarchical and/or
role manner depending on the policy requirements of a domain.

MLS assurance will generally also require other (COMPUSEC) measures and is outside the
scope of the base standards and these Implementation Agreements. Reference should be
made to the appropriate security authority and any applicable security evaluation criteria
(e.g., U. S. DoD Orange Book, UK - Netherlands - Germany - France draft Evaluation Criteria).

Implications for the use of distribution lists

An MTA performing distribution list expansion must create all the per-recipients fields for the
members of the distribution list. It may either generate a new token for each DL member
(i.e., using the recipient name of that DL member) or alternatively it may copy the same
token (i.e., containing the recipient name of the DL itself) into the per-recipient fields for
each DL member. In the former case, the content-integrity-check should not be changed if it
is to be used to provide message origin authentication. Also in such case, the DL expansion
point must have at least the same security class as the originator and must have trusted
functionality. The choice of which approach to use will therefore need to be determined in
accordance with the security policy which may prohibit the use of distribution lists
altogether.

Implications on redirection



Part 8: Message Handling Systems March 1993 (Stable)

The Security Functional Group has the effect of either requiring trust in any redirection
facilities or prohibiting the use of redirection. If the Redirection facility is to be trusted, it
must be subject to the security policy and obey the security labels as defined in the base
standards. It is recommended that the token is not altered on redirection (i.e., it will contain
the originally-specified recipient name).

Implications for 1984 interworking

Interworking between implementations conforming to Security Functional Groups and 1984
systems is not supported. The Double Enveloping technique can be used to traverse an 1984
system.

Implications for use of Directory

The X.400 security services use of the directory service does not require a trusted directory
because the information that is retrieved is certified and can be validated independently of
the directory.

Other threats (e.g., malicious corruption of directory information) may arise from the broader
use of the directory, however these are outside of the scope of the X.400 base standard and
this Implementors Agreement.

Work continues within CCITT and ISO to improve the security inherent in the Directory
standards.

Implications for conversion

Implementation of the Security functional group may additionally either require that any
conversion facilities are highly trusted to regenerate the appropriate security elements
(notably the content integrity check) or prohibit the use of conversion within the MTS
altogether. In particular, it should be noted that use of conversion facilities will invalidate
any origin authentication based on the original content.

Accountability

Accountability depends on the identification and authentication of users, then subsequent
records being kept on the actions taken by users. Therefore, accountability depends on all
the relevant information being properly stored or recorded.

Accountability features provided by domains (or MTAs) are subject to bilateral agreement
between domains (or MTAs) and may optionally provide non-repudiation services.
Accountability features include pervasive mechanisms such as security logs, audit trails and
archives, or they may be mechanisms supported by protocol. Protocols to support
accountability will be subject to bilateral agreement.

Double enveloping



Part 8: Message Handling Systems March 1993 (Stable)

Double enveloping can be used with each secure messaging security class. For each security
class it is an optional extension to the security features which can be used to counter
specific vulnerabilities. When double enveloping is used, it shall be applied at the boundary
of a domain, and obey the rules of an MTA at management domain boundaries. Figure 24
illustrates the technique.

| | Outer Envelope 2 ||

| | | Content2 | | |

I | | | InnerEnvelope 1 [ 1 | |

| | ‘II
I I [ [ Content1 [ | | | |

Figure 24 - Double enveloping technique
Address information in envelope 1 and 2 are not necessarily the same.
Trace information in envelope 1 and 2 are not necessarily the same.

The double envelope technique can be used in 1984 and 1988 MTS environments. When
used in an 1988 environment, any security class can be applied to the outer envelope. It is
recommended that the inner envelope is encrypted. When the double envelope technique is
used as a secure relay path via an 1984 domain, any encryption of the content 2 is subject
to bilateral agreement.

Trace information is not passed between inner and outer envelopes. It is recommended that
trace information on the outer envelope is always archived when the double envelope
technique is used.

Security class SO

Rationale

Security class SO is confined to security functionality operating between MTS-Users on an
end-to-end basis. It is designed to minimize the required functionality in the MTS to support
submission of elements associated with these services. Security services which must be
supported (i.e., must be made available) are those which are considered in any secure
messaging environment, i.e.:
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Content Integrity;
Message Origin Authentication (end-to-end);
Proof of Delivery.

Other security services, such as Content Confidentiality, may optionally be supported.

Technical implications
The technical implications for security class SO are:

It is necessary to provide mechanisms in a UA which can generate the signed,
signature and encrypted macros on message submission; and,

It is necessary to provide mechanisms in a UA which can handle the signed,
signature and encrypted macros on message delivery.

Security class S1

Rationale

The S1 security class is a superset of security class SO and introduces the basic requirement
for security functionality not only within the MTS-User but also within the MTS. This security
functionality within the MTS is designed to support the enforcement of a security policy
within a security domain. As a consequence, S1 enables trusted routing to be implemented.
NOTE - The level of trust in the route will depend on the level of trust in the security label and
security context.
Technical implications

The technical implications of security class S1 are:

It is necessary to provide mechanisms in a UA which can generate the signed,
signature and encrypted macros on message submission;

It is necessary to provide mechanisms in a UA which can handle the signed,
signature and encrypted macros on message delivery;

It is necessary to provide mechanisms in the MTA for registration, change-credentials
and bind abstract operations (i.e., signed macro for bind);

It is necessary to provide mechanisms in the MS for MS-registration and MS-bind
operation (i.e., signed macro for MS-Bind);

It is necessary to support message security labelling (the level of assurance is
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subject to individual security domain requirements);

It is necessary that reliable access is always supported;

It is necessary for the MTAs to check the existence of the security elements which
are classified as "dynamic mandatory";

It is necessary to provide a trusted connection between peers to provide adequate
confidentiality, integrity and peer entity authentication.

Security class S2

Rationale

Security Class S2 is a superset of Security Class S1. It enhances the facilities of the MTAs in
order to check the origination of messages, probes, and reports within the MTS and to
provide enhanced integrity checks on the security label while in the MTS. The extra security
services provided by this security class can help to provide trusted routing within an MTS.

Additionally, it is possible to provide non-repudiation within an MTS.

Technical implications

The extra security services specified by Security Class S2 use asymmetric techniques
exclusively.

The technical implications are as in Security Class S1, plus:

It is necessary to provide mechanisms in an MTA and UA that can process the signed
macro of certificates;

The constraint that the option of supporting Content Confidentiality cannot be
allowed when the message origin authentication check (MOAC) is used to provide
non-repudiation services. Under this condition Content Confidentiality is not
supported. If the MOAC is not used for this purpose, Content Confidentiality can be
supported as an optional security service;

It is necessary to provide mechanisms in a MTA which can generate and process the
signature macro of a message, probe, and report authentication check (MOAC, POAC
and ROACQ);

It is necessary to provide mechanisms in a UA and MTA that can interface with an
X.500 directory supporting the Authentication Framework as defined in X.509/ISO
9594-8 or can distrubute public keys by other trusted means which is compliant with
X.509;

It is necessary to provide a trusted means of generating certificates;

It is necessary to provide mechanisms in the MTA which can process a proof of
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submission request and generate the proof of submission signature;

It is necessary to provide a mechanism in an MTA which will generate ROAC
signatures with reports;

Connection confidentiality is only provided by this security class when the message-
origin-authentication-check is computed using clear content to provide non-
repudiation of origin security service (i.e., non-repudiation is provided only on the
clear content of the message);

The irrevocable proof required to provide non-repudiation within the MTS is achieved
by the management of asymmetric keys. The explicit definition of asymmetric key
management is outside the scope of these Implementors Agreements.

Confidential security class variants (S0Oa, S1a, and S2a)

Rationale

These security class variants are supersets of SO, S1, and S2, adding the requirement for
support of end-to-end content confidentiality. The rationale for these variants is to avoid the
implementation cost and processing overhead involved in encrypting the entire message
content unless there is a definite requirement. It is also possible to protect the encryption
techniqgues and mechanisms (i.e., algorithms, key lengths, key versions, etc.) by Secure
Access Management.

Technical implications

The technical implications of the confidential security class variants are the same as those
for the corresponding primary security class, plus:

It is necessary to provide mechanisms in a UA which can use the encrypted macros
to encrypt and decrypt the message content.
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Annex (informative)

Defense message handling profiles

Introduction

Several additional requirements for Message Handling Systems (MHS) in the U.S.
Department of Defense (DoD) are currently being investigated by the Data Communications
Protocol Standards (DCPS) Technical Management Panel (DTMP). This annex describes the
DoD Standardized Profile(s) (DSP) that are required for Defense Message System (DMS) use.

Two multipart DoD profiles are currently defined, namely:

- DSP AMH1n(D) - Information Technology - Defense Standardized Profiles AMH1n(D)
- Message Handling Systems - Common DoD Messaging

- DSP AMH2n(D) - Information Technology - Defense Standardized Profiles AMH1n(D)
- Message Handling Systems - Military Messaging

These profiles will be published as part of the MIL-STD-2045 series. The AMH1n(D) profile
consists of a DoD delta to the AMH1n ISP. AMH2n(D) is a standalone profile of a new military
messaging content type (P772) based on the IPM content type. These extensions support
military-unique functionality required by the DMS.

For further information on these profiles, contact:

DTMP WG/2 Chairman

c/o Defense Information Systems Agency (DISA)
Joint Interoperability Engineering Office (JIEO)
Code TBBD

Fort Monmouth, NJ 07703-5000

Phone: 908-532-7726
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Annex (informative)

Differences between OIW Agreements and EWOS/ETSI
Draft Profile A/3312

P7

The "and," "or," and "not" elements of Filter are optional in A/3312.

The "equal," "greater-or-equal," "less-or-equal," and "present" elements of Filterltem are
optional in A/3312; however, at least one must be implemented.

The List and Summarize operations are optional for the UA Kernel in A/3312.

The "precise" element in the Fetch operation is optional for the UA Kernel in A/3312.



Part 8: Message Handling Systems March 1993 (Stable)

Index
Abstract Services
Abandon 21
Add Entry 21
Bind 21
Compare 21
List 21
Modify Entry 21
Modify RDN 21
Read 21
Remove Entry 21
Search 21
Unbind 21
Application Contexts
ms-access 14
ms-reliable-access 14
mts-access 14, 16
mts-forced-access 14, 16
mts-forced-reliable-access 14, 16
mts-reliable-access 14, 16
mts-transfer 9
mts-transfer-protocol 9
mts-transfer-protocol-1984 9
ASN.1 Types
AdditionalBodyParts 112
AlertArgument 88
AlertResult 88
AttributeSelection 89
AttributeValueAssertion 89
AuthorizationInformationField 111
Auto 88
AutoAlertRegistrationParameter 88
AutoForwardRegistrationParameter 88
Body 111
BodyOrRemoved 112
BodyPart 71
Certificate 94, 101
Common 65
CommonFields 112
CountryName 67-69
CrossReferencinglnformationSubfield 111
DeleteArgument 87
DeleteResult 87
DLExpansion 66
DLExpansionHistory 62, 64, 66
DomainDefinedAttribute 68, 82, 83
DomainName 66-69
EDIApplicationSecurityElementsField 110
EDIM 109
EDIM-ExternallyDefinedBodyPart 112
EDIMBodyPart 111
EDIMIdentifier 109
EDI

N ==



March 1993 (Stable)

EDI

Part 8: Message Handling Systems

Z04H —m 4= UO .- 0OCXKX VTSV NWL.. V_T w0

— - O

EDI

ZX 0V Vv.->0lL._ 0_T

— - O

Enc

OT VT —-—Cyw O



Part 8: Message Handling Systems March 1993 (Stable)

r

V"('D'O‘<—|:SO_""‘Q)3

i@

a0 !' WO

& 00

Entr

So~—mf@w3gTos—<

O 0

Ext

OrtTC o T TS50 TV S0



Part 8: Message Handling Systems March 1993 (Stable)
6

8
Ext

M3 O T w» S0

N O o —m —

oo ' ~AO

oo

Fetc

"":SfDBClQ"):T

~ 00

Fetc

F—c uwm x>

~ 00

Filte

Filte



Part 8: Message Handling Systems March 1993 (Stable)
r

3o -

O 0

FNP

OO TTMOMOO0ONIOoOVNIDICIU

QP

FNR

MO QO N3O WO M

o —m —

[SS=

FNU

ovwaomIWNZD>



March 1993 (Stable)

Part 8: Message Handling Systems

cOoTow

.— UV _T

~ = m

FNU

nooexovownwocLoo VWL .- T

— <t

For

SO0 L0204 — 4 U0 .—OCL._ U_T



Part 8: Message Handling Systems March 1993 (Stable)

S
1
1
3

Gen

S0 UK QOO WX DO~ O

N~

Glo

SO ATS0OOQOT3S TW30oUToO

U o

Hea



Part 8: Message Handling Systems March 1993 (Stable)
g

oo

Hea

SO VSO X mMmQSTQ

H

Info

(DUIQ)WZSO_""'QJB"

O

Info

OO TOTQOSO0 T3

(@]

O©or



Part 8: Message Handling Systems March 1993 (Stable)

Inte

O —®m "M >Mm® 0T TOMmXIOQ SV TN

o

Inte

M ODODQOS>SOUVODOQ SV TN

o —m —

e

Inte

(oI NN U B Bl < R



Part 8: Message Handling Systems March 1993 (Stable)
|

n
f
(0]

T NO

O

Inte

DO_""'Q)B“O_"D_fDﬁQ)“H_Q):S"

~N O

Inte

('D_mDO_""'Q)B“O_":S_fDﬁQ)“ﬁ_Q):S"



Part 8: Message Handling Systems March 1993 (Stable)

m

e
n
t

~N O

IPM

(@ N}

IPMI

SO h— S0 Q

P

IPN

(@ N}

List

"":5(D3Cl0"]>

List

+~—cwuwoD

o 0

Mes

VTt ggNQ LW



Part 8: Message Handling Systems March 1993 (Stable)
1
2
Mes

DT O—D<SITM< SO ——DUDQ O W

=) B U= B (o N |

[eol{e]

S RPOR

N O

Mes

U)“(D""('DBQJ"Q)'U(DLQQ)U)



Part 8: Message Handling Systems March 1993 (Stable)

1
1

=

Mes

N~ (D'OO_(D<3I'I130_‘V’U’_'30'CM(DLQQ)U’

e NeN

N O

Mes

TV SO TS HHDQ oW



Part 8: Message Handling Systems March 1993 (Stable)

e

N (o) M o)) M O —m<>mMm™-

w ©o

MS-

' 30O T S cCc@Q —Th3>300

Tunocom-™

U1 0o

MS

"":SfDBClQ“)Q_:S_‘w



Part 8: Message Handling Systems March 1993 (Stable)

BRI

MTS

S0 h— S0

R o))

E- o]

Neg

MSOoO—fYN—"Hh—t0z=Zd< QO



Part 8: Message Handling Systems March 1993 (Stable)

n o —m

W=

NNP

O—0OTTMODOO0ONIOVYMDdICIU

W=

NN

MO QOO NSO WY MdX

o —m —

W=

NN

O oTWN=Z>C



March 1993 (Stable)

Message Handling Systems

Part 8

T wnocUOoOT oUW

— UV _-T

~ =M

=
p=

DndvexovoownwnocLVoOTUVW.. T

~ =M

=
o

TCoOr0unun<cosOaoaps.-0cCc o —



Part 8: Message Handling Systems March 1993 (Stable)

M3V =Z<SOTOOT—Q

M) o))

~N O

OR

SO MDD TS OoWVLOQ

N

OrganizationUnitName 68, 82, 83
OriginatorAndDLExpansionHistory 64, 67, 84
ORName 61-67, 81, 82, 84

Parameters 88

PerDomainBilateralinfo 62, 63, 66
PerRecipientMessageSubmissionFields 78, 95
PerRecipientProbeSubmissionFields 79
PerRecipientReportDeliveryFields 81, 96, 101
PositiveNotificationFields 113
PrimaryBodyPart 111

PrimaryOrRemoved 112
ProbeSubmissionEnvelope 79, 100
ProbeTransferEnvelope 61, 63, 93

Range 90

RecipientReferenceField 110
RecipientSpecifier 71

RecipientSubfield 110

Redirection 67, 84

RedirectionHistory 65, 67, 84
Register-MSArgument 87, 103
Register-MSResult 87



Part 8: Message Handling Systems March 1993 (Stable)
RelatedMessageField 110
RelatedMessageReference 110
ReportDeliveryEnvelope 81, 96, 99, 101
ReportTransferContent 61, 64
ReportTransferEnvelope 61, 64, 92, 93
SecurityElementField 112
Selector 90
ServiceStringAdviceField 111
SummarizeArgument 86
SummarizeResult 86
SyntaxldentifierField 111
Tracelnformation 62, 64, 66
TracelnformationElement 66

ASN.1 Values
absent 86
acknowledgement-request 110
acknowledgment-mode 71
action-request 110
actual-recipient-name 65, 81, 93
additional-body-parts 111, 112
additional-information 65
address 67, 88
address-for-reverse-routing 111
administration-domain-name 66-68
alert-addresses 88
alert-indication 86
alert-qualifier 88
alert-registration-identifier 88
algorithm 94, 101
algorithm-identifier 93, 100, 101
allowed-content-types 85
allowed-EITs 85
alternate-recipient-allowed 62, 63, 78, 79

and

O 00

any

O 0

app

™SO ' VLTSN ! 5SSO0~y Nn——



Part 8: Message Handling Systems March 1993 (Stable)

0O >Mm

=

=

app

™m0 >3m®>Sm® D' 330 T 0 T

OO

app

o0 T3 ' T3 TXOT

O 0

arri

Mg~ —o<



Part 8: Message Handling Systems March 1993 (Stable)

NOoO P o

asy

SOAO ' 0TS TD33g

O O ) N (e] AN O (o] T NO T wWwo

N O

atte

QM TT 3

~N O

atte

Q®TDT 3



Part 8: Message Handling Systems March 1993 (Stable)

3_'0.’300_

[e) @)}

attri

nworrco

O 0

aut

SO~ @3IT OS> T !'30TTUNTIOT

o

S

aut

QO N —= 0=



Part 8: Message Handling Systems March 1993 (Stable)
i

(0]
n

SO T T CO!'530 T30 NI T

e

aut

'Q 53 TN T T O

w0 wnc

(@R N

aut

530 —TFfOo o ' O

(oo



Part 8: Message Handling Systems March 1993 (Stable)

WS o —rgyg-+n—TQm-

~ 00

aut

'O

' 30 TTTT0 O

WSO —ryg-3I+tn—@Qm--

~ 00

aut

o

oo s o

('DBCLQ"Q)



Part 8: Message Handling Systems March 1993 (Stable)
t
S

o 0

aut

T>JMmM330N 'O O™ O

(@R N

aut

omo-SwsE SO oO

(@]

aut

JoNn'@3~"a- w50 o



Part 8: Message Handling Systems March 1993 (Stable)

m

~ 3> 0

o 00

avai

' T oo —

ODrCcoD g

nwoo !

o 0

avai

'otco ' ® OO —

w30 ~—TToOoQ

bila

O St



Part 8: Message Handling Systems March 1993 (Stable)
|

So—mau3gTohs

[e) )]

bila

QM —thDQ'< ——w @t

N

bin

>SMODAXOT! O

o (o]



Part 8: Message Handling Systems March 1993 (Stable)
1

0
3
blin

wrrs>OoO o T '<KTON ! Q

bod

o

N =

bod

O >3m®® D! 0T <

=



Part 8: Message Handling Systems March 1993 (Stable)
1

N ==

buil

— 00

buil

T+

5 -

oOMmMOoOoOonso !

So—m@w3gz-To-3 !



Part 8: Message Handling Systems March 1993 (Stable)

T Uo oo

00

cert

ot — =

o (o]

T WwWoRr T PO T OO0k

=

cert



Part 8: Message Handling Systems March 1993 (Stable)

ST RO M e NN U T WwWo oSrfrOT ' 3O T o n

Ul =

cha

D Q

0w —9o9 —TFT>350D0O0M®TO!

~ 00

cha

>SOQOMm®TTONMmhQ S



Part 8: Message Handling Systems March 1993 (Stable)

w—g

w o

chil

'O

wo—"=" T30

[@N{e]

co

5033

nwo—m-—""

(@2

co

' 3033

® 395

[ecle)}

co

""Q)ﬁ_'DCBB



Part 8: Message Handling Systems March 1993 (Stable)

'TTSO300 QO ' W3O

a —

o

co

"o ST OWVW! ASO3O0TO0'9YTYVO ! TSO®3 0T 3

=

=

con

~+



Part 8: Message Handling Systems March 1993 (Stable)

n
t

6
1

T OO0

o

=

con

"+ 35 @t

<t —g S DOMQTThI OO0

' 33""‘_'“ oK —w



Part 8: Message Handling Systems March 1993 (Stable)

S0 h— S Q-

T NO

N

con

'+t 35 @ rt

<t——g 30— 30N



Part 8: Message Handling Systems March 1993 (Stable)

T wWwo < 0 X

T U

N

con

T NO

= 00



Part 8: Message Handling Systems March 1993 (Stable)

con

SO —h— SO QT ! S @t

N O

e NeN



Part 8: Message Handling Systems March 1993 (Stable)
1

con

< rFTsQ Dt — >S5 Dt

A0 OO0

T wo

[eole]

con

=S Q @S



Part 8: Message Handling Systems March 1993 (Stable)

T Wwo < 00X '

[(o{e]

con

T wWwo orfQ >3 o — !

O

con

L= B B e N O = I

m -



Part 8: Message Handling Systems March 1993 (Stable)

0 ocCc

T NO

[oc BN

con

Do !

T RO

- 00

con

oo !



Part 8: Message Handling Systems March 1993 (Stable)

oM+ OoOTTCWL

o 00

con

w —0 =

DO BN |

~N ©

con

'30 TV <

0w+ —mo

(@]

con

'30 TV <

>+—s



Part 8: Message Handling Systems

March 1993 (Stable)

oMm+~—To~™TIO0™TT ' Wun o —

N O

O

Q' 0o

converted-encoded-information-types 65, 66, 80, 81

copy-recipients 70

count 86, 89

country-name 66-68

cover-note 88

creation-time-range 90

criticality 66, 109
cross-referencing-information 109
data 71, 72

data-element-separator 111
date-and-time-of-preparation 109
decimal-notation 111
default-delivery-controls 76
deferred-delivery-time 62, 78, 88
deferred-time 66, 67
delete-after-auto-forwarding 88
deliverable-content-types 77
deliverable-encoded-information-types 76
deliverable-maximum-content-length 76
delivery 65, 81, 93

delivery-envelope 72, 111
delivery-flags 80

delivery-time 72, 111

directory-name 68

discard-reason 70
disclosure-of-recipients 62, 63, 77
dl-expansion-history 62, 64, 80
dl-expansion-prohibited 62, 64, 78, 79
dl-expansion-time 66



Part 8: Message Handling Systems March 1993 (Stable)
dl-operation 66, 67
domain 67
domain-defined-attributes 68
domain-supplied-information 66
edi-application-security-element 110
edi-application-security-elements 109, 112
edi-application-security-extensions 110
edi-body-part 111
edi-bodypart-type 109
edi-encrypted-primary-bodypart 110
edi-message-reference 110
edi-message-type 109
edi-notification-requests 110
edi-notification-requests-field 110
edi-notification-security 110
edi-reception-security 110
edim 109
edin 109
edin-initiator 112
edin-originator 112
edin-receiver 109
edin-receiver-name 110
encrypted 71
encrypted-data 63, 92, 95, 96, 98, 99, 102

enc

SO TSRS QMPQ T JTTTTO0OQ TN 30 AT K S

w o



Part 8: Message Handling Systems March 1993 (Stable)
2

’

Ul

o O

[{ole]

entr

So—Mf@3gT oD T <

~ 00

env

(SN Lol ®))] T O — 0

[e) BN

equ

O < = =9

expi

< =



Part 8: Message Handling Systems March 1993 (Stable)

T O f'DB_""'

oo

expl

SoO—TuTM<SOoON ! A -

T NO

o 00

ext

'O MmO S0

sS~o>



Part 8: Message Handling Systems March 1993 (Stable)

nunm-oow ' XSO0

[ocle)}

ext

50 w30

w O

ext

PO ' M®MFTCco Tty ! 30 TWVL3SO

[oele)}

ext

Qo ' 30 W30



Part 8: Message Handling Systems March 1993 (Stable)

N B =i o i B

hDcC —o<

[ec]e)]

ext

T 00O wotTco Tty ! 30 TW0V SO

Ul =

ext

'O ' 30 "WV S0

o o



March 1993 (Stable)

Part 8: Message Handling Systems

T -V unwn .

voEoocoucuown

O

ext

Cwn.—-O0C,

OC >0n.— U O

1 OV —.— >0 « >

T T =0V wnuwn .

vo€&aooc



Part 8: Message Handling Systems March 1993 (Stable)

(2B = B 0))

[ecle)}

ext

w30 ~unwS0

N O



Part 8: Message Handling Systems March 1993 (Stable)
6

S NO R

Ul =

ext

— QY 35 T 0

N )}

= 00

ext

—Q S5 T 0

'Y oo T !



Part 8: Message Handling Systems March 1993 (Stable)
1
1
2

ext

V"('D'O‘<""'30"""9)3"0""3_"0_(DO_003(D'_QJD"f'D

T Uoo

H 0

ext

' T ST

'oQ O 0nn o3

—



Part 8: Message Handling Systems March 1993 (Stable)

O 3>3m®>m® 0

o

ext

oM TP Qo '< T T TO

N

fetc

wrt—co—“"DQ ' O®OFTCOD Tt ' T

~ 00

fetc



Part 8: Message Handling Systems March 1993 (Stable)

w >0 N TS 0

U1 00

filte

o 00

[@Ne]

fina

O 0

first

S0 —T O mS !

o

N =

fn-

('D_'_"'DOBBOO



Part 8: Message Handling Systems March 1993 (Stable)
|

d
S

[SS =

fn-

w30 ~TWL3>3MDTX0

[SS =

fn-

MO OoON'N~—TW0NWOWUT'CYVWAODT

AR

fn-

C 0 O0O0T

Nn—twnwosQo—a!



Part 8: Message Handling Systems March 1993 (Stable)

NG

fn-

MOoOOoOnNn ' S50y MmM™T ' CYWODT

W=

fn-

Mo OoOnNn ' >S0MLY M

=

w

fn-

AOODITO '< TS cOo0wn

W=



Part 8: Message Handling Systems March 1993 (Stable)
fn-

<TYOTTSO3IOTTTCWL

So—mow3gzTo-hs —

[SS =

fn-

' C

v 3

o v o

(Ol eNeolNg]

W=

fn-



Part 8: Message Handling Systems March 1993 (Stable)

0O~ rT0nosSKuw

W=

fn-

' C

'So0vo o ' W3

(Ol eNleolNg]

W=

fn-

O TuwLwoooT! DO L C

(Ol eNeolNg]

QP

fn-

n c



Part 8: Message Handling Systems March 1993 (Stable)
r

O —Trrunosuo —To !

QU

fn-

'J00o0 O D W C

DO OoOONn

W=

for-

[e) )} <TTO<TT0OQ

for-

Oo~wwu-—3z3oTcwn



Part 8: Message Handling Systems March 1993 (Stable)

n

[e) )]

for-

=MD w0 S QY 8 rt

[e) )]

for

fDBQ):S'_Q)B

P

for

Z—Um'omo- oS

=

=

for

0O —"Sh—"TOoO5S ' aMmaT oS



Part 8: Message Handling Systems March 1993 (Stable)

3530 &t

N ==

for

o' ama oS

[SS =

for

TuLoOoCcOoOMmT 'QSTATO S

[oc BN

free

"35> ' 30!

R

fro

3



Part 8: Message Handling Systems March 1993 (Stable)
8
9

[@N{e]

g3-

mD——3"wnwoo-

P

g4-

nno —0n

P

gen

ST T CO ! 30O YO

~N O

give

®393>5 '35

~N O



Part 8: Message Handling Systems March 1993 (Stable)
global-domain-identifier 65-67, 84
greater-or-equal 89
heading 70, 109, 112
heading-extensions 109
highest 86
ia5-text 71
identification-code-qualifier 110, 111
implicit-conversion-prohibited 62, 63, 78-80
importance 70
incomplete-copy 70, 109
information-base-type 86, 87
initial 89
initials 67
initiator-credentials 61, 74, 85, 91, 97, 103
initiator-name 61, 74, 85
inlog 89
intended-recipient-name 67, 84
interchange-control-reference 110
interchange-recipient 110
interchange-sender 109
internal-trace-information 62, 64
ipm 70
ipm-preferred-recipient 70
ipn 70
ipn-originator 70
isMessageStore 74
iso-3166-alpha2-code 69
issuer 94, 101
item 87, 89
items 87
labels-and-redirections 77, 97
languages 70
last-trace-information 65
latest-delivery-time 62, 78
less-or-equal 89
limit 90
list 87
list-attribute-defaults 87
local-identifier 65, 84
local-postal-attributes 68
lowest 86
maximum-content-length 85
message 61, 72
message-data 111
message-delivery-identifier 79
message-delivery-time 65, 79, 81, 93
message-identifier 61
message-origin-authentication-check 62, 78, 80, 93, 100, 101
message-reference 111
message-security-label 62-64, 78-81, 91-93, 95, 96, 98-101, 103
message-sequence-number 63, 95, 96
message-submission-identifier 75

mes

n'roQ o n



Part 8: Message Handling Systems March 1993 (Stable)

SO ~Twuww=—30C

U~y g T

o

mes

SO XO ' DPDQoO W

T wWwo



Part 8: Message Handling Systems March 1993 (Stable)

N O

mes

EEIN Q> T s VDoKQ oUW

mix

mPQOo3'Qa

N~

mta

BRI

mta

o 395!

~N O

mta

oM~ —TTTCWn!



Part 8: Message Handling Systems March 1993 (Stable)

So—mf@w3z-So3

~N O

mT

Sowoc ' n

AN

na

® 3

[(o (o]

nati

—THhnoao'< TTow3O0



Part 8: Message Handling Systems March 1993 (Stable)
e
d

N

neg

D < — o

SoO—foA——h—t03S

=

net

WD ooOW ! AT OS

~N O

new

nw—9o9 —TF>350DOM®TO!



Part 8: Message Handling Systems March 1993 (Stable)
7
7

’

[eol{e] T N

woRr

new

oo <K 333!

nex

T O 00 -~

~ 00

nn-

WO__fD_'_"'DOBBOﬁ

W=

nn-

w>mTX0



Part 8: Message Handling Systems March 1993 (Stable)

(0]
n
S

W=

nn-

mMOoOoOoON ' N ~—TWLWLUUT'CYVQOT

W=

nn-

O —TFTunoOSKuY —TOo ' CYOT

W=

nn-

' C 0 0T

oOwnwom-™



Part 8: Message Handling Systems March 1993 (Stable)

MmO onNn ' >

[SS =

nn-

MOOoONn ' 00N M-

[SS =

nn-

SO T30 ™D TI!'KKTOOTTSOIO T TCTCL

W=

nn-



Part 8: Message Handling Systems March 1993 (Stable)

Y3

oo o

(oo elNg]

[SS =

nn-

' C

Nn—TruwosSQoO Q' wg

W=

nn-

fDQ_Oﬁ'DOU’QJ(D"'UIB'Q)C

=



Part 8: Message Handling Systems March 1993 (Stable)

w

nn-

O TuLwoooT! SO LW C

(oo elNg]

[SS =

nn-

0o —TfTunWoSKOYW —Ta!' 3D wCc

[SS=

nn-

' JOwVwWoo MM ! D WL C

(Ol e eolNg]



Part 8: Message Handling Systems March 1993 (Stable)

W=

non

Ao o

M RN T uUo U’"(D""(DBQ)"Q)'O

00

non

T uUo <-TOo<~T—mQo'!

T =00

non



Part 8: Message Handling Systems March 1993 (Stable)

'O TN OSQOU TO 'K TD <

M o] U o [P eNelNg]

w O

non

<D< TTTO Q!

' 00 M

(oo elNg]

(S}



Part 8: Message Handling Systems March 1993 (Stable)
8

1

9
3

non

wo—m——h! tT OO M !

(@2

non

SOwoe o™ ' T TO®MOM® T !

(@3N}

not

O 0

not

S @t >

O



Part 8: Message Handling Systems March 1993 (Stable)
0

1
not

T h~O ® SO0 D

— oK

noti

50—t A ——h

wrrunomcom-

N

noti

I 50—t AN —

< TS CcC OO0

(']



Part 8: Message Handling Systems March 1993 (Stable)

3 ®

0w T30

N ==

noti

So—rtan——h

HHE D3 T

N

noti

TS oy T h

wW>30~~TWL3>3MDTX0

>
c
N ==

' 3 mT 3



Part 8: Message Handling Systems March 1993 (Stable)

[0}
f

nwoQe oo !

P

nu

0~ o3

[(el¥e)]

nu

SOTThTASOQT ! STOoVS 0TS0 g

~N O

obs

omTm®—O0

n—-—om'



Part 8: Message Handling Systems March 1993 (Stable)
1

0
9
obs

wWZToU—'Qam*tD—O0

(@ N}

old-

0w —o —F>3DODOm®TO0N

~N

w o

or

O

org

53530 QO N —T35Q



Part 8: Message Handling Systems March 1993 (Stable)

395

~N O

org

' T 53O0 O N T35SO

wmgm:s'f'r—':sc

~N O

orig

>3O0 T>00!' T 3T

=

N B

orig

' T S5 —

0



Part 8: Message Handling Systems March 1993 (Stable)

n

< rt—Ss@Q@mtS

A0 OO0

N ==

orig

' T o 5T

SO TS OQT ! 3Ta0

o

orig

' —o 3> —

(@R}



Part 8: Message Handling Systems March 1993 (Stable)

wWOoT<T!' SO TTY3ITO™S T amQao

~N - e} T wo [aal®)}

o' O

originally-intended-recipient-name 65, 80, 81, 93
originally-specified-recipient-number 62, 64, 65
originating-MTA-certificate 75, 100
origination-or-expansion-time 67, 84

originator 70, 109
originator-and-DL-expansion-history 64, 81
originator-certificate 62, 64, 78-80, 93, 100, 101
originator-name 61, 63, 77, 79, 88
originator-or-dl-name 67, 84
originator-report-request 78, 79, 88
originator-requested-alternate-recipient 62, 64, 78, 79
originator-return-address 62, 78, 115

ORName 115

other-actions 66, 67

other-fields 79, 96



Part 8: Message Handling Systems March 1993 (Stable)

other-parameters 88, 112
other-recipient-names 80
outlog 89
override 90
parameters 71, 72, 94, 101, 111
pds-name 68
per-domain-bilateral-information 62, 63
per-message-indicators 62, 63, 77, 79, 88
per-recipient 93
per-recipient-fields 62, 64, 65, 88, 92
per-recipient-indicators 62, 64, 65
permissible-content-types 76, 77
permissible-encoded-information-types 76, 77
permissible-lowest-priority 75-77
permissible-maximum-content-length 75-77
permissible-operations 75-77
permissible-security-context 75, 76, 97
PerRecipientMessageSubmissionFields 115
personal-name 67
physical-delivery-country-name 68, 115
physical-delivery-modes 62, 78
physical-delivery-office-name 68
physical-delivery-office-number 68
physical-delivery-organization-name 68
physical-delivery-personal-name 68
physical-delivery-report-request 63, 78
physical-forwarding-address 65, 81
physical-forwarding-address-request 62, 78
physical-forwarding-prohibited 62, 78, 115
physical-rendition-attributes 63, 64, 78, 79
place-holder 112
pn-common-fields 113
pn-extensions 113
pn-supplementary-information 113
positive-notification 112
post-office-box-address 68
postal-code 68, 115

pos

wnwuom--ToowY ' MDMTFSYFTLOT ! DT

(e}



Part 8: Message Handling Systems March 1993 (Stable)
8

pre

o unw 0N

~ 00

pre

o 0 T3> 00

O 0

pri

"""Q)'U"<Q_OO"‘<"Q)3

=

N ==

pri

<03m""‘o'~<"m3



Part 8: Message Handling Systems March 1993 (Stable)

e
d

N ==

pri

WESEOTT TO0T < TS J

(@2

prin

® oWt

[{olye)}

prio

NN T NO < ==

[@Ne0]

0 00

priv

@]



Part 8: Message Handling Systems March 1993 (Stable)
1

0
3
priv

ATOoO3'<No

N O

priv

D T

3_‘0)300_'

SO h— ST

[e) )]

priv

D T

'3_'0.’300_'

QS



Part 8: Message Handling Systems March 1993 (Stable)

pro

[l )}

pro

® T

S h— S

w o

pro

' DT

'3 @ — - o

' 30O Tt N0 TSSO TC O

A0 OISO



Part 8: Message Handling Systems March 1993 (Stable)
6
4

T wo

pro

' T [eoNeh

30_'MU1_'30'CW

SO h— S

pro

' DT

30_'MU1_'30'CW

-~



Part 8: Message Handling Systems March 1993 (Stable)
i

m
e

U

pro

<K 0T ST @S Tuunmo

O OoOn

or R

pro

L Ne)

)

T uUo <-TOo<~T—mQo'!

T o

T =00



Part 8: Message Handling Systems March 1993 (Stable)

pro

L Ne)

'K T o< TTMmQ ' ThO

TunnoOocCO Mm-S

T wo

pro

1 —h

—h



Part 8: Message Handling Systems March 1993 (Stable)

30_‘U1U)_'30'CU)

DO BN |

[eoNeh

pro

L Ne)

s Ne)

'30_'Ulm_'30'CU)

TunnocCcOoO Mm-S

T 00N

[N

ran

rec



Part 8: Message Handling Systems March 1993 (Stable)

~T — O

nwo—m--—"h"

(@ N}

rec

Mg~ T T

(@R N

reci

= 3> M® 0T

o

reci

e B B o]

oMo Tunno

- Q



Part 8: Message Handling Systems March 1993 (Stable)

' Tt 3> m T

TS0 TT 00

N~

reci

' +t3>3® T0T

S U DY O RSO0

T = 0

T OO0



Part 8: Message Handling Systems March 1993 (Stable)

1
0
1

Ul =

reci

w30 ~"TWLS>SODTXO!' T3 M® O

o

reci

SO~ TSSO TS D 0

o

reci

e)



Part 8: Message Handling Systems March 1993 (Stable)

n
t

© 395"

T NO

o 0

reci

f'Dﬁ_'<Q_QJ'"O"‘"‘f‘DO‘BCJ""‘Df‘D_"O

T wo

reci



Part 8: Message Handling Systems March 1993 (Stable)

L s ()

""'DCDBDLQ_'U?UIQ)('D“

oMt ~—UT T30 T

T NO

O

reci

'3 ®M® 0T

O >3m® M D



Part 8: Message Handling Systems March 1993 (Stable)
1
1

reci

SO TOCO!'®MOSOTM® DT ! 3OO

o

reci

0wt > om0

o

redi

oMo m™

) o)



Part 8: Message Handling Systems March 1993 (Stable)

redi

So—aoo-

'wo < TO0rfwn —/o!

[S20e)}

— 00

redi

' 5330 —rt0O M

T NO S Ownwo -

E- o]

redi

o—rom=



Part 8: Message Handling Systems March 1993 (Stable)

n

SN g T

00

regi

' o Twn

——o3

PO rr !

T wo

regi

5350 Qo W0

SO h— ST

(o]



Part 8: Message Handling Systems March 1993 (Stable)
7
regi

_‘('D""f'DBQ)“QJ'O':SO_""'Q)"f"‘U)

rela

wzow— ' oo

(@R N

rela

V’('DlQQJU)U’(‘DB'O.('D""

OO

rela

o m<



Part 8: Message Handling Systems March 1993 (Stable)

6
7
rele

[0 2Y)

Sofaon—as5 —

I

rem

'am<O

- Qo

N < ooT'!

rep

WS —Oo0rt=S o

repl



Part 8: Message Handling Systems March 1993 (Stable)
|

P
M

(@ N}

repl

[ B O N o Bl BN O NER BELE 9

(@ N}

repl

oM TuLocomT '

=~

repl

o3y =<

(@R N

report 61, 65, 81

report-destination-name 64

report-identifier 64
report-origin-authentication-check 64, 81, 93, 101
reporting-DL-name 64, 81
reporting-MTA-certificate 64, 81, 93, 101
requested 86

requested-attributes 86-88
requested-delivery-method 62, 64, 78-80
rerouted 66, 67

reserved 111

responder-credentials 61, 74, 86, 91, 97, 103



Part 8: Message Handling Systems March 1993 (Stable)

responder-name 61, 74
responsibility-forwarded 109
responsibility-passing-allowed 110
restrict 75, 76
returned-content 65, 76
returned-ipm 70
routing-action 66, 67
routing-address 110
search 87
security-categories 62, 103
security-classification 62, 103
security-context 61, 74, 85, 91, 97, 103
security-extensions 112
security-policy-identifier 62, 92, 98, 103
segment-terminator 111
selector 86, 87
sender-identification 111
sensitivity 70
sequence-number 89
sequence-number-range 90
sequence-numbers 87
serialNumber 94, 101
service-string-advice 109
sign-data 63
signature 94, 101
signature-algorithm-identifier 63, 92, 95, 96, 99
signed-data 92, 95, 96, 98, 99, 102
simple 61, 74, 77, 85, 86, 91, 97, 98, 103
span 86
standard-attributes 67, 81, 82
stored-messages 89
street-address 68
strings 89
strong 61, 74, 77, 85, 86, 91, 97, 98, 103
subject 70, 94, 101
subject-edim 112
subject-identifier 64
subject-intermediate-trace-information 64
subject-ipm 70
subject-submission-identifier 81
subjectPublickey 94, 101

subj

O "D ™ < RO ™T—OTC TUWTOMOD



Part 8: Message Handling Systems March 1993 (Stable)
9

4

O

sub

nae s - tun

O 0

su

o ~—-o33

o 00

su

m"FU’(DC_Q(D""<“QJ33

o 0

sup

'+t TOO0OmTS ! TO



Part 8: Message Handling Systems March 1993 (Stable)

n
f
(0]

P

sup

:SO_""'Q)B"O_"'D_"“<"Q)""3fD3(D_'U

T uUo

— 00

sur

® 395

~N O

syn

R

syn

o~ ' X ot



Part 8: Message Handling Systems March 1993 (Stable)

S h— S

= T OO

=

syn

S50 "TuwLaD< ' X

tele

" MDMoT3Cc3>S ' M®303I0

=~

tele

+

R

tele

~+



Part 8: Message Handling Systems March 1993 (Stable)

X

'3 03300 !

395

[ec]e)]

tele

X @

'Q_f'DD_'_"('DQ_':S_'QJBOQ_'

wotTco Tt

[oele)}

tele

X M rt

S 0Q -0



Part 8: Message Handling Systems March 1993 (Stable)

' 30 o N

® 3935

[ecle)}

tele

X M rt

'+t 3>SCc ! TS50 O NTSOOQ SO

UICDBQ):!

[ec]e)]

tele

~+

X M

S0OWwW= Dd®DT



Part 8: Message Handling Systems March 1993 (Stable)
a
|

© 395"

[ocle)}

tele

'X

('D_O'_""'Q)'UBOO

H

ter

SR SO T TS g

~N O

ter

—os5—3

Do !

)]



Part 8: Message Handling Systems March 1993 (Stable)
8

test

So~fon—as5—

o

this

<~ 0Om

o

this

TO

(@ N}

this

X —=h® T ' 3T~

0o 0

this

SO —oT oo



Part 8: Message Handling Systems March 1993 (Stable)
t

®” 395!

o

tim

w o

R ©) I (o I O (o I \S N (e

o

to

[@N{e]

trac

So—f@w3T oS T

N O

typ



Part 8: Message Handling Systems March 1993 (Stable)

R RN

R \S o o]

oo

typ

e Sowc ' LHZ ' ho

T =00

unf



Part 8: Message Handling Systems March 1993 (Stable)

(0]

U’U’f‘D"O_Q_QJ'_Q)""mO'O'Q_(D""""Q)B“

[ocle)}

unf

(DQ_Oﬁ'_QJ""U’O'O'Q_f'D""""Q)B_‘O

Ul =

uni

woT ' ®dcCcO



Part 8: Message Handling Systems March 1993 (Stable)

(DBQ):!'_Q)""

[ecle)}

use

P

oo

user

nuomo-aoow !

[N

user

T o © 395"

~N ©

user

o— ' om< Mt —m- !



Part 8: Message Handling Systems March 1993 (Stable)

RN @ Th— S

OO

user

<SS cnoow !

TN — 0o oo — !

~N ©

user

<t S cOooWn

nw —mocv —

~ 00



Part 8: Message Handling Systems March 1993 (Stable)

w o

vali

T hAO < T QO

HOoOR

valu

R RN

ver



Part 8: Message Handling Systems March 1993 (Stable)

s
i

o
n

O

o

vide

X rtOo

P

voic

=~

wait

(S0 Q S5 —

[e) BN

wait

nopo< T FTS>3SDODTS>00N0'Q DT

Ul



Part 8: Message Handling Systems March 1993 (Stable)
7

6
wait

i

n

'Q

wWoODoT< "' 30 TTY3ITO ™I T'ADOONIO

U

[e) BN

wait

5 -

'Q

nwoaownvwunmos3

U



Part 8: Message Handling Systems March 1993 (Stable)

wait

w30 T SMOT O 'WQ S —

DO BN |

[e)R N

x12

MO OO '"NOnNno ' K=

[(el¥e)]

Attribut
e
s
ack

mPQOoO3 ' TS3M3QQAM® T =023

o



Part 8: Message Handling Systems March 1993 (Stable)
8

aut

nw-aSDpPwcoec 'Q DTN TTSOTD

wor

auto-forward-comment 108
auto-forwarded 107
bilaterally-defined-body-parts 107
blind-copy-recipients 107

body 107
child-sequence-numbers 104
commonName 22

content 104
content-confidentiality-algorithm-identifier 104, 106
content-correlator 104
content-identifier 104
content-integrity-check 104, 106
content-length 104
content-returned 104
content-type 104
conversion-eits 108
conversion-with-loss-prohibited 104
converted-eits 104
copy-recipients 107
creation-time 104

delivered-eits 104
delivery-flags 104
discard-reason 108
dl-expansion-history 104
encrypted-body-parts 107
encrypted-data 107
encrypted-parameters 107
entry-status 104

entry-type 104

expiry-time 107
extended-body-part-types 107
g3-facsimile-body-parts 108
g3-facsimile-data 108
g3-facsimile-parameters 108
g4-classl-body-parts 108
heading 107
ia5-text-body-parts 108
ia5-text-data 108
ia5-text-parameters 108



Part 8: Message Handling Systems March 1993 (Stable)

importance 107

incomplete-copy 107

intended-recipient-name 104

ipm-entry-type 107

ipm-preferred-recipient 108

ipm-synopsis 107

ipn-originator 108

languages 107

message-body-parts 108

message-data 108

message-delivery-envelope 104

message-delivery-identifier 104

message-delivery-time 104

message-origin-authentication-check 104, 106
mes

w"(D""(DBQJ"Q)'O'(DLQmm

0o

mes

T oY T TSI CcoD00 ! DQ oUW

BOR



Part 8: Message Handling Systems March 1993 (Stable)

(o) NN ol

mes

''DPQ O Wn

30_'U1U)_'30'CU)

g

pOR

mes

T hOR SO AXAOT!' DKQ oYW

o O

mh

n

S o<——mo:



Part 8: Message Handling Systems March 1993 (Stable)

' T oW

T3>0 T3>00

ot >0 — !

N

mh

[}

'O T ooOTTOoO< T—mQ!

T3>0 T3>00

nwoo !

=N

mh

n

o !



Part 8: Message Handling Systems March 1993 (Stable)

' oo D <

0w+ —m

mh

1 — 0

wsSmoT3m3

mh

lr-r—-Bo-Cu)l

w>So~—Tuwwn =33 00T

=N



Part 8: Message Handling Systems March 1993 (Stable)

mh
s

‘oo wvwunog!

SO0 rtwn

=N

mh

nouwumwuonmo -aoow 'S

=N

mh

L O]

oM™= IMd® D T

<D< TTTOQ !



Part 8: Message Handling Systems March 1993 (Stable)

m

nwoosTo

N

mh

L O]

'ﬁ"’"‘QJBO""CQ)'Q_(D"""O'U'OCU’

w50 ~—FToow

=N

mh

0O'"omMm+TTOoOTUOTCWVL 'L

35 O



Part 8: Message Handling Systems March 1993 (Stable)

oo !

=N

mh

L O]

‘oM OoOTTCWL

' T 3530 TTT O

wotTco Tt

mix

"QOoO3!'Q0

o T !



Part 8: Message Handling Systems March 1993 (Stable)

< Q

[ B« B o}

[ec Nl

nati

oM —THhTD QO '< T T3O0

Wt T 'K QOO0T !

0o

non

o o0 S

SO wWo m™



Part 8: Message Handling Systems March 1993 (Stable)
1

0
8
nrn-

nw-sorrununmcaom—

NOB-

obs

wW3T —T'am 0o —O0

NOB-

orig

nwert—mn' —@3-—

pOH

orig

N ' 30 o3~



Part 8: Message Handling Systems March 1993 (Stable)

Dt N ——h—rt=S

o O

orig

ST Ot S~

wor

orig

WMt ——h—F=SDAO ' SO+t S —

rOR

orig

('DBQJD'“O""Q):S_



Part 8: Message Handling Systems March 1993 (Stable)

pOH

oth

wmgm:s'r'rsm—"c—'nm-"-‘m

rOR

par

"f'DO'BC:S'(Dﬁ:SfDC_O(DUI""':SfD

rOR

per-

®—T —0 M



Part 8: Message Handling Systems March 1993 (Stable)

n
t

<-Som<——0DQ'~"~S0oTOD

nwo—m--—-"

pOR

pri

WeTSO T O ' <S03

NO -

prio

< + ==

BOR

pro



Part 8: Message Handling Systems March 1993 (Stable)

[0}
f

<-TO<~—T—mQ!' hOo!

(o) NN

pro

s Ne)

KT o< TT—TmQ ' hO

TunoOocCcoO Mm-S

pOR

rec

Mg~ TS 0

0o



Part 8: Message Handling Systems March 1993 (Stable)

redi

So—aoo-

~Or < ToOrtfwn —Tos5 !

rela

w3oc —!'anm-

NO -

repl

wor

repl

' <

S0 —T 00



Part 8: Message Handling Systems March 1993 (Stable)
t

S

NOB-

repl

nw-soFfumcom-S '

NOBR

repl

o3~ <

NOB-

rep

MT O ~—0DD<>0MH '<KTTDS —T"T—0DQ ' T30

o



Part 8: Message Handling Systems March 1993 (Stable)
4

rep

"+ 0O

AOOMOSO!'" >30T N TS ODODITTCO ! DSTQ T O

T UoR

(o) NN

rep

[l o NI o N e e W

395>

=



Part 8: Message Handling Systems March 1993 (Stable)
0

4
rep

mFTYA T AIO0 O3 Q@D TS0

- pOPR

(o) NN

retu

3T —T'am3> T

=

[eeNe]

n-

nw-sorrununmcom—



Part 8: Message Handling Systems March 1993 (Stable)
1

0
7
sec

SoOTMMe AT T LY T <K TS e

T UoR

o O

sen

<+ =< =+ —=n

or

~

seq

'™ 0O 3> 0mC

"(DO'BC:S



Part 8: Message Handling Systems March 1993 (Stable)
1
0
5

subj

= e 0]

wor

subj

3o~ "o

[ec Nl

subj

SOTTNTASOQT ! 30 TVWUN TJoCcw ! TA

O NN

sup

L o]



Part 8: Message Handling Systems March 1993 (Stable)

O —h3S =™ ' T TD®OMO

=

[eeNe]

tele

QT O ' XM

o

tele

w=moT0O30TVT ' XD

0o

this-ipm 107
this-recipient-name 105
videotex-body-parts 108
videotex-data 108
videotex-parameters 108
voice-body-parts 108
voice-data 108
voice-parameters 108
Base standards 1
Classification (EoS)
Excluded 7
Mandatory 6, 7



Part 8: Message Handling Systems March 1993 (Stable)
Not Applicable 6
Optional 6
Out of Scope 6
To Be Determined 6

Cross References
Access Units 6
Access Units, Other 3
Attributes, General MS Security 13
Attributes, MS General 13, 40, 53
Attributes, MS General, Security 106
Attributes, MS IPM 40
Classification Scheme 12, 15, 17, 20, 26, 33, 36, 43
Conformance 3
Conversion 6
Directory, Use of 3,5
Distribution Lists 3,5, 8
EDIMS 3
Interworking, 1988/84 6
IPM Kernel 3, 15
Management 3
Message Store 3,5, 15
MS Conformance Levels 52
MS: General Attributes Security 13, 53
MT Kernel 3, 15, 17
MT Kernel Conformance Levels 52, 69
MTS Transfer Protocol 50
P1 Classification 9
P2 Classification 38
P3 Classification 14, 15, 35
P7 Classification 13, 35
Part 11, Directory Services 18, 21
Part 5, Upper Layers 50
Part 7, 1984 X.400 Based MHS 1
Part 7, Loop Suppression within a PRMD 10
Part 7, Protocol Elements Supported for EDI 122, 123, 124
Part 7, Recommended Practices 121
Part 7, Routing within a PRMD 10
PDAU 3
Pedi Classification 47
Redirection 3

Re

3> 0D0Q > RO N ™ ~+O3

w



Part 8: Message Handling Systems March 1993 (Stable)

Sec

W <

N B

Und

2 N BN O N N VR Q35T T

" W

—h



Part 8: Message Handling Systems March 1993 (Stable)
4

Elemen
t

>DOO "< IO W0N e
0]

n n

TSO0J0QOSY

RN

Add

—@w S50~

> O



Part 8: Message Handling Systems March 1993 (Stable)

So—TTasS0xIm TeOO0Tu<

R = V)

N B

Alte

(O i B

>30T —T0O0m>D

- ® amso——>»

~N W

Alte

Tt S



Part 8: Message Handling Systems March 1993 (Stable)

>Mm® T T0OMmX

TS®m3ISQ TV n >

]

App

So—an——

""3('D3f'D_I'I'I < =TS cCcomoW0n

N



Part 8: Message Handling Systems March 1993 (Stable)
5

Aut

w0 unC Q> —N—TT 0=

So—rtfan—as5—

~N W

Aut

o

oMo s S0 !

S50 Tt N0 T Q35—

~N W

Basi

0



Part 8: Message Handling Systems March 1993 (Stable)

—0 0 T T

50 T Qo 3>MmX

AW

N B

Blin

o

>0 ~TT 00X <K<TON

S50 Tt N0 T Q35—

~N W

Bod

<



Part 8: Message Handling Systems March 1993 (Stable)

S oD

S0 o< TS0 oS m

S50 Tt N0 —T QO3S —

~N W

Cha

DQ >

0w —o —TFT>3DODOm®TN

= W

Cha

= mtNo -



Part 8: Message Handling Systems March 1993 (Stable)

n

pas

o b~

Con

53O0 T O m3>S

ON <Krt——g—F30Q—""300N

Con

50 o m>

o N < fTf—TSQ oo+ —



Part 8: Message Handling Systems March 1993 (Stable)

Con

S ON S 00N <L == T30 Q T T3 0N ~ 3> m

(G208 %

Con

T 00N < FTT—T=Q M+t —



Part 8: Message Handling Systems March 1993 (Stable)

3
1

(G208 %

Con

Po< -

So—ron—as5—

TN

b

Con

S50 —Tun = m<

50 T o TS0 T



Part 8: Message Handling Systems March 1993 (Stable)
8

(S8

Con

S50 —Tun <

e o Vo N S5 = 530 T o T30 T T

So~—mew3To0oS—

0w unor

N



Part 8: Message Handling Systems March 1993 (Stable)
5

Con

S50 —Tun <

530 T o T30 T T

0w unor e o unoN = B

So—m@w3To0o™>— o

T NW

N



Part 8: Message Handling Systems March 1993 (Stable)

Con

S50 00K

530 T ToT T33O0 T

nwunwor e [CE%2N YN ] > =

e

So~—m@w3zTo>—

~ 00000



Part 8: Message Handling Systems March 1993 (Stable)
8

Con

oM T 0m<

So—tfan—as5—

TN

b

Cou

53O0 &t Mm— —00N -t 3>

AW

N B~

Cou

IR -]

@]



Part 8: Message Handling Systems March 1993 (Stable)

DO —"< o> >t s 530 "t m——O0

AW

Cro

n n

O >3m®M® D o

30_""'0.’3"0_"3_

(G208 %

Cro

n n



Part 8: Message Handling Systems March 1993 (Stable)

Q3> —T0Oo >3m0 STD X

So—rtfan—as5—

~N W

Def

S0 <KTO<T—TO0OU OO0

T NW

(G208 %

Def

oM™ 0

W)



Part 8: Message Handling Systems March 1993 (Stable)

530 7Ty —T—T 00O 39N <TTO< 0

T 00

[S208 %

Deli

530 Tty N T ThT QO 2 <0<

T 00

Deli



Part 8: Message Handling Systems March 1993 (Stable)

TN 53530 T 0O QO3S — 'OBQJ""U? f'DB_'—| <0<

b

Deli

<0<

o <

wn XY S hCcd®TSC@

- 0



Part 8: Message Handling Systems March 1993 (Stable)

\%

i
C
e

R = V)

N B

Des

>3m0 ~—T ~—T0OMm X e 530 &t SQ —

< T

Moz <-SoomT Qg

T ON

Disc



Part 8: Message Handling Systems March 1993 (Stable)
|

e S cCc uno

=0 >t

wrt >3m0 T0O0XD

(G208 %

DL

5350 W S>SOOT XM

T

<-Sorun -

—a 5 —



Part 8: Message Handling Systems March 1993 (Stable)

50 —rron

e ]

v b

DL

5350 W 3S>SOT XM

[e RN O R © B N e B B v

]

~N W

EDI

o ws-Tom



Part 8: Message Handling Systems March 1993 (Stable)

[S208 % Q >

EDI

nQO VLD

Do -

[S208 %

EDI

SOt N —h— Qo =

TV OCcCOmD

[S208 %

EDI

[oREn BN« N e Nin B BN V)]

o S5 —



March 1993 (Stable)

Part 8: Message Handling Systems

— VU004 .— OC

< un

EDI

=

UOWnwaAaoOC WM. Q. — .— 4 >

Lo ocLeTD.—co <—_—_03 0D

< un

EDI

=2

XoOUVUV.->0



Part 8: Message Handling Systems March 1993 (Stable)
r

v b

EM

nwuno -ST Xm— wn

—0o0—<TOoWn —TTo=

AW

N B

Exp

vty g <

So—ron—as5—

~N W



Part 8: Message Handling Systems March 1993 (Stable)
&g

O3 TA~O O g <

S50 Tt N0 T Q35—

(G208 %

Exp

o So—-wSTM<SOoN T T

AETIN



Part 8: Message Handling Systems March 1993 (Stable)
Forwarded IP-message Indication 37
Grade of Delivery Selection 8, 37, 45
Hold for Delivery 8, 15, 37, 45
Implicit Conversion 8, 37, 41, 45
Importance Indication 37
Incomplete Copy Indication 37, 45
Interchange Header 45
IP-message Identification 36, 44
Language Indication 37
Latest Delivery Designation 37, 45
Latest Delivery Designation (1988) 8
Message Flow Confidentiality 28, 45
Message Identification 7, 36, 44
Message Origin Authentication 28, 31, 32, 45
Message Security Labelling 28, 31, 45
Message Sequence Integrity 28, 45
MS-Register 28, 31
Multi Destination Delivery 8, 45
Multi-Destination Delivery 37
Multi-part Body 37
Multipart Body 45
Non Repudiation of Content Received 45
Non-delivery Notification 7, 36, 44
Non-receipt Notification Request 37
Non-repudiation of Content Received Request 45
Non-Repudiation of Delivery 28, 32, 45
Non-repudiation of EDI Notification 45
Non-repudiation of EDI Notification Request 45
Non-Repudiation of Origin 28, 32, 46
Non-Repudiation of Submission 28, 32, 46
Obsoleting Indication 37, 46
Ordinary Mail 34, 42
Original Encoded Information Types Indication 7, 36, 44
Originator Indication 37, 46
Originator Requestd Alternate Recipient 46
Originator Requested Alternate Recipient 37
Originator Requested Alternate Recipient (1988) 8
Peer Entity Authentication 28, 31
Physical Delivery Notification by MHS 34
Physical Delivery Notification by PDS 34, 42
Physical Forwarding Allowed 34, 42
Physical Forwarding Prohibited 34, 42
Physical Physical Delivery Notification by MHS 42
Prevention of Non-delivery Notification 8, 37
Primary and Copy Recipients Indication 37
Probe 8, 37
Probe Origin Authentication 28, 32, 46
Proof of Content Received 46
Proof of Content Received Request 46
Proof of Delivery 28, 46

Pro

—h -+ 0

om



Part 8: Message Handling Systems March 1993 (Stable)
|

SO oA —h— o =

o A

Pro

e

e

om

SO —toA—h— 0o =

0V OmCcOMmD

o b~

Pro

)

e



Part 8: Message Handling Systems March 1993 (Stable)

S 00N SO ~Twuww=—30C

o b~

Rec

SO~ ——h—HOz= T 0

~unMDmMcQOmD

S50 Tt N0 T Q35—

w



Part 8: Message Handling Systems March 1993 (Stable)
7

Reci

3 ® 0T

S50 Tt N0 —T QO3S —

o A

Red

Qamso——ww—g SO—tAm-T—

Sorus—TQ@ QO <O

T NW



March 1993 (Stable)

Part 8: Message Handling Systems

<t ©

Red

—_—- VWV UVUe.—-0C

A_wnwoc—_—_03 0o

o> Oc._o_c oo O

— = O) 00 0 —~

[oe]

Red

—_— -V UVUe.—-0C

O y-



Part 8: Message Handling Systems March 1993 (Stable)

POV WVWMZE @3 3JO0NS—

T NW

o b~

Red

So—too-

WOhQOUWUWMZE @3 "3ON3— o

0O



Part 8: Message Handling Systems March 1993 (Stable)
8

)

8
Reg

=@ r+wn —

S 00N

= W

Reg

——e =T Q0O mn

AW

N B

Reg

——e =T Q0O mn

Qo rt

o oo >



Part 8: Message Handling Systems March 1993 (Stable)

(OO Y]

S OWw= ™o

AW

N B

Rel

PQUVWLWULDZT OOt

o A

Rep

TunnoOocCcOoO M < —

So—tfan—as5—



Part 8: Message Handling Systems March 1993 (Stable)

~N W

Rep

Q 5 < —

(DLQQ)UIU‘I(‘DB"U

So—tfan—as5—

~N W

Rep

~+ = O

5 —a —= Q0

O &t —F3>3MOITTC P>



Part 8: Message Handling Systems March 1993 (Stable)

n

2
8

o b~

Req

W0 ocCc

—h

nunom-soo > S T TSToews oM el

R = VY)

N B

Req

oOmTwunmc

- —0yg



Part 8: Message Handling Systems March 1993 (Stable)

cogHoET <0<

T NW

[e) B8 >3

Req

oOm~Twnmc

coTHOZT <KTSO<—T—0Q

~ 00 00WORFr—

[e0]

Res

omtn—-=



Part 8: Message Handling Systems March 1993 (Stable)
D

T 00w <TTODO< T

o b~

Res

<TO<—T—0Qg QOm~n "

~ 0000V —

[00]

Ret

e 5 5 C

T3>0 T300N

T 00



Part 8: Message Handling Systems March 1993 (Stable)

Sec

m - C

wuooo >

TSO3I0QOSOZ

o b~

Sec

X OTS>S0N <Kt —TSC

o N

= W

Sen

< —+—un



Part 8: Message Handling Systems March 1993 (Stable)

53530 T 0O Q35— < =

o w

Ser

nwon—<K

S50 Tt N0 —T QO3S —

o A

Spe

—o —n

S N N Rl N )

Stor



Part 8: Message Handling Systems March 1993 (Stable)
e
d

—om

nQO VLD

Q- ws O o>

[e) B8 >3

Stor

TS DT> DMQOUVLODZT Q0

w

Stor

[elN()]

I



Part 8: Message Handling Systems March 1993 (Stable)

9
e

o-"e@s-To0omM O~c >

W

Stor

[elN()]

SO—TFDO—0g 0QOUUVVDT

w

Stor

o M

PQYVWVDZ

- >0 o



Part 8: Message Handling Systems March 1993 (Stable)

n
g
1
3

Stor

PQYVLDZE QO

-

wr @3 —rn -

Stor

<TOgJZIcw cQUUVLLDZE QO

w

Sub

A

—a 5 —



Part 8: Message Handling Systems March 1993 (Stable)

50 —rron

o w

Sub

So—rf@wNn—Qa3>5— TIY~TWN O3~ SOo~"wwn -3

TN

Typ

o M

w <K oow



Part 8: Message Handling Systems March 1993 (Stable)
6

b

Und

SO TAHATS —T—oT O—CTOTO< 0

e

—o0 0 T T

nQOUWVNWDZ

AW



Part 8: Message Handling Systems March 1993 (Stable)
2

Use

e

~n - SOoO—TAcoTTT N

TN

o A

Use

wo """ ——T0oOUTON >C—~ "o

St QoMo



Part 8: Message Handling Systems March 1993 (Stable)

3530 &t

U=

Use

wo "+ —ToTOUTON >C—~ "o

50 QS+t TTQ MO0

TN —oooR—

T oOow

Not

T >



March 1993 (Stable)

Part 8: Message Handling Systems

o _.—_ oo _ v

Not

OV .- c VDT

O/R

LCTT-VunW L. OS5 VN

E e Cim ML @®o._OC

s, ooE&Em._c



Part 8: Message Handling Systems March 1993 (Stable)

M o] 395

w o

co

S N "3 3> '353033

w oo

cou

T =00 m3m3'~<-1r'r:s

N 00

do

3_'0.)3

oOm> T hm Q'



Part 8: Message Handling Systems March 1993 (Stable)

W tco Tt

N 00

w 0o

ext

wWunom-oo0® ' XTOSTMD3S ' Ad®AASO

N 00

w

ext

St ! 530 TV SO



Part 8: Message Handling Systems March 1993 (Stable)

wortTc o~

N 00

ext

'O 'S0 W03 0

BB N o R o Ry o]

w">Mm>30T 300

S N0

w oo

ext

' 30 TwnwoS o

N T T



Part 8: Message Handling Systems March 1993 (Stable)

U”"’D(‘DDO'DBO“'U’U’f'D"Q_Q_QJ"<“(D<_'_(DQ_'_QJ

generation-qualifier 82, 83
given-name 82, 83

initials 82, 83

local-postal-attributes 82, 83
network-address 81, 83
numeric-user-identifier 82, 83
organization-name 82, 83
organizational-unit-names 82, 83
pds-name 82, 83

personal-name 82, 83
physical-delivery-country-name 82, 83
physical-delivery-office-name 82, 83
physical-delivery-office-number 82, 83
physical-delivery-organization-name 82, 83
physical-delivery-personal-name 82, 83
post-office-box-address 82, 83
postal-code 82, 83
poste-restante-address 82, 83
private-domain-name 82, 83
street-address 82, 83

surname 82, 83
teletex-common-name 82, 83



Part 8: Message Handling Systems March 1993 (Stable)
teletex-domain-defined-attributes 82, 83
teletex-organization-name 82, 83
teletex-organizational-unit-names 82, 83
teletex-personal-name 82, 83
terminal-identifier 81, 83
terminal-type 82, 83
unformatted-postal-address 82, 83
unique-postal-name 82, 83

Object Classes
groupOfNames 22
locality 22
MHS Distribution List 22
MHS User 22
mhs-distribution-list 22
mhs-message-store 22
mhs-message-transfer-agent 22
mhs-user 22
mhs-user-agent 22
organization 22
organizationalPerson 22
organizationalRole 22
organizationalUnit 22
residentialPerson 22

Object Identifiers
commercial-in-confidence-id 117
confidence-id 117
id-category-id 117
id-mhs-security 117
id-policy-id 117
management-in-confidence-id 117
personal-in-confidence-id 117

priv

o~ ' Mmoo

N

sec

nunoy TN 'K T S C

N

sec



Part 8: Message Handling Systems March 1993 (Stable)

u

VDO!' LMLy TN 'K TS

N

sec

O RLR!' VLY TN 'K T C

N

sec

ON'" LWL Y TN 'K = C

=

Operati
o}
n



Part 8: Message Handling Systems March 1993 (Stable)
:Ier
t

8
5

o 0

can

T W <SS o<—T—oQo'Qom®TTTID®hPDODQ!' —TMDOO

Can

<0< TTOUQAO IO OO OO0



Part 8: Message Handling Systems March 1993 (Stable)

7
5
cha

D Q

nw—9o9 —"F>350DQO® O !

W

U1 00

Cha

0w —o —T+t>3DODOM®SNHMDOQ S

S NN

del



Part 8: Message Handling Systems March 1993 (Stable)
deli

—OoO Tt SO0o0N 'K D <

w

Deli

—OoO T TS OoONK TN <

[e) BN

fetc

list

o 0

mes

Do ' MMTQ o Ww



Part 8: Message Handling Systems March 1993 (Stable)
|

w < T <~

mes

''PQ o Wn

30_'MU1_'30'CW

W

U1

Mes

ST ON <KToOO<—T—TOoOUgNOQUWn

U

[eoNeN

Mes



Part 8: Message Handling Systems March 1993 (Stable)

SO Tuwuw T3 oTCcuLPQ W

T OO0k RO BN

Ul =

Mes

S0 "L SO TS HDQ YWV

[l )}

MS

[oRg= B v v)

U1 0o

woRr

MS

O S C



Part 8: Message Handling Systems March 1993 (Stable)
i

[l )}

= O

MTA

Q35 T3 C

[l ®)}

MTS

Q35 T w

w

~N ©

MTS

Q35 TTT0 3> C

pro

w ' 0o



Part 8: Message Handling Systems March 1993 (Stable)

SO ~Twuww=—30C

w

U1

Pro

SO ~Twuww=—T30TCcW0VOT

(S0

Pro

=M "S> HDO

[l )}

regi

=M rtwn

w

[e)R N



Part 8: Message Handling Systems March 1993 (Stable)

regi

U)BI“(‘DI‘FU)

T No T Ul

woRr

rep

w <TTop<~—T—mQ ' T30

Rep

ON <O <—T—0grTTSo

Rep



Part 8: Message Handling Systems March 1993 (Stable)

[l )}

sub

_O_""':SOG'ZSO_'U)U)—‘B

W

U1 o

Sub

—o~TSoMN3SO0O"wwn -3

U



Part 8: Message Handling Systems March 1993 (Stable)

su

®N—- o33

U1 0

P1 118
Port

zZVDoOT< A

mwn

U1

MD

mwn

w

MR

mwn

U1

MS

mwun

w

Support
3



