

Experience Desktop



Experience Desktop

	Category:
	Experience Desktop
	
	Last Update:
	06/28/2001

	Demo No.:
	4 – Internet Connection                        Firewall
	
	
	

	Creator:
	Joshua Leewarner
jleewarner@atomictangerine.com 
	
	Configuration:
	Windows XP Professional (build 2486),


Demo Messages:

· Increased security enabling better productivity in Windows XP – See how Windows XP will protect your corporate technology assets down to the desktop with the Internet Connection Firewall.

· A look at how a simple feature like the Internet Connection Firewall can help your IT department to sleep at night.

	SECTION
	ACTION
	VOICE SCRIPT

	Intro
	· No action … speaking only
	Let me know if this scenario sounds familiar to anyone: You manage a large enterprise of technology in which more and more of your users are using laptops rather than traditional desktop machines. When sales, executives, or whomever are away from the office they connect to the Internet in their hotel rooms, from home, at a local Internet Café, through someone else’s network, or maybe they have a home Internet subscription service loaded on their laptop so that they can check other e-mail accounts remotely as well.

Do you or your staff concern yourselves with the protection of your corporate data on these machines when they are out of your immediate jurisdiction?

Microsoft is guessing that you do – and has further added some security features into Windows XP that will allow you to have more peace of mind as your mobile workforce hits the streets, airways, and conference centers.

	internet connection firewall & Basic services
	·  Right-click on Network Places, and choose ‘properties.’

· Right –click on Local Area Connection and choose ‘properties.’

· Click the ‘Advanced’ tab

· Check the Internet Connection Firewall box and select the ‘Settings’ button.
	Initiate Play (Firewall Demo)

With the proliferation of broadband Internet access, the ability to control what goes in and out of each workstation is increasingly important. What Microsoft has included in Windows XP is an Internet Connection Firewall to do just that. This is a fully configurable firewall from which log files can be generated and examined and used to harden the existing configuration. Let’s take a look.

Suggested Pause @ 0:32

Located in the properties of an existing network connection, the Internet Connection Firewall is configured from the “advanced” configuration tab. Once inside, the options are as follows. First we have a page listing common services that run in and out of a typical machine. You may want all, some, or none of these but most of traffic flow controls you will likely desire can be implemented from here. By default  - all services are blocked.

Resume Play

	aDDITIONAL SERVICES CONFIGURATIOn
	· Move down and click on the “add” button.

· Point out the various configuration aspects of setting up a customized TCP or UDP service.

· Click cancel.
	In addition, if we have other custom applications or protocols that need to be configured with Firewall pass-through, this can be done from the “add” tab below. 

Suggested Pause @ 0:40

THINK ABOUT THIS. Virtually any service that you need to configure for a custom database application to specific VPN access port numbers can be setup to work with this firewall, all the while protecting your computer. We won’t configure a specific service at the moment, but just like your enterprise firewall, you have complete port access control no matter what connection you plug into your network card.

Resume Play

	security logging
	· Select the ‘Security Logging’ tab

· Point out that you have the ability to log successful and unsuccessful connection attempts.

· Select both check-boxes and notice the path to the log file.
	Another important aspect of using this firewall is to measure how effective it is by recording authorized and unauthorized connections to your machine.

Suggested Pause @ 0:49

Notice here that we have the ability to record both successful and unsuccessful attempts to connect to this machine. In addition, notice the path to this log file.

THINK ABOUT THIS. If your networked machines were stationary, your IT department could redirect the file-based logging to a specific file server for later analysis. Or, you could specify a network policy, which makes a copy of the local security log file and pastes it to a file server for redundancy – whenever a user logs onto the corporate domain. Would it be useful to have the ability to troubleshoot potential attacks and misuse of your company assets by having an actual log of the network traffic going to and from a machine whether it is on site or not?

Also, future enhancements in Group Policy are set to allow network administrators the ability to push down firewall configuration to each corporate computer from the single click of a button. Watch for this feature in the Whistler Server Family. Would that save you time and expense and offer a more prudent solution than individually installing and maintaining some freeware firewall product on each machine?

Resume Play

	ICMP COnfiguration
	· From the top, select the ICMP tab

· Explain why ICMP is important
	Suggested Stop @ 0:54

One last note to mention in on the configuration: we see here an additional tab specifying how ICMP (or Internet Control Message Protocol) is handled. ICMP is the protocol that allows you to ping a machine on a network and provides other such elemental services. By revoking all ICMP traffic, the configured machine will look transparent to the network and be in a kind of  “stealth mode” such that it appears there is no machine on the network at all. This is totally configurable and gives the administrator greater control over how he or she chooses to manage their network.

Resume Play

	configuration complete
	· Click OK at the bottom of the window to apply the policy.

· Point out that no reboot was needed to make this happen.

· Notice he icon indicating that the firewall has been applied to the connection.
	Once we have configured the firewall to our liking, we can apply the policy and it will take effect immediately – there is no need to reboot – no need to stop and re-start services on the machine etc. Notice that there is now the icon of a padlock next to our network connection in the Network Places propertied indication that this connection has a firewall policy applied.

	The security log file
	· Right-click the shortcut to the log file on the desktop

· Select properties.

· Point out the path of the file

· Click OK

· Double-click the log file short cut.

· Point out the various information contained in the file
	Suggested Pause @ 1:19

Notice here that we have merely created a shortcut to the previously configured log file. This is the same path information that you saw earlier when we configured the log file itself. 

Resume Play

When we open the file we can view the various logged information including the date and time of the connection, the action taken on that connect, and source IP addressing information.

End Demo (Internet Connection Firewall)

	summary
	· No action … speaking only
	The point of this was not to show you the technical wherewithal this feature is made of, though we did cover how to imitate the firewall. The point is, this is an easy to configure and maintain tool that users of Windows XP in your organization take advantage of to ensure better reliability, dependability, and security for their computer hardware and the intellectual assets contained in the data being held. Bringing security to the desktop in just one way that Microsoft is adding value to the next generation of operating system software.
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