
The Cisc o  r outer ’s  packet  filter  looks  for  flag b its in the  header  of a fra g-
men ted pac ket  to det e r mine whe ther  it  and  the sub s equ e nt fragments
a re legitimate .
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Firewalls  c re a ted in  a router  between  a private
TCP/IP ne twork and  the Interne t allow Interne t packets  through if they are
a re s pon s e to  mess ages  ge ne ra ted in  the private ne twork.

But, fra gments ca n be manually constructed  to fool the router ’s  packet
filter  into thinking that they are le gitimate, allowing unauthorized pac kets
into a priva te TCP/IP ne twork from the Interne t.
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