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TYPICA L VIRU S PR OPAGATION

Infect ed

ABC.EXE

Disk images

Memory Virus a c tivity

Vir u s
Code

Infe c ted  executable is read
from disk—or  the boo t /pa rtition
sector of a disk—into  memor y,
a nd program exec ution begins.

Vir us

Vir us

Vir u s
Code

Virus ha s altere d
fir st bytes  of file
to jump to virus
code immediat e ly.

Vir us
Virus code
installs virus
in separ a te area of
memor y and re turns
instructions pointer  to
beg inning o f
normal
code.

Uninfected DEF.EXE

Infect ed

DEF.EXE
Vir us
Code

Vir u s

Uninfe cted  executable is read
from disk, and f ile exec ution
beg ins.

Virus
remain s
in memor y, free to  per form
a ny act, including graphica l
displays, beeps , f ile dele-
tions, boot and  par tition
sector corr uption, and
unauthor ized computer
a ccess .

ABC.EXE

DEF.EXE

Virus mon itors exec ution and writes  ne w copy
of f ile to disk, w ith a copy of itself attached.

Vir us

Vir us
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