
INTERNET PROTECTION

Packet  f i l t ering wi th routers

There is no such thing as a “true” secure network, but a variety of f irewalls can provide some peace of mind.
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Dual  routers &  DMZ (demilitarized zone)

Using two routers, an intermediate, inse-
cure network can act as a buffer or DMZ

Some r outers include dual LAN ports for
a DMZ

Router & appl icat ion fi rewall

Provides the most secure f irewall
paradigm

Application firewalls  are more
intelligent than router s

Internet

Secure
NFS host

Corporate LAN

Router s

Internet

DMZ

HTTP
server

Corporate LAN

Internet
HTTP
server

DMZ

S ecure
NFS host

Client
PC

Most routers allow  the def i-
nition  of filters or restric-
tions on network
traffic

Packet filter-
ing works
on a low level
and doesn’t
perform detailed
analysis of packets
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