UNIVERSITY OF

EXETER

Information Services

How to install and set up

Spybot S&D
on a Windows PC

These notes explain how to install Spybot Search & Destroy, a free software tool for detecting and removing
spyware, from the Information Services itCD.

Spybot S&D is also available as a free download from www.spybot.info.

If you have any problems installing or using Spybot S&D, please contact the Information Services IT Helpdesk —
e-mail helpdesk@exeter.ac.uk or phone 01392 263934 (7-3934 from a student study bedroom phone, 3934 from

a University internal phone).

1 INSTALLING THE SOFTWARE

1.1 Run the installation
program

1.2  Select Setup
Language

1.3  Welcome

1.4 License Agreement
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File Download - Security Warning EJ

Do you want to run or save this file?

Mame: spybotsdld.exe
Type:  Application, 4,80 ME
Frarn: . its, e, ac.uk

Bun ][ Save ]‘ Cancel |

While files fram the Internet can be useful, this file type can
potentiallp harm pour computer. [F pou do not trust the zource, do not
run or save this software. Wwhat's the risk?

g 'ﬂ! Select the language to uze during the installation;

|English v|

Ok l[ Cancel J

Welcome to the Spybot - Search &
Destroy Setup Wizard

This willinstall Spybot - Search & Destroy 1.3 on your compule.

It recommended that you class al other applications bsfore
continuing

Click Mest to continue, or Cancel to exit Setup.

Ej e o S  Piettay: E@Eﬂ‘
License Agreement

Ploase read the fallowing impartant information before: continLing. 'iu

Please read the following License Agresment, You must accept the terms of this
agreement bifore continuing with the installation,

Diedication Public License (DPL) ~

By dowinlaading the archive, you confim your agreemert in this liceree.

|. Freeware
First of all, the reasons why Spubot-S40 is free:

| a. Dedication
Spybot 5D is decicated tathe most wanderful gil an earth ] v

(2| accent the agreement
(O 1 do not accept the agieement

<Back ][ New> | [ Cancel

Close all other software that you have
running on your PC.

From the itCD, select Spyware protection
from the list at the left of your screen.
Follow the Install Spybot S&D links.

When you see the the File Download box,
click Run or Open (depending on your
version of Windows) to run the installation
program.

Choose the language to use for the
installation process.

Click OK.

Click Next.

Read the License Agreement text.

If you choose to accept the terms of the
license, click the option button (small circle)
next to | accept the agreement.

Click Next.
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15

1.6

1.7

1.8

1.9

Select Destination
Location

Select Components

Select Start Menu
Folder

Select Additional
Tasks

Ready to Install
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78 Setup - Spybot - Search & Destroy.

Select Destination Location

‘where should Spybot - Search & Destrap be installed?

|| Setupwilinsal Spybot - Searo & Daslroy ko the fallwing folder

Ta continue, click Next If you would like ta select a different folder, click Brovwse.

| C:\Progiam Files\Spybat - Search & Destroy | [ Browse

Atleast 8.3 ME of fies disk spacs is required

< Back Next > Cancel

Select Components

Addtional languages
Skins to change appearance

[ Downioad updates immediately

“which companents should be installed?

Select the components you want to instal; clear the companents you do not wart to
install. Click Next when you are ready ta continue.

[ Icons for stating blind user mode

15! Setup - Spybot - Search & Destroy EE®E

Current selection requires at least 14.0 MB of disk space.

[ <Back | Mewts | [ Concel |

Select Start Menu Folder

i’naf-.lqp,;‘-gg__ ot - Su;h.,.‘ roy. . " @

Where should Setup placs the program's shortouts?

Setup wil create the program's shortcuts in the following Start Menu folder.

To continue. click Next. If you would like to select a different folder. click Browse.

| Spubot - Search & Destroy

| [ Browse

] Don't create a Stant Menu folder

<Back ][ Newt> | [ Cancel |

Select Additional Tasks

Search & Destroy, then click Next

Additional icons:

Create a Quick Launch icon

Permanent protection:

15 Setup - Spybot - Search & Destroy |z”:‘g|

‘wihich additional tasks should be performed?

Select the addtional tasks you would ike Setup to perform while instaling Spybot -

Use Internet Explorer protection (SDHelper]

[ Use spstem settings protection [TeaTimer]

[ <Back | Mew> | [ Cancel |

% Setup - Spybot - Search & Dastray.

Ready to Install

change any settings.

Setup is naw eady to begin instaling Spybat - Search & Destray on your computer.

Click Inztall to cortinue with the installation. or click Back if pou want o review or

Destination location:

Setup type:
Fullinstallation

Selected companents
Hain files
Addiional languages
Skins to change appearance

Stert Menu folder
Spybt - Search & Diestroy

C:\Program Fies'Spybot - Search & Destioy

I>

%

<Back [ nstal | [ Concel

Click Next.

Click Next

If you have any special needs, contact the
IT Helpdesk for advice.

Click Next.

Make sure that the first three check boxes
are ticked.

The ‘TeaTimer setting is an optional extra
that will warn you if programs attempt to
change the system settings of your PC.
While it can be useful, it can also give
warnings about legitimate changes, and
therefore is not recommended.

Click Next.

Click Install.

Wait for the installation process to finish.
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1.10 Installation complete

15 Setup - Spybot - Search & Destroy

EE®

Completing the Spybot - Search &
Destroy Setup Wizard

Setup has firished instaling Spybot - Search & Destray on your
computer. The applicalion may be launched by selecting the
instaled icans.

Click Finish to exit Setup.

Fiin SpybotST et

Make sure that the ‘Run SpybotSD.exe’
check box is ticked. This will automatically
start the program so that you can set up the
properties described in stage 2 below.

Click Finish.

2 RUNNING SPYBOT S&D FOR THE FIRST TIME

A few properties need to be set up the first time the program is run. If you follow these steps, you should not need to go

through the setup process again.

2.1 Legal stuff

2.2 Compatibility
warnings

2.3  Create registry backup

2.4  Proxy setting
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- R’

If you remove advertisement rabats with this program, you may nat be
allowed to continue using their host programs. Read therr license
agreements for further infarmation.

Don't show this message again.

o T ClEX)|

“ou have Addware installed,
If you have the Addware ption to scan inside archives ensbled. Adware may find files in
the Spybot-54D folder, Spybat-5ED dose not contain any spyware, but it crestes backupe
of everything you fix [until you remove those backups fiom the Recovery listl. and AdAware
complains about these backups. You ean safely ianore these backups found by AdAware.

W OK

Do not display compatibility warrings again

*You cah how cisate & complete backup of your registry. This is not
necessary, but can provide ussful. Should spywars destrop same of your
ariginal settings, Spybot-540 may be able to restore them fram this
backup.

Creats registy backup

& Nt

Spubot-S&0 has detected that vour Internet Explorer is set to use a
prowy. Chances are that you need to use a prosy to download updates.
too. IF pou want to uge the same proxy as in Internet Explarer, please
click the button below:

172.16.250.1:8080

[ Use this prosy |

@ Mewt

Tick Don’t show this message again
(unless you want the reminder to appear
every time you start the program).

Click OK.

If Spybot S&D finds other anti-spyware
software on your PC (such as Ad-Aware),
it shows a message about possible
conflicts between the two.

Read the message text.

Tick Do not display... (unless you want
this screen to appear every time you start
the program).

Click OK.

Don't click Create registry backup.

Click Next.

Don't click Use this proxy.
Click Next.

A proxy does need to be set, but this
screen will not work with the Exeter
system. Proxy setting will be covered in
steps 3.1 to 3.6.
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2.5  Search for updates

2.6 Immunize system

2.7 Start using the
program

Spybot-3&D Wizard

Eefore you start your first scan, for your own salety it is strongly
suggested that you leok for updated files and download them! Just click
the Buttan belai to go to the updates page and lst the pragram ssarch if
revs updates exist.

[ Search for updales 1

Download all available updates

Spybot-S&D Wizard

Mows that you are up-ta-date, it is recommended that you spply some
basic Immunization, Just click the button below ta da this. If you do not
want ta immunize 2t this point, you can de this any later time by clicking
on Immunizs in the program toolbar at the left

[ Immunize this systerm

@D Newt
Spybot-S&D Wizard

All iitial ssttings have been done. For more infarmation. it is
recommended vou read the help file. After that, you can start using
Spybot-58D

[ Read tutorial |
[ Fiead help file ]
[ Start using the program ]

Don't click Search for updates.
Click Next.

Don't click Immunize this system.
Click Next.

If you want to read the online Help file or
tutorial, click the appropriate button.

Click Start using the program.

3 SETTING UP SPYBOT S&D UPDATES

Spybot S&D can update its list of known spyware from the Spybot S&D website, but you need to set a few properties to make
this work over ResNet or the campus network. Steps 3.1 to 3.6 only need to be done the first time you use the program.
Once these properties have been set, you can start from step 3.7.

If you access the Internet from home via a phone or broadband connection, go directly to step 3.7; if you have any problems
with the update process contact your Internet Service Provider for help.

3.1 Choose Advanced
mode

3.2 Advanced mode
warning
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,,-"i Spybot - Search & Destroy
GG Language  Help

=l SI v Default mode

Spybot-5&D

}-_-_ ) Check for problen

ﬁ.
e
@ Becovery

yhot - Search & Destroy. -]

Use this button to start scanning your system for spyware an
al ther threats detested by Spybot - Search & Desioy.

The advanced mode of Spybot-58D offers more options than the defaulk mode; but those also include
T\ come that can do harm Eo your system F yau are nk sure what you ar deing,
Do youreally want to switch to advanced mode?

Go to the Mode menu and select
Advanced mode.

Click Yes in the Warning box.
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3.3 Choose Settings

If pou remove advertizemenl
their host programs. Read t

Settings

Tools

Infa & License

4 Crooseseines S
=! Seltings

g

===} Welcome to the Spybot-54D configuration options. Here y
way Spybot 56D reacts in a mullitude of ways. I you click
canfiguration categaries an the Iefl 2 new page with spec
options will appear. Hirt. Each of these pages has a short
and you can use the Help (see Help button on that page «
menu] to get more infomation.

Hide this information

HH B e

= =s
Language  FilsSets  Seftings  Directories Skins

2 P T %

Ignore  Ignore cockies  lgnore fle Ignore single  Ignore System
products extensions entiies Inteinials

Taols

Info & License

3.5 Choose the proxy  Setings
server setting

n Defaults g’ Yizard @) Help

==
Here you can see many options to adjust |
default settings are our recommendation, ¢
something vyou did not intend, but vou don
changed, pleage use the "Defaults” butto

Hide this irformation

[ Display available beta versions.
[[] Display updates for other languages.
[ Display new and updated skirs
[ Display PGP sionature updates
[y o updal
Log file setting

3

3.6  Proxy settings [« etings
= Settings Al 05
Proxy settings

Mecessary settings

Hast 17216.2501
Pt 2080 t"f'

Authentication

] Prowy server needs lngin

3.7 Gotothe main
Spybot S&D screen

ijswwnam«mvmmuwun

¢ Hre. Each o

+ @ @ 2 3 B
t 2 B T %

Ipun e cockes  Igrocle  Ignaesrge Ignoie Syslen
frockaels oo b Intranids
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In the bottom left-hand corner of the
screen, click Settings.

Click the Settings icon (third icon from
the left on the first row).

Scroll down the list of properties and tick
the box beside Use proxy to connect to
update server (the last item in the list
under Automation / Web update).

If your PC is connected to ResNet, type
172.16.250.1 in the Host box and leave
the Port setting as 8080. Leave the other
boxes blank.

If your PC is connected to the campus
network, type wwwcache.ex.ac.uk in the
Host box and leave the Port setting as
8080. Tick the Proxy server needs login
box and enter your University username
and password.

Click OK.

Click Spybot-S&D at the upper left part
of the screen.
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2 Spybot - Soarch i Destiay

3.8  Search for updates

| /- Dtwch dor prioess | ol cihes el etechee by Spybck - Semch b Dehos.

et Bution # pons rokicn corme gecier |
S oo

occanad duing » w—mﬂﬁmwww
HWW -umm»w-u-
& smmunﬂm

39 Download updates

[ sty g e

Drewtriny, el whal's e gbood i
WA e e
kel 11wl it et Al o

[0l rwnd ) £ irdired Comrmestion b o |
e this limatin

Upslain Inta Dain
("¢ e 2040748
O%r b TaaTirae [ TanTirn sk MOROES

Click Search for updates.

If the program finds updates available, it
will take you on to the next step. If not, a
message box will tell you no updates
have been found.

Tick the box beside Detection rules.
Click Download Updates.

Wait for the download process to
complete, and follow any instructions that
appear on screen.

4 SCANNING AND CLEANING YOUR PC WITH SPYBOT S&D

You should scan your PC regularly, especially if it is showing any symptoms of possible spyware infection.

For best results, you should update the program (steps 3.7 to 3.9) every time you scan your PC for spyware.

4.1  Start the program

H Spybat - Ssaz)) I Dusty

4.2  Check for problems

Thack
1 Tor ol xshon a2 pres thl v e i eected
\ prablert” bt Hin. @ poas hase] dorm 20 pel, vt imconmene] oo said the

il
Frctien Fird

4.3 List of problems
detected

- G bt oo wr.nwmu.m L Pl e

=
)

Thock
a.muwtmw i oy prcbiers e found [ T sebecied
\ snckiom” bulbi
uuinl[milnbmq 16 I hosst 10 chasl with S poan Iwtuite

L i edievaicn,
Prtien find
& [ Alma Rnloted ¥ onirins
w0 [7] D50 Explet 5 entries 4
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If you do not already have Spybot S&D
running, start the program by double-
clicking its icon on your PC’s desktop.

Click Spybot S&D at the upper left part
of the screen and then click Search &
Destroy.

Click Check for problems.

Wait for the scanning process to finish (it
may take several minutes). A list of any
problems detected will appear.

Click Fix selected problems.

You can read more about each problem
by clicking the plus sign (+) next to its
name. You can choose not to fix a
problem by clicking the check box next to
its name to remove the tick, but this is not
recommended.

Wait for the removal process to finish,
and then repeat step 4.2. It may take
several scans to remove all the problems.

You may also have to restart your PC
before some items can be removed.
Follow any instructions that appear on
screen.

Page 6



