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| MPORTANT DI SCLAI MER

The use of PGP raises a nunber of political and |egal

issues. | AMNOT a | awyer and AM NOT qualified to give
any legal opinions. Nothing in this docunment should be
interpreted as |egal advice. If you have any | egal

guestions concerning the use of PGP, you should consult
an attorney who specializes in patent and/or export

I aw. In any case, the law wll vary fromcountry to
country.
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Pl ease read this FAQ over and |l et nme know of any additions, deletions, or
corrections. It should be noted that nost of the questions and answers
concerning PGP apply equally well to the ViaCrypt(tm version as well. All
additions, deletions, or corrections to this list should be directed to nme at
gbe@etcomcom (Gary Edstronm). | wll acknow edge all e-nail

This FAQis slanted towards the DOS or Unix users of PGP and nmany of the
exanples given may only apply to them For other systenms, | would like to
direct your attention to the follow ng docunents:

MAC. "Here's How to MacPGP!'" by Xenon <an48138@non. penet.fi >
Archi medes PGP cones with its own PGPhints file.
Send e-mai|l to pgpinfo@uantis.co.uk for a list of PGP tips.



| would Iike to thank Paul Allen <pla@ktb.denon.co.uk> for allowing nme to use
sone of his PGHints file in this FAQ

The files nmaking up this FAQ are available via ftp at netcom com/pub/gbe. The
file names are pgp-fag*.asc and are in clearsig pgp format. In addition, the
file pgp-faqg.doc is available which is in the orlglnal M crosoft Wrd for

W ndows format under which this FAQ was creat ed.

Gary B. Edstron|{ Sequoia Software| PGP fingerprint:

I nternet: gbe@etcomcom | Programmng Services | 2F F6 1B 28 6E A6 09 6C
ConmpuServe: 72677,564 | P.O Box 9573 | BO EA 9E 4C C4 C6 7D 46

Fax: 1-818-247-6046 | d endale, CA 91226 | Key avail able via finger

What is PGP? Subscribe to alt.security.pgp and find out!
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1. | nt roductory Questions
1.1. VWhat is PGP?

PGP is a programthat gives your electronic mail sonething that it

ot herwi se doesn't have: Privacy. It does this by encrypting your mail so

t hat nobody but the intended person can read it. Wen encrypted, the
nmessage | ooks |i ke a nmeaningl ess junbl e of random characters. PGP has
proven itself quite capable of resisting even the nost sophisticated forns
of analysis ained at reading the encrypted text.

PGP can al so be used to apply a digital signature to a nessage w t hout
encrypting it. This is normally used in public postings where you don't
want to hide what you are saying, but rather want to allow others to
confirmthat the nmessage actually cane fromyou. Once a digital signature
is created, it is inpossible for anyone to nodify either the nmessage or
the signature without the nodification being detected by PGP.

Wile PGP is easy to use, it does give you enough rope so that you can
hang yourself. You should becone thoroughly famliar with the various
options in PGP before using it to send serious nessages. For exanpl e,
giving the command "PGP -sat <filenane>" will only sign a nessage, it wll
not encrypt it. Even though the output looks like it is encrypted, it



really isn't. Anybody in the world would be able to recover the original
text.

. 2. Way should | encrypt my mail? |[|'mnot doing anything illegal!
You shoul d encrypt your e-mail for the sane reason that you don't wite
all of your correspondence on the back of a post card. E-mail is actually

far | ess secure than the postal system Wth the post office, you at |east
put your letter inside an envelope to hide it from casual snooping. Take a
| ook at the header area of any e-nmmil nessage that you receive and you
will see that it has passed through a nunber of nodes on its way to you.
Every one of these nodes presents the opportunity for snooping. Encryption
in no way should inply illegal activity. It is sinply intended to keep
per sonal thoughts personal.

Xenon <an48138@non. penet.fi> puts it like this:

Crime? If you are not a politician, research scientist, investor, CEQ

| awyer, celebrity, libertarian in a repressive SOC|ety, i nvestor, or
person having too nuch fun, and you do not send e-mail about your private
sex life, financial/political/legal/scientific pl ans, or gossip then maybe
you don't need PGP, but at |least realize that privacy has nothing to do
with crime and is in fact what keeps the world fromfalling apart.

Besides, PGP is FUN. You never had a secret decoder ring? Boo! -Xenon
(Cbpyrlght 1993, Xenon)

: VWhat are publlc keys and private keys?

VVth conventional encryption schenmes, keys nust be exchanged with everyone
you wish to talk to by sonme other secure nethod such as face to face
nmeetings, or via a trusted courier. The problemis that you need a secure
channel before you can establish a secure channel! Wth conventi onal
encryption, either the sane key is used for both encryption and decryption
or it is easy to convert either key to the other. Wth public key
encryption, the encryption and decryption keys are different and it is

i npossi ble for anyone to convert one to the other. Therefore, the
encryption key can be made public know edge, and posted in a database
somewhere. Anyone wanting to send you a nessage woul d obtain your
encryption key fromthis database or sonme other source and encrypt his
message to you. This nessage can't be decrypted with the encryption key.
Ther ef ore nobody other than the intended receiver can decrypt the nessage.
Even the person who encrypted it can not reverse the process. Wen you
recei ve a nessage, you use your secret decryption key to decrypt the
nmessage. This secret key never |eaves your conputer. In fact, your secret
key is itself encrypted to protect it from anyone snoopi ng around your
conput er.

4. How nmuch does PGP cost?

Not hi ng! (Conpare to ViaCrypt PGP at $98!) It should be noted, however,
that in the United States, the freeware version of PGP *NMAY* be a
violation of a patent held by Public Key Partners (PKP)

. 5. I s encryption |egal?

In much of the civilized world, encryption is either legal, or at |east

tol erated. However, there are a sone countries where such activities could
put you in front of a firing squad! Check with the laws in your own
country before using PGP or any other encryption product. A couple of the
countries where encryption is illegal are Iran and Iraq.

. 6. s PGP | egal ?

In addition to the comments about encryption |isted above, there are a
coupl e of additional issues of inportance to those individuals residing in
the United States or Canada. First, there is a question as to whether or
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not PGP falls under ITAR regulations with govern the exporting of
cryptographi c technology fromthe United States and Canada. This despite
the fact that technical articles on the subject of public key encryption
have been available legally world wide for a nunber of years. Any

conpet ent progranmer woul d have been able to translate those articles into
a wor kabl e encryption program There is the possibility that | TAR

regul ations may be relaxed to allow for encryption technol ogy.

7. Where can | get translations of the PG docunentation and/or

| anguage. txt files?
Spani sh: Armando Ranpbs <ar mando@l erval . or g>
German: Marc Aurel <4-tea-2@ong. saar. de>
Li t huani an: Zygi mantas Cepaitis, Bokera Ltd., Kaunas Lithuani a.
e-mail: <zcepaitis@tl.fi> or <zygi s@okera.lira.lt.ee>
ftp: ghost.dsi.unim.it:/pub/crypt/pgp23ltk.zip
ftp: nic.funet.fi:/pub/crypt/ghost.dsi.unim.it/pgp23ltk.zip

. 8. Is there an archive site for alt.security.pgp?

| aszl o@nstrl ab. kth. se (Laszl o Baranyi) says:

"My nmenory says that ripem nsu.edu stores a backlog of both alt.security.
pgp, and sci.crypt. But that site is ONLY open for ftp for those that are
i nside US."

. 9. Is there a commerci al version of PGP avail abl e?

Yes, by arrangenent with the author of PGP, a conpany called ViaCrypt is
mar keting a version of PGP that is alnost identical to the version
currently available on Internet. Each can read or wite nessages to the
other. The list price of ViaCrypt PGP is $98 (US) for a single user
license and is NOT available for export fromthe United States. In
addition, it is presently available only for M5-DOS. Versions for other
pl atforns are under devel opnent. While the present product is 100%

conpatible with free PGP, it is not known if this will remain the case in
the future. The address of ViaCrypt is:
Vi aCr ypt

David A. Barnhart

Product Manager

2104 West Peoria Avenue

Phoeni x, Arizona 85029

Tel : (602) 944-0773

Fax: (602) 943-2601

E-Mai | . 70304. 41@onpuserve. com

E- Mai | : wk01965@wor | dl i nk. com

Credit card orders only. (800)536-2664 (8-5 MST MF)

. 10. What platfornms has PGP been ported to?

10.1. DCs: 2.3a

10.2. MAC. 2.3

10.3. OS/2: 2.3a

10.4. Unix: 2.3a (Variations exist for many different systens.)
10.5. VAX/VMS: 2. 3a

10.6. Atari ST: 2.3a

10. 7. Archinmedes: 2.3a subversion 1.18b

10. 8. Commodore Ami ga: 2.3a patchlevel 2

From sinmons@eti.GUN. de (Peter Sinons)
Date: Fri, 31 Dec 1993 08: 10: 53 +0100
Newsgroups: alt.security. pgp

Subj ect: PGPAm ga 2.3a.2 available for FTP



TI TLE
Pretty Good Privacy (PGP)
VERSI ON
Version 2.3a patchlevel 2
AUTHOR
Am ga port and enhancenents by Peter Sinons <sinons@eti.GUN. de>
CHANGES
This version is re-conpiled with SAS/C 6.50. A few m nor bugs have been
fixed. Additionally, the manual is now availabe in TexInfo style and can
easily be converted into Am gaCui de, postscript, dvi or whatever fornmat.
Am gaCui de versions are included.
Also for the first time, the alt.security.pgp frequently asked questions
(FAQ are included in the archive.
NOTES
Pl ease take note that the archive contains a readne file, with checksuns
for ALL files in the distribution and is signed with ny key! Please be
careful, if this file is mssing or rigged!
A mailing list concerning PGPAm ga has been opened on peti.GUN de. To
subscribe, send e-nmail to listserv@eti.GUN. de with "ADD your address
PGPAM ga" in the nmessage body. You nay add "HELP" in the next line to
recei ve a command overvi ew of ListSERV.
SPECI AL REQUI REMENTS
none
HOST NAMVE
Any Am net host, i.e. ftp.uni-kl.de (131.246.9.95).
DI RECTORY
[ pub/am net/util/crypt/
FI LE NAVES
PGPAmM 23a_2.1| ha
PGPAmM 23a2 _src. | ha
.11, Where can | obtain PGP?
FTP sites:
soda. ber kel ey. edu
/pub/cypherpunks/pgp (DCs, MAC)
Verified: 21-Dec-
ftp. denon. co. uk
/ pub/ am ga/ pgp
/ pub/ ar chi medes
/ pub/ pgp
/ pub/ mac/ MacPGP
ftp.informatik.tu-menchen. de
ftp.funet.fi
ghost.dsi.unim.it
/ pub/ crypt
Verified: 21-Dec-93
ftp.tu-clausthal.de (139.174.2.10)
wuar chi ve. wust | . edu
[ pub/am net/util/crypt
src.doc.ic.ac.uk (Am ga)
/ am net
/ am ga- boi ng
ftp.informatik.tu-menchen. de
/ pub/ conp/ os/ 0s2/ crypt/ pgp230s2A. zip (OS/ 2)
bl ack. ox. ac. uk (129.67.1.165)



2.

[ src/security (Unix)
i swuar chi ve. wust | . edu
pub/am net/util/crypt (Am ga)
csn.org
/I mpj (see README. MPJ for export restrictions)
nic.funet.fi (128.214.6.100)
van- bc. wi nsey. bc. ca (192.48.234.1)
ftp.uni-kl.de (131.246.9.95)
gi cl ab. scn.rain.com (147.28. 0. 97)
pc. usl . edu (130.70.40.3)
leif.thep.lu.se (130.235.92.55)
goya.dit.upmes (138.4.2.2)
t upac- amar u. i nformati k. rwt h-aachen. de (137.226.112. 31)
ftp.etsu.edu (192.43. 199. 20)
princeton.edu (128.112.228.1)
pencil.cs. mssouri.edu (128.206.100.207)
Al'so, try an archie search for PGP using the comand:
archie -s pgp23 (DOS Versions)
archie -s pgp2.3 (MAC Versions)

ftpmail:
For those individuals who do not have access to FTP, but do have access
to e-mail, you can get FTP files mailed to you. For information on this
service, send a nessage saying "Help" to ftpmail @ecw ! .dec.com You
will be sent an instruction sheet on howto use the ftpmail service.

BBS sites:

Hi er ogl yphi cs Vodoo Machi ne ( Col or ado)
DCS version only

(303) 443-2457

Verified: 26-Dec-93

Col orado Cat aconbs BBS

(303) 938-9654

Exec- Net (New York)

Host BBS for the ILink net.

(914) 667-4567

The Grapvine BBS (Little Rock Arkansas)
No | onger in operation
CGeneral Questions

2.1. Wiy can't a person using version 2.2 read ny version 2.3 nessage?

Try addi ng "+pkcs_conpat =0" to your command line as follows: "pgp -seat +
pkcs_conpat=0 <fil ename>" By default, version 2.3 of PGP uses a different
header format that is not conpatible with earlier versions of PGP
Inserting this option into the command will force PGP to use the ol der
header format. You can also set this option in your config.txt file, but
this is not recommended.

. 2. Wiy does it take so long to encrypt/decrypt messages?

This problem can arise when you have placed the entire public key ring
fromone of the servers into the pubring.pgp file. PG° may have to search
t hrough several thousand keys to find the one that it is after. The
solution to this dilemma is to maintain 2 public key rings. The first

ring, the normal pubring.pgp file, should contain only those individuals
that you send nessages to quite often. The second key ring can contain ALL
of the keys for those occasions when the key you need isn't in your short
ring. You will, of course, need to specify the key file nane whenever
encrypting nmessages using keys in your secondary key ring. Now, when



encrypting or decrypting nessages to individuals in your short key ring,

the process will be a LOT faster.

2. 3. How do | create a secondary key file?
First, let's assunme that you have all of the mammth public key ring in
your default pubring.pgp file. First, you will need to extract all of your
commonly used keys into separate key files using the -kx option. Next,
rename pubring.pgp to sonme other name. For this exanple, | will use the

name pubring. big. Next, add each of the individual key files that you
previously created to a new pubring. pgp using the -ka option. You now have
your 2 key rings. To encrypt a nessage to soneone in the short default
file, use the command "pgp -e <userid>". To encrypt a nessage to soneone
in the long ring, use the command "pgp -e <userid> c:\pgp\pubring.big".
Not e that you need to specify the conplete path and file nanme for the

secondary key ring. It will not be found if you only specify the file
name.

2. 4. How does PGP handle nultiple addresses?
When encrypting a nessage to nmultiple addresses, you will notice that the

I ength of the encrypted file only increases by a small anount for each
addi ti onal address. The reason that the nmessage only grows by a snal
anount for each additional key is that the body of the message is only
encrypted once using a random session key and IDEA. It is only necessary
then to encrypt this session key once for each address and place it in the
header of the nessage. Therefore, the total |ength of a nessage only
i ncreases by the size of a header segnment for each additional address. (To
avoi d a known weakness in RSA when encrypting the same nmessage to nmultiple
reci pients, the | DEA session key is padded with different random data each
time it is RSA-encrypted.)

2.5. How can | use PGP to create a return recei pt for a nessage?
| was planning on including a section on this question. However, while
followng a simlar thread in alt.security.pgp, | realized that there were
too many unresol ved issues to include an answer here. | may try to
i nclude the subject in a future rel ease of the FAQ

2. 6. Where can | obtain scripts to integrate pgp with ny email or news

readi ng systenf

The scripts that cone with the source code of PGP are rather out of date.
Newer versions of sone of the scripts are avail able via anonynous ftp at
ftp.informatik. uni - hanburg. de:/pub/virus/ m sc/contrib.zip

: Keys

3. 1. Wi ch key size should | use?

PGP gives you 4 choices of key size: 384, 512, 1024, or a user selected
nunber of bits. The larger the key, the nore secure the RSA portion of the
encryption is. The only place where the key size nakes a | arge change in
the running time of the programis during key generation. A 1024 bit key
can take 8 tinmes longer to generate than a 384 bit key. Fortunately, this
is a one tinme process that doesn't need to be repeated unless you wish to
generate anot her key pair. During encryption, only the RSA portion of the
encryption process is affected by key size. The RSA portion is only used
for encrypting the session key used by the IDEA. The main body of the
nmessage is totally unaffected by the choice of RSA key size. So unless you
have a very good reason for doing otherw se, select the 1024 bit key size.
Using currently avail able algorithnms for factoring, the 384 bit key is
just not far enough out of reach to be a good choice.

3. 2. Wy does PGP take so long to add new keys to ny key ring?



The tinme required to check signatures and add keys to your public key ring
tends to grow as the square of the size of your existing public key ring.
This can reach extrene proportions. | just recently added the entire 850KB
public key ring formone of the key servers to ny |local public key ring.
Even on ny 66MHz 486 system the process took over 10 hours.

. 3. How can | extract nultiple keys into a single arnored file?

A nunber of people have nore than one public key that they would like to
make avail able. One way of doing this is executing the "-kxa" command for
each key you wish to extract fromthe key ring into separate arnored
files, then appending all the individual files into a single long file
with multiple arnored bl ocks. This is not as convenient as having all of
your keys in a single arnored bl ock.

Unfortunately, the present version of PGP does not allow you to do this
directly. Fortunately, there is an indirect way to do it. First, extract
each of the desired keys into separate arnored key files using the conmmand
"pgp -kxa <key>". Next, create a tenporary key ring by adding the

i ndi vi dual key files one by one using the command "pgp -ka <keyfil e>
<tenp-key-ring>". This new tenporary key ring will contain only the keys
that you are interested in. Finally, execute the command "pgp -kxa * <new
arnored-file> <tenp-key-ring> to extract all of the keys in the tenporary
ring to an arnored file. Note the "*" in the previous conmand. It is not
described in the PGP docunentation but apparently nmeans "all keys". This
arnored file now contains all of the desired keys just as if pgp had had a
built in command to do it in the first place.

A Unix script to performthe extraction with a singled conmand woul d be as
fol |l ows:

foreach nane (namel nanme2 nane3 ...)
pgp -kx $nane /tnp/ keys. pgp <keyring>
end

An equilivent DOS comrand woul d be:

for %a in (namel nane2 nanme3 ...) do pgp -kx % <keyring>

4. | tried encrypting the sanme nessage to the same address two
different tinmes and got conpletely different outputs. Wiy is this?

Every time you run pgp, a different session key is generated. This session

key is used as the key for IDEA. As a result, the entire header and body

of the message changes. You will never see the same output tw ce, no
matter how many tines you encrypt the sane nessage to the sane address.

This adds to the overall security of PGP.

. 5. How do | specify which key to use when an individual has 2 or nore
public keys and the very sane user |ID on each, or when 2 different
users have the same nane?

| nstead of specifying the user's nane in the IDfield of the PGP command,

you can use the key I D nunber. The format is OXNNNNNN where NNNNNN i s the

user's 6 character key ID nunber. It should be noted that you don't need
to enter the entire I D nunber, a few consecutive digits fromanywhere in
the ID should do the trick. Be careful: If you enter "0x123", you will be
mat chi ng key 1 Ds 0x123937, 0x931237, or 0x912373. Any key ID that
contains "123" anywhere in it will produce a match. They don't need to be
the starting characters of the key ID. You will recognize that this is



the format for entering hex nunbers in the C programm ng | anguage. For
exanpl e, any of the follow ng commands could be used to encrypt a file to
ne.

pgp -e <filename> "Gary Edstront

pgp -e <fil enane> ghe@etcom com

pgp -e <fil enanme> 0x90A9C9
This sanme nethod of key identification can be used in the config.txt file
in the "MyNane" variable to specify exactly which of the keys in the
secret key ring should be used for encrypting a nessage.

3. 6. What does the nmessage "Unknown signator, can't be checked" nean?

It means that the key used to create that signature does not exist in your
dat abase. If at sometinme in the future, you happen to add that key to your
dat abase, then the signature line will read normally. It is conpletely
harm ess to | eave these non checkabl e signatures in your database. They
neither add to nor take away fromthe validity of the key in question.

3.7. How do | get PGP to display the trust paraneters on a key?
You can only do this when you run the -kc option by itself on the entire
dat abase. The paranmeters will NOT be shown if you give a specific ID on
the command |ine. The correct conmand is: "pgp -kc". The command "pgp -kc
smth” will NOT show the trust parameters for smth.

: Security Questions

4.1 How secure is PGP?

The bi g unknown in any encryption schenme based on RSA is whether or not
there is an efficient way to factor huge nunbers, or if there is sone
backdoor algorithmthat can break the code w thout solving the factoring

problem Even if no such algorithmexists, it is still believed that RSA
is the weakest link in the PGP chain.
4. 2. Can't you break PGP by trying all of the possible keys?

This is one of the first questions that people ask when they are first

i ntroduced to cryptography. They do not understand the size of the

probl em For the |IDEA encryption scheme, a 128 bit key is required. Any
one of the 27128 possi bl e conbinati ons would be | egal as a key, and only

t hat one key woul d successfully decrypt all nessage bl ocks. Let's say that
you had devel oped a special purpose chip that could try a billion keys per
second. This is FAR beyond anything that could really be devel oped today.
Let's also say that you could afford to throw a billion such chips at the
problemat the sanme tine. It would still require over 10,000, 000, 000, 000
years to try all of the possible 128 bit keys. That is sonething Iike a

t housand tinmes the age of the known universe! Wiile the speed of conputers
continues to increase and their cost decrease at a very rapid pace, it
wi |l probably never get to the point that | DEA could be broken by the
brute force attack.

The only type of attack that m ght succeed is one that tries to solve the
probl em froma mat hemati cal standpoint by analyzing the transfornmations
that take place between plain text blocks, and their cipher text
equivalents. IDEAis still a fairly new algorithm and work still needs to
be done on it as it relates to conplexity theory, but so far, it appears
that there is no algorithmmuch better suited to solving an | DEA ci pher
than the brute force attack, which we have already shown is unworkabl e.
The nonlinear transformation that takes place in IDEA puts it in a class
of extrenely difficult to solve mathnmatical problens.

4. 3. How secure is the conventional cryptography (-c) option?



Assumi ng that you are using a good strong random pass phrase, it is
actually much stronger than the normal nopde of encryption because you have
renoved RSA which is believed to be the weakest link in the chain. O
course, in this node, you will need to exchange secret keys ahead of tine
wi th each of the recipients using sone other secure method of
comuni cation, such as an in-person neeting or trusted courier.
4. Can the NSA crack RSA?
Thi s question has been asked many tines. If the NSA were able to crack
RSA, you woul d probably never hear about it fromthem The best defense
against this is the fact the algorithmfor RSA is knowmn world w de. There
are many conpetent mathematici ans and crypt ographers outside the NSA and
there is nmuch research being done in the field right now If any of them
were to discover a hole in RSA, |'msure that we woul d hear about it from
them | think that it would be hard to hide such a discovery. For this
reason, when you read nessages on USENET saying that "soneone told thent
that the NSA is able to break pgp, take it with a grain of salt and ask
for sone docunentation on exactly where the information is com ng from
. 5. How secure is the "for your eyes only" option (-nm?
It is not secure at all. There are nany ways to defeat it. Probably the
easiest way is to sinply redirect your screen output to a file as foll ows:
pgp [filenane] > [diskfile]
The -moption was not intended as a fail-safe option to prevent plain text
files frombeing generated, but to serve sinply as a warning to the person
decrypting the file that he probably shouldn't keep a copy of the plain
text on his system

. 6. What if | forget ny pass phrase?

In a word: DON T. If you forget your pass phrase, there is absolutely no
way to recover any encrypted files. | use the follow ng technique: | have
a backup copy of ny secret key ring on floppy, along with a seal ed

envel ope containing the pass phrase. | keep these two itens in separate

safe | ocations, neither of which is ny hone or office. The pass phrase
used on this backup copy is different fromthe one that I normally use on
my conputer. That way, even if sone stunbles onto the hidden pass phrase

and can figure out who it belongs to, it still doesn't do them any good,
because it is not the one required to unlock the key on ny conputer.
7. Wiy do you use the term "pass phrase” instead of "password"?

This is because nost people, when asked to choose a password, select sone
si npl e common word. This can be cracked by a programthat uses a
dictionary to try out passwords on a system Since nost people really
don't want to select a truly random password, where the letters and digits
are mxed in a nonsense pattern, the term pass phrase is used to urge
people to at | east use several unrelated words in sequence as the pass
phrase.

. 8. If my secret key ring is stolen, can ny nessages be read?

No, not unless they have al so stol en your secret pass phrase, or if your
pass phrase is susceptible to a brute-force attack. Neither part is useful
wi t hout the other. You should, however, revoke that key and generate a
fresh key pair using a different pass phrase. Before revoking your old
key, you mght want to add another user ID that states what your new key
idis so that others can know of your new address.

. 9. How do | choose a pass phrase?

Al of the security that is available in PGP can be nmade absolutely
useless if you don't choose a good pass phrase to encrypt your secret key
ring. Too many people use their birthday, their tel ephone nunber, the nane



of a | oved one, or sone easy to guess common word. \Wile there are a
nunber of suggestions for generating good pass phrases, the ultimate in
security i s obtained when the characters of the pass phrase are chosen
conpletely at random It nay be a little harder to renmenber, but the added
security is worth it. As an absol ute m ni mum pass phrase, | woul d suggest
a random conbi nation of at least 8 letters and digits, with 12 being a
better choice. Wth a 12 character pass phrase made up of the | ower case
letters a-z plus the digits 0-9, you have about 62 bits of key, which is 6
bits better than the 56 bit DES keys. If you wi sh, you can m x upper and
| oner case letters in your pass phrase to cut down the number of
characters that are required to achieve the sane | evel of security. |
don't do this nyself because | hate having to mani pulate the shift key
while entering a pass phrase.
A pass phrase which is conposed of ordinary words w thout punctuation or
special characters is susceptible to a dictionary attack. Transposing
characters or m s-spelling words makes your pass phrase | ess vul nerabl e,
but a professional dictionary attack will cater for this sort of thing.
. 10. How do | renenber ny pass phrase?
This can be quite a problemespecially if you are |ike nme and have about a
dozen different pass phrases that are required in your every day life.
Witing them down soneplace so that you can renenber them woul d defeat the
whol e purpose of pass phrases in the first place. There is really no good
way around this. Either renenber it, or wite it down someplace and ri sk
having it conprom sed.
11, How do | verify that my copy of PGP has not been tanpered with?
| f you do not presently own any copy of PGP, use great care on where you
obtain your first copy. What | woul d suggest is that you get two or nore
copies fromdifferent sources that you feel that you can trust. Conpare
the copies to see if they are absolutely identical. This won't elimnate
the possibility of having a bad copy, but it will greatly reduce the
chances.
If you already own a trusted version of PGP, it is easy to check the
validity of any future version. There is a file called PGPSI G ASC i ncl uded
with all new releases. It is a stand-alone signature file for the contents
of PGP.EXE. The signature file was created by the author of the program
Si nce nobody except the author has access to his secret key, nobody can
tanper with either PGP. EXE or PGPSI G ASC without it being detected. To
check the signature, you MJST be careful that you are executing the OLD
version of PGP to check the NEW If not, the entire check is useless.
Let's say that your existing copy of PG is in subdirectory C \PG and
your new copy is in C\NEW You should execute the foll ow ng conmand:

\ PGP\ PGP C: \ NEW PGPSI G. ASC C: \ NEW PGP. EXE
This will force your old copy of PGP to be the one that is executed. If
you sinply changed to the C.\NEWdirectory and executed the comrand " PGP
PGPSI G. ASC PGP. EXE" you woul d be using the new version to check itself,
and this is an absolutely worthl ess check.
Once you have properly checked the signature of your new copy of PGP, you
can copy all of the files to your C\PGP directory.
.12, How do | know that there is no trap door in the progranf
The fact that the entire source code for PGP is avail able nakes it just
about inpossible for there to be sone hidden trap door. The source code
has been exam ned by countl ess individuals and no such trap door has been
found. To nake sure that your executable file actually represents the
gi ven source code, all you need to do is to re-conpile the entire program
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| did this with the DOS version 2.3a and the Borland C++ 3.1 conpiler and
found that the output exactly matched byte for byte the distributed
executable file.

. 13. Can | put PGP on a nmulti-user systemlike a network or a

mai nf rame?
You can, but you should not, because this greatly reduces the security of
your secret key/pass phrase. This is because your pass phrase may be
passed over the network in the clear where it could be intercepted by
networ k nonitoring equipnment. Also, while it is being used by PGP on the
host system it could be caught by sonme Trojan Horse program Also, even
t hough your secret key ring is encrypted, it would not be good practice to
| eave it lying around for anyone else to | ook at.

.14, Wiy not use RSA alone rather than a hybrid m x of |DEA M5, & RSA?

Two reasons: First, the IDEA encryption algorithmused in PGP is actually
MJUCH stronger than RSA given the sane key length. Even with a 1024 bit
RSA key, it is believed that | DEA encryption is still stronger, and, since
a chain is no stronger than it's weakest link, it is believed that RSA is
actually the weakest part of the RSA - | DEA approach. Second, RSA
encryption is MIJCH sl ower than I DEA. The only purpose of RSA in nost
public key schemes is for the transfer of session keys to be used in the
conventional secret key algorithm or to encode signatures.

. 15. Aren't all of these security procedures a little paranoi d?

That all depends on how much your privacy neans to you! Even apart from
t he governnent, there are nmany people out there who would just |ove to
read your private mail. And many of these individuals would be willing to
go to great lengths to conprom se your mail. Look at the anpbunt of work
that has been put into some of the virus progranms that have found their
way into various conputer systenms. Even when it doesn't involve noney,
sonme people are obsessed with breaking into systens. Just about week ago,
| saw a posting on alt.security.pgp where the return address had been
altered to say "president @hitehouse.gov”. In this case, the content of

t he nessage showed that it was obviously fake, but what about sone of

t hose ot her not so obvi ous cases.

. 16. Can | be forced to reveal ny pass phrase in any |egal proceedi ngs?

The followi ng information applies only to citizens of the United States in
U S. Courts. The laws in other countries may vary. Please see the
di sclaimer at the top of part 1.

There have been several threads on Internet concerning the question of
whet her or not the fifth anmendnment right about not being forced to give
testi nmony agai nst yourself can be applied to the subject of being forced
to reveal your pass phrase. Not wanting to settle for the many
conflicting opinions of arnthair |awers on usenet, | asked for input from
i ndi vidual s who were nore qualified in the area. The results were
somewhat m xed. There apparently has NOT been nuch case history to set
precedence in this area. So if you find yourself in this situation, you
shoul d be prepared for a long and costly legal fight on the matter. Do
you have the tinme and noney for such a fight? Al so renenber that judges
have great freedomin the use of "Contenpt of Court”. They m ght choose
to lock you up until you decide to reveal the pass phrase and it could
take your |awyer sone tinme to get you out. (If only you just had a poor
menory!)

Message Si gnatures

5.1. What i s nmessage signing?



Let's imagine that you received a letter in the mail from soneone you know
named John Smth. How do you know that John was really the person who sent
you the letter and that soneone else sinply forged his nane? Wth PGP, it
is possible to apply a digital signature to a nessage that is inpossible
to forge. If you already have a trusted copy of John's public encryption
key, you can use it to check the signature on the nessage. It would be

i npossi bl e for anybody but John to have created the signature, since he is
the only person with access to the secret key necessary to create the
signature. In addition, if anybody has tanpered with an otherw se valid

nmessage, the digital signature will detect the fact. It protects the
entire message.
. 2. How do | sign a nessage while still leaving it readabl e?

Sonetinmes you are not interested in keeping the contents of a nessage
secret, you only want to nake sure that nobody tanpers with it, and to
allow others to verify that the nessage is really fromyou. For this, you
can use clear signing. Cear signing only works on text files, it will NOT
work on binary files. The conmand format is:

pgp -sat +cl earsi g=on <fil enane>
The output file will contain your original unnodified text, along with
section headers and an arnored PGP signature. In this case, PGP is not
required to read the file, only to verify the signature.

Key Si gnatures
1. What is key signing?
K, you just got a copy of John Smith's public encryption key. How do you
know that the key really belongs to John Smith and not to sone inpostor?
The answer to this is key signatures. They are simlar to nessage
signatures in that they can't be forged. Let's say that you don't know
that you have John Smith's real key. But let's say that you DO have a
trusted key fromJoe Blow. Let's say that you trust Joe Blow and that he
has added his signature to John Smth's key. By inference, you can now
trust that you have a valid copy of John Smith's key. That is what key
signing is all about. This chain of trust can be carried to several
| evel s, such as A trusts B who trusts C who trusts D, therefore A can
trust D. You have control in the PGP configuration file over exactly how
many | evels this chain of trust is allowed to proceed. Be careful about
keys that are several |evels renoved fromyour i mediate trust.
. 2. How do | sign a key?
From t he conmand pronpt, execute the foll ow ng comrand:

PGP -ks [-u userid] <keyid>
A signature will be appended to already existing on the specified key.
Next, you should extract a copy of this updated key along with its
signatures using the "-kxa" option. An arnored text file will be created.
Gve this file to the owner of the key so that he may propagate the new
signature to whonever he chooses.

Be very careful with your secret keyring. Never be tenpted to put a copy
i n sonebody el se's machine so you can sign their public key - they could
have nodified PGP to copy your secret key and grab your pass phrase.

It is not considered proper to send his updated key to a key server
yoursel f unl ess he has given you explicit perm ssion to do so. After all,
he may not wi sh to have his key appear on a public server. By the sane

t oken, you shoul d expect that any key that you give out will probably find



its way onto the public key servers, even if you really didn't want it
t here, since anyone having your public key can upload it.
. 3. Should I sign ny own key?
Yes, you should sign each personal ID on your key. This will help to
prevent anyone from placing a phony address in the IDfield of the key and
possi bly having your mail diverted to them Anyone changing a user id to
your key will be unable to sign the entry, making it stand out |like a sore
thunb since all of the other entries are signed. Do this even if you are
the only person signing your key. For exanple, ny entry in the public key
ring now appears as follows if you use the "-kvv" comand:
Type bits/keylD Date User ID

pub 1024/ 90A9C9 1993/09/13 Gary Edstrom <gbe@etcom conp

sig 90A9C9Gary Edstrom <gbe@uet com conp

Gary Edstrom <72677.564@onpuserve. conp

sig 90A9C9Gary Edstrom <gbe@uet com conp
4. Should I sign X' s key?

Si gni ng soneone's key is your indication to the world that you believe
that key to rightfully belong to that person, and that person is who he
purports to be. Oher people may rely on your signature to deci de whet her
or not a key is valid, so you should not sign capriciously.

Some countries require respected professionals such as doctors or

engi neers to endorse passport photographs as proof of identity for a
passport application - you should consider signing soneone's key in the
sanme light. Alternatively, when you conme to sign soneone's key, ask
yourself if you would be prepared to swear in a court of |aw as to that
person's identity.
. 5. How do | verify soneone's identity?

It all depends on how well you know them Relatives, friends and
col | eagues are easy. People you neet at conventions or key-signing
sessions require sone proof like a driver's license or credit card.
. 6. How do | know sonmeone hasn't sent nme a bogus key to sign?

It is very easy for soneone to generate a key with a false ID and send e-
mai |l with fraudul ent headers, or for a node which routes the e-mail to you
to substitute a different key. Finger servers are harder to tanper with
but not inpossible. The problemis that whilst public key exchange does
not require a secure channel (eavesdropping is not a problem it does
require a tanper-proof channel (key-substitution is a problem

If it is a key from soneone you know well and whose voi ce you recogni ze
then it is sufficient to give thema phone call and have themread their
key's fingerprint (obtained with PGP -kvc <userid>).

I f you don't know the person very well then the only recourse is to
exchange keys face-to-face and ask for sonme proof of identity. Don't be
tenpted to put your public key disk in their machine so they can add their
key - they could maliciously replace your key at the sanme tine. |If the
user ID includes an e-nmail address, verify that address by exchangi ng an
agreed encrypted nessage before signing. Don't sign any user |IDs on that
key except those you have verifi ed.

Revoki ng a key

1. My secret key ring has been stolen or lost, what do | do?
Assumi ng that you selected a good solid random pass phrase to encrypt your
secret key ring, you are probably still safe. It takes two parts to

decrypt a nessage, the secret key ring, and its pass phrase. Assum ng you
have a backup copy of your secret key ring, you should generate a key
revocation certificate and upl oad the revocation to one of the public key



servers. Prior to uploading the revocation certificate, you m ght add a
new IDto the old key that tells what your new key IDw Il be. If you
don't have a backup copy of your secret key ring, then it wll be
i npossible to create a revocation certificate under the present version of
pgp. This is another good reason for keeping a backup copy of your secret
key ring.
. 2. | forgot nmy pass phrase. Can | create a key revocation certificate?
YOU CAN T, since the pass phrase is required to create the certificate!
The way to avoid this dilemma is to create a key revocation certificate at
the sane tinme that you generate your key pair. Put the revocation
certificate amay in a safe place and you will have it avail able should the
need arise. You need to be careful how you do this, however, or you wll
end up revoking the key pair that you just generated and a revocati on can
not be reversed. After you have generated your key pair initially,
extract your key to an ASCII file using the -kxa option. Next, create a
key revocation certificate and extract the revoked key to another ASCII
file using the -kxa option again. Finally, delete the revoked key from
your public key ring using the -kr option and put your non-revoked version
back in the ring using the -ka option. Save the revocation certificate on
a floppy so that you don't lose it if you crash your hard di sk sonetine.
Public Key Servers
1. What are the Public Key Servers?
Public Key Servers exist for the purpose of making your public key
avai l abl e in a comon dat abase where everybody can have access to it for
t he purpose of encrypting nessages to you. Wile a nunber of key servers
exist, it is only necessary to send your key to one of them The key
server will take care of the job of sending your key to all other known
servers. As of 06-Dec-93 there are about 2,600 keys on the key servers.
The rate of growth is increasing rapidly.

. 2. What public key servers are avail abl e?
The following is a list of all of the known public key servers active as
of the publication date of this FAQ | try to keep this list current by

requesting keys froma different server every few days on a rotating
basis. Any changes to this list should be posted to alt.security.pgp and
a copy forwarded to me for inclusion in future rel eases of the PGP FAQ
Changes:
24- Jan- 94 Added nessage announci ng WAV access to public keyserver
on martigny.ai.mt.edu
24-Jan-94 Verified the existance of pgp-public-keys@w. oz.au and
corrected its address.
21-Jan- 94 Added pgp- public-keys@xt221.sra.co.jp to list.
20- Jan- 94 Added pgp-public-keys@ub.nl to |ist.
17-Jan- 94 Added pgp-public-keys@ puni x.comto key servers no | onger
oper ati onal .
I nternet sites:
pgp- publ i c- keys@lenon. co. uk
Mar k Turner <mar k@lenon. co. uk>
FTP: ftp.denon. co. uk:/ pub/ pgp/ pubring. pgp
Verified: 19-Jan-94
pgp- publ i c- keys@ bi hh. i nf ormati k. uni - hanbur g. de
Vesselin V. Bontchev <bontchev@ bi hh. i nformati k. uni - hanbur g. de>
FTP: ftp.informatik.uni-hanburg. de:/pub/virus/ m sc/pubkring. pgp
Verified: 03-Jan-94
publ i c- key-server @uartigny.ai.mt.edu



Brian A. LaMacchi a <public-key-server-request @uartigny.ai.mt.edu>

FTP: None

Verified: 16-Jan-94

pgp- publ i c- keys@gp. ox. ac. uk

Paul Leyl and <pcl @x. ac. uk>

FTP: None

Verified: 18-Jan-94

pgp- publ i c- keys@isi.unim .it

Davi d Vincenzetti <vince@Isi.unim.it>

FTP: ghost.dsi.unim.it:/pub/crypt/public-keys. pgp

Verified: 18-Jan-94

pgp- publ i c- keys@ub. nl

Teun N j ssen <teun@ub. nl>

FTP: None

Verified: 18-Jan-94

pgp- publ i c- keys@xt 221.sra.co.jp

Hi ronobu Suzuki <hironobu@ra.co.jp>

FTP: None

Verified: 20-Jan-94

pgp- publ i c- keys@w. 0z. au

Jereny Fitzhardi nge <jereny@w. oz. au>

FTP: Unknown

Verified: 24-Jan-94
| have previously verified the existance of the follow ng key server, but
have been unable to reach it since the date indicated. |f anyone has any
i nformation concerning it, please forward it to me so that | can update
this list.

pgp- publ i c- keys@i ae. su

FTP: Unknown

Last Attenpt: 19-Jan-94

Last Verified: 11-Dec-93
The foll owi ng key servers are no |longer in operation:

pgp- publ i c- keys@ unkbox. cc. i ast at e. edu

pgp- publ i c- keys@ oxi cwaste. m t. edu

pgp- publ i c- keys@hi | . ut nb. edu

pgp- publ i c- keys@gp. i ast at e. edu

pgp- publ i c- keys@ puni x. com
BBS sites:

Unknown

From bal @urich.ai.mt.edu (Brian A LaMacchi a)

Newsgroups: alt.security. pgp

Subj ect: Announci ng WAV access to public keyserver on martigny.ai.mt.edu
Date: 22 Jan 94 00: 19: 37

Announcing a new way to access public keyservers..

The public keyserver running on martigny.ai.mt.edu may now be accessed
via a Wrld Wde Wb client with fornms support (such as Mysaic). In your
favorite WMV client, open the following URL to start:
http://martigny.ai.mt.edu/ ~bal/pks-toplev. htn

Access to keys on the server is imrediate. You can also submt new keys
and/or signatures in ASCll-arnored format to the server. New keys are
processed every 10 mnutes (along with server requests that arrive by e-
mail).
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The martigny.ai.mt.edu keyserver currently syncs directly with these
ot her keyservers:

pgp- publ i c- keys@lenon. co. uk

pgp- publ i c- keys@gp. ox. ac. uk

pgp- publ i c- keys@xt 221.sra.co.jp

pgp- publ i c- keys@ub. nl
NOTE! This service is experinental, and has limted options at present.
expect to be maki ng changes to the server over the next few weeks to nake
it nore useful. | would appreciate any bug reports, comments or
suggestions you m ght have.
--Brian LaMacchi a

bal @martigny.ai.mt.edu

publ i c- key-server-request @martigny.ai.mt.edu

. 3. What is the syntax of the key server commands?

The remail er expects to see one of the foll owi ng coommands pl aced in the
subject field. Note that only the ADD conmmand uses the body of the
nessage.

ADD Your PGP public key (key to add is body of nsg) (-ka)
| NDEX List all PGP keys the server knows about (-kv)
VERBOSE | NDEX List all PGP keys, verbose format (-kvv)
CGET CGet the whole public key ring (-kxa *)

CET <userid> Get just that one key (-kxa <userid>)

MCET <userid> CGet all keys which match <userid>

LAST <n> Get all keys upl oaded during |last <n> days

If you wish to get the entire key ring and have access to FTP, it would be
a lot nore efficient to use FTP rather than e-mail. Using e-nail, the
entire key ring can generate a many part nessage, which you will have to
reconstruct into a single file before adding it to your key ring.

Bugs
Where should | send bug reports?

Post all of your bug reports concerning PGP to alt.security.pgp and
forward a copy to nme for possible inclusion in future rel eases of the FAQ
Pl ease be a aware that the authors of PGP m ght not acknow edge bug
reports sent directly to them Posting themon USENET will give themthe
wi dest possible distribution in the shortest anount of tine. The
following list of bugs is limted to version 2.2 and later. For bugs in
earlier versions, refer to the docunentation included with the program
Version 2.3 for DOS has a problemw th clear signing nessages. Anyone
using version 2.3 for DOS should upgrade to version 2. 3a.
Version 2.2 for DOS has a problem of randomy corrupting nenory, which can
(and sonetinmes does) make DOS trash your hard di sk.

Rel at ed News G oups
alt.privacy. cli pper Cli pper, Capstone, Skipjack, Key Escrow
alt.security general security discussions
alt.security.indexindex to alt.security
alt.security.pgp discussion of PGP
alt.security.ripenmdi scussi on of Rl PEM
alt.society.civil-liberty general civil liberties, including privacy
conp. conpressi on di scussion of conpression algorithns
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conp.org. eff.news News reports from EFF

conp.org.eff.tal k discussion of EFF rel ated issues

conp. patents di scussion of S/Wpatents, including RSA

conp. ri sks sonme nention of crypto and w retappi ng

conp. soci ety. privacy general privacy issues

conp. security.announce announcenents of security hol es
m sc. | egal . conmput i ng software patents, copyrights, conputer |aws

sci.crypt nmet hods of data encryption/ decryption

sci . mat hgeneral nath di scussion

tal k. politics.crypto general talk on crypto politics
Reconmended Readi ng

The Code Breakers

The Story of Secret Witing

By Davi d Kahn

The MacM || an Publ i shing Conmpany (1968)

866 Third Avenue, New York, NY 10022

Li brary of Congress Catal og Card Nunber: 63-16109

| SBN: 0- 02-560460-0

Thi s has been the unofficial standard reference book on the history of
cryptography for the last 25 years. It covers the devel opnent of
cryptography fromancient tinmes, up to 1967. It is interesting to read
about the cat and nouse ganes that governnents have been playing with each
other even to this day. | have been informed by Mats Lof kvi st <d87-

mal @ada. kt h. se> that the book has been reissued since its original
printing. He found out about it fromthe 'Baker & Tayl or Books' database.
| obtained ny original edition froma used book store. It is quite
exhaustive in its coverage with 1164 pages. Wen | was serving in the
United States Navy in the early 1970's as a cryptographic repair

techni cian, this book was consi dered contraband and not wel cone around ny
wor k place, even though it was freely available at the |ocal public
library. This was apparently because it nentioned several of the pieces
of secret cryptographic equipnment that were then in use in the mlitary.
The followng Iist was taken fromthe PGP docunentation:

Dor ot hy Denni ng, "Cryptography and Data Security", Addi son-Wesl ey,
Readi ng, MA 1982
Dor ot hy Denning, "Protecting Public Keys and Signature Keys", |EEE
Comput er, Feb 1983
Martin E. Hell man, "The Mat hematics of Public-Key Cryptography, "
Scientific Anerican, Aug 1979
Steven Levy, "Crypto Rebels", WRED, My/Jun 1993, page 54. (This is a
"must-read"” article on PGP and other related topics.)
Ronal d Rivest, "The MD5 Message Digest Algorithm, MT Laboratory for
Conmput er Sci ence, 1991
Availible fromthe net as RFCL1321.
Al so avalible at ghost.dsi.unim.it and it's mrror at nic.funet.fi:/
pub/ crypt/ghost.dsi.unim.iti is: |DEA chapter.3.ZlP, a postscript
text fromthe | DEA designer about | DEA
Xuejia Lai, "On the Design and Security of Block C phers”, Institute for
Signal and Information Processing, ETH Zentrum Zurich, Switzerland, 1992
Xuejia Lai, Janes L. Massey, Sean Murphy, "Markov C phers and D fferenti al
Crypt anal ysi s", Advances in Cryptol ogy- EUROCCRYPT 91



Philip Zi mrermann, "A Proposed Standard Format for RSA Cryptosystens”,
Advances in Conputer Security, Vol Il1l, edited by Rein Turn, Artech House,
1988
Bruce Schneier, "Applied Cryptography: Protocols, Al gorithms, and Source
Code in C', John Wley & Sons, 1993 (com ng in Novenber)
Paul Wallich, "Electronic Envel opes”, Scientific Anerican, Feb 1993, page
30. (This is an article on PGP)
12. Ceneral Tips

> Sonme BBS sysops nmay not permt you to place encrypted mail or files on
their boards. Just because they have PGP in their file area, that doesn't
necessarily nmean they tolerate you upl oading encrypted nmail or files - so
*do* check first.

> Fido net mail is even nore sensitive. You should only send encrypted net
mai | after checking that:

a) Your sysop permts it.
b) Your recipient's sysop permts it.
c) The mail is routed through nodes whose sysops also permt it.
> Cet your public key signed by as many individuals as possible. It
i ncreases the chances of another person finding a path of trust from
hi msel f to you.
> Don't sign soneone's key just because sonmeone el se that you know has
signed it. Confirmthe identity of the individual yourself. Renenber,
you are putting your reputation on the |ine when you sign a key.

Appendi x | - PGP add-ons and Rel ated Prograns

Much of this section was taken froman old FAQ supplied to ne for the

devel opnment of this list. This section will hopefully grow to contain a |ist
of every utility that has been witten. | would appreciate it if the authors
of the various utilities could send nme mail about their |atest version, a
description, if source code is available, and where to get it. | will then

include the information in the next rel ease of the FAQ

| f you have a utility, but don't know how to nmake it w dely avail able, send
mai |l to David Vincenzetti <vince@isi.unim.it> who is crypto collection
mai nt ai ner at ghost.dsi.unim.it. That ftp-site is weekly mrrored at nic.
funet.fi in area: /pub/crypt/ghost.dsi.unim.it

> There are utilities in the source code for PGP. Get pgp23srcA zip and
unpack with 'pkunzip -d pgp23srcA. zip' to get themall come up nicely
sorted in subdirectories.
Ar chi nedes
> PGPw np
From Peter Gaunt
Current Version: 0.12
Where Avail abl e: ftp.denon. co. uk:/pub/archi medes
| nf or mati on Updat ed: 21-Dec-93

A nmulti-tasking WM front-end for PGP (requires RISC OS 3). C(perates on
files - it has no hooks to allow integration with mail ers/newsreaders.
> RNscri pt s4PGP
From pla@ktb.denon.co.uk (Paul L. Allen)
Current Version: 1.1



Where Avail abl e: ftp.denon. co. uk:/pub/archi medes
| nf or mati on Updat ed: 12-Dec-93

A collection of scripts and a small BASI C program which integrate PGP with
t he ReadNews mail er/ newsreader. Provides encryp, decrypt, sign signature-
check, add key.
DOS / MS W ndows
> HPACK79 PGP- conpat i bl e archi ver
114243 Nov 20 07:08 garbo.uwasa.fi:/pc/arcers/hpack79. zi p
146470 Dec 3 01:01 garbo.uwasa.fi:/pc/doc-soft/hpack79d. zip
511827 Dec 3 14:46 garbo.uwasa.fi:/pc/sourcel/ hpack79s. zi p
667464 Dec 5 16:43 garbo.uwasa.fi:/unix/arcers/hpack79src.tar.Z

Where hpack79.zip is the MSDOS execut abl e, hpack79d.zip is the Postscript
docunent ati on, hpack79s.zip is the source code, and hpack79src.tar.Z is
the source code again but in tar.Z format (note that the latter is a tiny
bit nore recent that hpack79s.zip and contains changes for the NeXT).
There is a (rather primtive) Macintosh executabl e sonmewhere on garbo as
wel |, possibly /mac/arcers/ hpack79mac. cpt. OS/2 32-bit versions of
HPACK avai |l abl e for anonynous FTP fromthe UK " ftp.denon.co.uk' [158.
152. 1. 65] in ~/pub/ibnpc/pgp
pgut 1@s. aukuni . ac. nz
p_gut mann@s. aukuni . ac. nz
gut mann_p@osnos. wec. govt . nz
pet er g@cbbs. gen. nz
pet er @acj ack. gen. nz
pet er @hl ar nschl or pht. nacj ack. gen. nz
(I'n order of preference - one of 'enms bound to work)

> MENU. ZI P
Menushel | for MSDOS. (Requires 4DOS or Norton's NDOS) You can custom ze
the nmenu for your own preferences. The nane 'MENU violates file nam ng
conventions on ftp-sites, so | guess it's hard to find this program
somewhere el se. Exists at ghost.dsi.unim.it area: /pub/crypt/ (ask
archi e about 4DCS, a conmand. com repl acenent)

> PBBS (Schedul ed for rel ease sumrer 1994)
Public Bulletin Board System (PBBS) ver 1.0 is a privacy-oriented host BBS
application designed with the "anonynous novenent's" diverse needs in
mnd. PBBS is a conpact application at 75K, allowing it to be run off of
a floppy disk if desired, and requires no tel ecommunicati ons experience to
operate. Installation of PBBS takes about 2 minutes flat, and is easy to
set up and maintain. Don't let the size fool you however, it packs a
powerful set of Znodem Ynodem and Xnodem assenbl y-1 anguage protocol s,
supports speeds up to 57,600 bps, door support, full ANSI-emnulation, and
many nore features!

Public BBS is an eclectic and powerful BBS and also the first bulletin
board system designed to work with Pretty Good Privacy (PGP), the public-
key encryption program A unique Post Ofice within PBBS allows users to
send each other private "postcards” or to upload and downl oad PGP-
encrypted nessages to other user's mail boxes. PBBS also contains a
conprehensi ve public nessage base with "anonynous" read, wite, and reply
options. PBBS has a built in emergency self-destruct sequence for the
sysop that desires an extra level of security. The ESD option wll
conpletely shred all PBBS-related files on disk, assuring the sysop that



his or her BBS will not be conprom sed in any way. Look for Public BBS to
be rel eased on all Internet sites and Fi doNet BBS s as PBBS10.ZlI P. PBBS

wi |l change the face of cyber-fringe tel ecommuni cations forever! Questions
or conments please e-mail Janmes Still at <still @ail ua. col orado. edu>.
PGP- Fr ont

From Walter H van Hol st <121233@c- | ab. f bk. eur. nl >
Current Version:
Where Avail abl e: ghost.dsi.unim.it:/pub/crypt
nic.funet.fi:/pub/crypt
| nf or mati on Updat ed: 09-Jan-94

"PGP-Front is an interactive shell for Phill Zinmrerman's Pretty Good
Privacy and is avail abl e since Novenber 1993 on sonme of the biggest FTP-
sites. It features an easy to use interface for those who don't want to
learn all PGP flags by heart but still want to make use of its
versatility. The nbst used options of PGP are supported, including nost
key- managenment options. An inproved version is under devel opnent and w ||
feature support for sonme of the advanced options of PGP and a | ot of extra
configuration options for PGP-Front itself. Systemrequirenents for this
bet a- ver si on:

- 80286 or better (will be lifted in version 1.00)

- M5/ PC-DOS 3.11 or better

- Enough nmenory to run PGP plus an extra 512 bytes for PGP-Front, thanks
to Ral ph Brown.

Any feedback on this project will be appreciated,

Wal ter H. van Hol st <121233@c- | ab. f bk. eur. nl >"

PGP- NG ZI P

At nic.funet.fi; /pub/crypt/pgp-ng.zip. A norton Guide database for PGP
ver 2.0. Easy to find info for progranmmers about all the functions in the
source code, and users can nore easily find their subject. |Is any update
for the current version planned? Ask archie about the 2 Norton guide

cl ones that are out on the net.

PGPSHEL L
Dat e: 12-Jan- 94
From Janes Still <still @ail ua. col orado. edu>

Subj ect: PGPShell Version 3.0

PGPSHELL VERSI ON 3. 0 PROGRAM RELEASE

PGPShel |, a front-end DOS programfor use with Philip Zimermann's Pretty
Good Privacy (PGP) public-key encryption software, has just been upgraded
and rel eased as version 3.0.

PGPShel | incorporates easy to use, nouse-driven nenus and a uni que Key
Managenent Screen to easily display all public key ring information in a
flash. PGP encryption will never be the sane again! Breeze through PGP

UserlD's, KeylD s, Fingerprints, E-nail addresses, Signature's, Trust



Paraneter's, and PG s Validity ratings all in one screen, at one place,
and with a single nouse-click.

PGPShel | is archived as pgpshe30.zip at many Internet sites including
garbo. uwasa. fi:/pc/crypt and oak.oakl and. edu:/ pub/ msdos/ security and has
been posted to the FidoNet Software Distribution Network (SDN) and shoul d
be on all nodes carrying SDN in a week or so.

To i mredi ately acquire version 3.0 by nodem you can call the Hieroglyphic
Voodoo Machine BBS at +1 303 443 2457 or the GrapeVine BBS at +1 501 791
0124.

Questions or comments? Ping me at --> still @ail ua. col orado. edu
PGPUTI LS. ZI P at ghost.dsi.unim.it /[pub/crypt/ is a collection of BAT-
files, and PIF-files for w ndows.

PGPW nFront ( PFW20. ZI P)

Date: Thu, 13 Jan 1994 11:06: 31 -0500 (EST)

From Ross Barclay <RBARCLAY@Tr ent U. ca>

Subj ect: FAQ addition

To: gbe@etcom com

Hel | o,

| have a program called PGPWnFront that is a Wndows front-end for PGP
It is really quite good and has things |i ke automati c nessage creati on,
key managenent, editable command |ine, one button access to PGP
docunentation, etc...

It is alnbst out in its second revision. It will be out on FTP sites very
soon, and is available currently, and will always be available, by ny
automatic mail system

| f people send ne (rbarclay@rentu.ca) a nessage with the subject GET PW
it wll be sent to them in PGP's radix-64 format. Like | said, it wll

al so be available within the week on FTP sites. by the way ny programis
FREEWARE. Check it out if you like. If you use Wndows, | think you'l

find it very useful.

Ross Barclay Internet: Barclay@rentU Ca

Ontario, Canada CI'$ (rarely): 72172,31

Send ne a nessage with the subject GET KEY to get ny PGP public key.
Subj ect: Front End Announcenent: PGP with TAPC S

Sender: usenet@tinews.tti.com (Usenet Adm n)

Repl y- To: 72027. 3210@onpuserve. com

Date: Tue, 3 Aug 1993 00:58:17 GV

TAPCI S is a popul ar navigator/offline message reader used on PCs to access
CompuServe. An add-on program TAPPKE (TAPcis Public Key Encryption), has
been upl oaded to the ConpuServe TAPCI S Support Forum |ibrary under
"scripts and tools;" this programis an interface between TAPClI S nessage-
witing facilities and PGP.



When you conpose nessages in TAPCIS, they get collected into a batch in a
.SND file along with some control information about where and how t he
nmessages are to be posted or nailed; next tinme you go on-line to
CompuServe, TAPCI S processes any nessages waiting inits .SND files. The
TAPPKE add-on can be run before you do this transm ssion step. TAPPKE
scans nmessages in a .SND file, and any nessage that contains a keyword
(##PRI VATE## or ##SI GNATURE##) is extracted and just that nessage is
handed to PGP for encryption or signature, then reinserted into the .SND
file for transm ssion.

Al this is a sinplified interface to nmake it nore convenient to encrypt/
si gn nessages while still using the normal (and famliar)nmessage
conposition features of TAPCIS. TAPPKE doesn't do any encryption itself,
it nmerely invokes an external encryption engine to performthe indicated
tasks; you can even use it with encryption prograns other than PGP if you
set up a few environnment variables so TAPPKE wi || know what encryption
programto run and what command-1line argunents to feed it. The default
configuration assunmes PGP.

| don't see any point in posting TAPPKE anywhere besi des on ConpuServe,
since the only people who woul d have any use for it are TAPCI S users, and
they by definition have access to the ConpuServe TAPCIS forum i braries.
However, it's free (I released it to the public domain, along with source
code), so anyone who wants to propagate it is welcone to do so.

Sonme numil ers apparently munge ny address; you m ght have to use
bsmart @smart.tti.com-- or if that fails, fall back to 72027.
3210@onpuserve.com Ain't UN X grand? "
> PWF12 A Wndows front end for PGP
For all those M5 Wndows users who want a point and click PGP front end,
PGP WnFront 1.2 (PW12) is for you. This programis an easy to use
W ndows front end for PGP. You can access main PGP features nore easily
than from DOS. This program feat ures:
> A sinple file nmanagenent system
> The ability to create plaintext files to encrypt very easily using the
editor of your choice
> A quick way to shell to DOS to access esoteric PGP features
> Allows you to edit the conmand line to access the nore specialised
features of PGP
> Plus nore
Check it out; IT S FREE and avail abl e by enail .
TO GET THI S PROGRAM ( PWF12. ZI P) :
1) Send an email nessage to rbarclay@rentu.ca
2) The subject MJUST READ: GET PWF
3) The body can be left bl ank.
You will be sent a two part signed Radi x-64 ASCII Arnoured zip file. Use
PGP to de-arnmour it. Read the docunent file fully. This program has a
nunber of features not nentioned here and you wouldn't want to mss them
ross barcl ay
MAC
Uni x
> Emacs Aut o- PGP 1. 02



This is a bunch of Elisp, Perl and Cto allow you to integrate PGP2
(version 2.2 or later) into your Emacs nail reader (and perhaps al so your
newsr eader) .

Feat ur es:

o] Scans the header of a nmessage to be encrypted to determ ne the
reci pients and thus the keys to use to encrypt.

o] | ncom ng encrypted nessages can be decrypted once and then stored in
pl ai ntext, but ...

o] | nformati on about the recipient keys of an incom ng encrypted
nmessage i s preserved.

o] | ncom ng signed and encrypted nessages are turned into clearsigned

nmessages (nmodul o sonme bugs/m sfeatures in PGP)

Si gnat ures on incom ng nessages can be verified in place.

You only have to type your passphrase once, but ..

Your passphrase is not stored in your Emacs but in a separate snal
program which can easily be killed, or replaced (e.g. by an X client
whi ch pops up a wi ndow to confirn1mhether to supply the passphrase -

t hough no such program exists yet (-
o] The stored passphrase can easily be used when using pgp fromthe

Uni x command |ine by using the small w apper program (which works just

i ke normal pgp) which the scripts thensel ves use.

o] No nodification to the PGP sources necessary.
WARNI NG You shoul d probably not use this software if it is likely that an
attacker could gain access to your account, for exanple because you are
not the sysadmn or the security on your systemis dubious (this is true
of nost networked Uni x systens).
To install it:
Edit the file EDITME to reflect your situation, ie where you want stuff
install ed, whether you want to pick up a version fromyour PATH or run it
via the explicit pathname, etc.
Type "nake install
This should conpile ringsearch and install the prograns (using the scripts
i ncl uded) as you specified in ED TME.
Edit the "dir' file in the Emacs Info directory - add a nmenu itemfor
Aut 0- PGP potining to the file "auto-pgp.info'.
Now read auto-pgp.info if you haven't done so already.
I f you find a bug please READ THE SECTI ON ON REPORTI NG BUGS
| an Jackson <ijackson@yx. cs. du. edu>
31st August 1993
mai | crypt. el

From jsc@rit.edu (Jin S Choi)
Current Version: 1.3
Where Avail abl e: gnu. emacs. sour ces

| nffo Updated: 21-Dec-93

(ol ele)

This is an elisp package for encrypting and decrypting mail. | wote this
to provide a single interface to the two nost common mail encryption
prograns, PGP and RIPEM You can use either or both in any conbination.

| ncl udes:
VM mai | reader support.
Support for addresses with spaces and <>'s in them
Support for using an explicit path for the encryption executabl es.
Key managenent functions.



The ability to avoid sone of the pronpts when encrypting.
Assunes nt-defaul t-scheme unl ess prefixed.
| ncl udes nmenubar support under enmacs 19 and gnus support.
> PGPPAGER ver. 1.1
Newsgroups: alt.security. pgp
From abottone@n nerval.bull.it (Al essandro Bottonelli)
Subj ect: pgppager 1.1 sources
Date: Tue, 6 Jul 1993 11:37:06 GVI

pgppager, designed to be possibly integrated with elmmil reader. This
prograns reads froma specified file or fromstdin if no file is specified
and creates three tenporary files i (header, encrypted, and trailer) as
needed, in order to store the header portion in clear text, the encrypted
portion still in cipher text, and the trailer portion of the clear text.
Then, if applicable, the clear text header is outputted, the encrypted
portion is piped through pgp as needed, then the trailer (if any) is
outputted. THI S PROCESS | S TRANSPARENT TO NON PGP ENCRYPTED TEXTS

> rat-pgp. el
rat-pgp.el is a GNU Enacs interface to the PGP public key system It
lets you easily encrypt and decrypt nessage, sign nmessages wth your
secret key (to prove that it really came fromyou). It does signature
verification, and it provides a nunber of other functions. The
package is growing steadily as nore is added. It is ny intention that it
will eventually allow as nuch functionality as accessing PGP directly. The
nost recent version of rat-pgp.el is always avail able via anonynous FTP at
ftp.ccs. neu. edu, directory /pub/ratinox/emacs-1isp/rat-pgp.el.

VAX/ VNS

> ENCRYPT.COM is a VMS nail script that works fine for joleary@sterh.wn
estec.esa.nl (John O Leary)

Chosen Plain Text Attack
This is the next step up fromthe Known Plain Text Attack. In this
version, the cryptoanal ysit can choose what plain text nmessage he wi shes
to encrypt and view the results, as opposed to sinply taking any old plain
text that he m ght happen to lay his hands on. If he can recover the key,
he can use it to decode all data encrypted under this key. This is a much
stronger formof attack than known plain text. The better encryption
systens will resist this formof attack.

Cl i pper
A chip devel oped by the United States Governnent that was to be used as
the standard chip in all encrypted comrunications. Aside fromthe fact
that all details of how the Cipper chip work remain classified, the
bi ggest concern was the fact that it has an acknow edged trap door in it
to all ow the governnent to eavesdrop on anyone using O ipper provided they
first obtained a wiretap warrant. This fact, along with the fact that it
can't be exported fromthe United States, has |ead a nunber of |arge
corporations to oppose the idea. Cipper uses an 80 bit key to performa
series of nonlinear transformation on a 64 bit data bl ock.

DES (Data Encryption Standard)
A data encryption standard devel oped by the United States Governnent. It
was criticized because the research that went into the devel opnment of the
standard remai ned cl assified. Concerns were raised that there m ght be



hi dden trap doors in the logic that would all ow the governnent to break
anyone's code if they wanted to listen in. DES uses a 56 bit key to
performa series of nonlinear transformation on a 64 bit data bl ock. Even
when it was first introduced a nunber of years ago, it was criticized for
not having a |l ong enough key. 56 bits just didn't put it far enough out of
reach of a brute force attack. Today, with the increasing speed of
hardware and its falling cost, it would be feasible, to build a nachi ne
that could crack a 56 bit key in under a day's tinme. It is not known if
such a machine has really been built, but the fact that it is feasible
tends to weaken the security of DES substantially.
| would |ike to thank Paul Leyland <pcl @x. ac.uk> for the foll ow ng
information relating to the cost of building such a DES cracki ng machi ne:
_Efficient DES Key Search_
At Crypto 93, M chael Wener gave a paper with the above title. He
showed how a DES key search engine could be built for $1 m|Ilion which
can do exhaustive search in 7 hours. Expected tine to find a key froma
mat chi ng pair of 64-bit plaintext and 64-bit ciphertext is 3.5 hours.
So far as | can tell, the machine is scalable, which inplies that a
$100M machi ne could find keys every couple of mnutes or so.
The machine is fairly reliable: an error analysis inplies that the nean
time between failure is about 270 keys.
The final sentence in the abstract is telling: In the light of this
work, it would be prudent in many applications to use DES in triple-
encryption node.
| only have portions of a virtually illegible FAX copy, so please don't
ask me for much nore detail. A conplete copy of the paper is being
snailed to ne.
Paul C. Leyl and <pcl @x. ac. uk>
Laszl o Baranyi <laszlo@nstrl ab. kth.se> says that the full paper is
avai lable in PostScript via ftp from
ftp.eff.org:/pub/crypto/des_key search. ps
cpsr.org:/cpsr/crypto/ des/ des_key search. ps
cpsr.org also nakes it available via their Gopher service.
EFF (El ectronic Frontier Foundati on)
The El ectronic Frontier Foundation (EFF) was founded in July, 1990, to
assure freedom of expression in digital media, with a particul ar enphasis
on applying the principles enbodied in the Constitution and the Bill of
Ri ghts to conputer-based communi cation. For further information, contact:
El ectronic Frontier Foundation
1001 G St., NW
Sui te 950 East
Washi ngt on, DC 20001
+1 202 347 5400
+1 202 393 5509 FAX
Internet: eff@ff.org
| DEA (International Data Encryption Al gorithm
Devel oped in Switzerland and |icensed for non conmercial use in PGP. |DEA
uses a 128 bit user supplied key to performa series of nonlinear
mat hematical transformations on a 64 bit data bl ock. Conpare the |ength of
this key with the 56 bits in DES or the 80 bits in i pper
| TAR (International Traffic in Arms Regul ations)
| TAR are the regul ati ons covering the exporting of weapons and weapons
related technology fromthe United States. For sone strange reason, the
government clainms that data encryption is a weapon and cones under the



| TAR regul ations. There is presently a nove in congress to relax the
section of I TAR dealing with cryptographic technol ogy.
Known Pl ain Text Attack
A net hod of attack on a crypto system where the cryptoanal ysit has
mat chi ng copies of plain text, and its encrypted version. Wth weaker
encryption systens, this can inprove the chances of cracking the code and
getting at the plain text of other nessages where the plain text is not
known.
MD5 (Message Digest Al gorithm #5)
The nessage digest algorithmused in PGP is the MD5 Message Di gest
Al gorithm placed in the public domain by RSA Data Security, Inc. MD5's
designer, Ronald Rivest, wites this about MD5:
"It is conjectured that the difficulty of comng up with two nessages
havi ng the same nessage digest is on the order of 2764 operations, and
that the difficulty of comng up with any nessage having a gi ven nessage
digest is on the order of 27128 operations. The MD5 al gorithm has been
carefully scrutinized for weaknesses. It is, however, a relatively new
al gorithmand further security analysis is of course justified, as is
the case with any new proposal of this sort. The |evel of security
provi ded by MD5 should be sufficient for inplementing very high security
hybrid digital signature schenes based on MD5 and the RSA public-key
cryptosystem”
NSA (National Security Agency)
The following was lifted unedited except for formatting fromthe sci.
crypt FAQ

The NSA is the official comrunications security body of the U S.
government. It was given its charter by President Truman in the early
50's, and has continued research in cryptology till the present. The NSA
is knowmn to be the |argest enployer of mathematicians in the world, and is
al so the | argest purchaser of conputer hardware in the world. Governnents
in general have al ways been prine enployers of cryptologists. The NSA
probably possesses cryptographi c expertise many years ahead of the public
state of the art, and can undoubtedly break many of the systens used in
practice; but for reasons of national security alnost all information
about the NSA is classified.

One Tine Pad
The one tine pad is the ONLY encryption schene that can be proven to be
absol utely unbreakable! It is used extensively by spies because it doesn't
require any hardware to inplenent and because of its absolute security.
This algorithmrequires the generation of many sets of matching encryption
keys pads. Each pad consists of a nunber of random key characters. These
key characters are chosen conpletely at random using sone truly random
process. They are NOT generated by any kind of cryptographic key
generator. Each party involved receives matching sets of pads. Each key
character in the pad is used to encrypt one and only one plain text
character, then the key character is never used again. Any violation of
t hese conditions negates the perfect security available in the one tine
pad.

So why don't we use the one tine pad all the tine? The answer is that the
nunber of random key pads that need to be generated nust be at |east equal
to the volunme of plain text nessages to be encrypted, and the fact that



t hese key pads nust sonehow be exchanged ahead of tine. This becones
totally inpractical in nodern high speed conmuni cations systens.

Anmong the nore fanous of the commrunications |inks using a one tine pad
schenme is the Washington to Moscow hot i ne.

PEM (Privacy Enhanced Mil)
The foll owi ng was taken fromthe sci.crypt FAQ

How do | send encrypted nail under UNI X? [PGP, RIRPEM PEM ...]7?
Here's one popul ar method, using the des command:
cat file | conpress | des private_key | uuencode | nai

Meanwhil e, there is a de jure Internet standard in the works called PEM
(Privacy Enhanced Mail). It is described in RFCs 1421 through 1424. To
join the PEMnmailing list, contact pemdev-request@is.com There is a
beta version of PEM being tested at the tine of this witing.

There are also two prograns available in the public domain for encrypting
mai | : PGP and RIPEM Both are avail able by FTP. Each has its own news
group: alt.security.pgp and alt.security.ripem Each has its own FAQ as
well. PGP is nost commonly used outside the USA since it uses the RSA
algorithmw thout a license and RSA's patent is valid only (or at |east
primarily) in the USA

RIPEM is nost commonly used inside the USA since it uses the RSAREF which
is freely available within the USA but not avail able for shipnment outside
t he USA.

Since both progranms use a secret key algorithmfor encrypting the body of
t he nessage (PGP used | DEA; RI PEM uses DES) and RSA for encrypting the
message key, they should be able to interoperate freely. Al though there
have been repeated calls for each to understand the other's formats and
al gorithm choices, no interoperation is available at this tinme (as far as
we know) .

PGP (Pretty Good Privacy)

PKP (Public Key Partners)
Claimto have a patent on RSA

Rl PEM
See PEM

RSA (Ri vest - Shani r - Adl eman)
RSA is the public key encryption nethod used in PGP. RSA are the initials
of the devel opers of the algorithmwhich was done at tax payer expense.
The basic security in RSA cones fromthe fact that, while it is relatively
easy to multiply two huge prime nunbers together to obtain their product,
it 1s conputationally difficult to go the reverse direction: to find the
two prime factors of a given conposite nunber. It is this one-way nature
of RSA that allows an encryption key to be generated and disclosed to the
worl d, and yet not allow a nessage to be decrypted.

Ski pj ack
See d i pper

TEMPEST



TEMPEST is a standard for el ectromagnetic shielding for conputer

equi pnent. It was created in response to the fact that information can be
read fromconputer radiation (e.g., froma CRT) at quite a distance and
with little effort. Needless to say, encryption doesn't do nmuch good if
the cleartext is available this way. The typical hone conputer WOULD f ai
ALL of the TEMPEST standards by a |long shot. So, if you are doing anything
illegal, don't expect PGP or any other encryption programto save you. The
government could just set up a nonitoring van outside your hone and read
everything that you are doing on your conputer.

Short of shelling out the ten thousand dollars or so that it would take to
properly shield your conputer, a good second choice mght be a | aptop
conmput er running on batteries. No em ssions would be fed back into the
power lines, and the anount of power being fed to the display and being
consuned by the conputer is nmuch I ess than the typical home conputer and
CRT. This provides a much weaker RF field for snoopers to nonitor. It

still isn't safe, just safer. 1In addition, a | aptop conmputer has the
advant age of not being anchored to one |ocation. Anyone trying to nonitor
your em ssions would have to foll ow you around, nmaybe nmaking thensel ves a

little nore obvious. | mnust enphasize again that a laptop still is NOT
safe froma tenpest standpoint, just safer than the standard persona
conput er.

Appendi x 1l - Cypherpunks

> What are Cypher punks?

> What is the cypherpunks mailing |ist?
Eri ¢ Hughes <hughes@ oad. con» runs the "cypherpunk™ mailing |list dedicated
to "di scussion about technol ogi cal defenses for privacy in the digital
domain." Frequent topics include voice and data encryption, anonynous
remail ers, and the Cipper chip. Send e-mail to cypherpunks-
request @oad. comto be added or subtracted fromthe list. The mailing |ist
itself is cypherpunks@oad.com You don't need to be a nenber of the |ist
in order to send nessages to it, thus allow ng the use of anonynous
remail ers to post your nore sensitive nessages that you just as soon would
not be credited to you. (Traffic is sonetinmes up to 30-40 nessages per
day. )

> What is the purpose of the Cypherpunk remail ers?
The purpose of these renmamilers is to take privacy one |evel further. Wile
athird party who is snooping on the net may not be able to read the
encrypted mail that you are sending, he is still able to know who you are
sending mail to. This could possibly give himsonme useful information.
This is called traffic flow analysis. To counter this type of attack, you
can use a third party whose function is sinply to remail your nmessage with
his return address on it instead of yours.
Two types of remailers exist. The first type only accepts plain text
remai | i ng headers. This type would only be used if your goal was only to
prevent the person to whom your are sending mail from | earning your
identity. It would do nothing for the problem of net eavesdroppers from
| earning to whom you are sendi ng nail
The second type of renmiler accepts encrypted remailing headers. Wth this
type of remailer, you encrypt your nmessage twi ce. First, you encrypt it to
the person ultimtely receiving the nessage. You then add the remailing
header and encrypt it again using the key for the remailer that you are



usi ng. When the renmailer receives your nessage, the systemw | recognize

that the header is encrypted and will use its secret decryption key to
decrypt the nessage. He can now read the forwarding information, but
because the body of the message is still encrypted in the key of another
party, he is unable to read your mail. He sinply renmails the nessage to

the proper destination. At its ultimte destination, the recipient uses
his secret to decrypt this nested encryption and reads the nessage.
Since this process of multiple encryptions and renailing headers can get
quite involved, there are several prograns available to sinplify the
process. FTP to soda. berkel ey. edu and exam ne the directory /pub/
cypher punks/renmailers for the prograns that are avail abl e.
Were are the currently active Cypherpunk renuailers?
Any additions, deletions, or corrections to the following list should be
posted on alt.security.pgp and forwarded to ne for inclusion in a future
rel ease of the FAQ The nunber appearing in the first colum has the
fol | ow ng neani ng:

1: Remailer accepts only plain text headers.

2: Renmiler accepts both plain text and encrypted headers.

3: Renumil er accepts only encrypted headers.
Only remail ers whose operational status has been verified by nme appear on
this list. Renmenber, however, that this list is subject to change quite
often. Al ways send yourself a test message through the Renail er before
starting to use it for real.
1 hh@mantis. berkel ey. edu
1 hh@i cada. berkel ey. edu
1 hh@oda. berkel ey. edu
hh@oda. ber kel ey. edu al so supports these header comuands:
Post - To: <USENET GROUP(S)> (Regul ar posting to USENET)
Anon- Post - To: <USENET GROUP(S)> (Anonynous posting to USENET)
1 nowhere@su-cs. bsu. edu
1 remil @ansun.tanu. edu
2 ebrandt@arthur.clarenont. edu
2 hal @l umi.caltech.edu [Fwd: hfinney@hell.portal.comn
2 el ee7h5@ osebud. ee. uh. edu
2 hfinney@hel |l . portal.com
2 renmailer@tter.dis.org
1 O00x@uclink. berkel ey. edu [ Fwd: hh@oda. ber kel ey. edu]
2 renailer@ebma. m.org
3 renail @xtropia.w nsey. com
The follow ng forner Cypherpunk remailers are no |longer in service. Either
a nmessage stating that the system had been shutdown was received, or the
test message was returned due to an invalid address, or no test nessage
was returned after three attenpts.

phant om@read. u. washi ngt on. edu [ Shut down nmessage r et ur ned]

remai | @anai x.tanmu. edu [Mail returned, invalid address]
Are there other anonynous renmil ers besides the cypherpunk remail ers?
Yes, the nost commonly used renmailer on the Internet is in Finland. It is
known as anon.penet.fi. The syntax for sending mail through this remailer
is different fromthe cypherpunk remailers. For exanple, if you wanted to
send nail to nme (gbe@etcom com through anon. penet.fi, you would send the
mai |l to "gbe%et com com@non. penet.fi". Notice that the "@ sign in ny
I nternet address is changed to a "% . Unlike the cypherpunk remail ers,
anon. penet.fi directly supports anonynous return addresses. Anybody using



??" is filled in with a nunber representing that user. To send mail to
sonmeone when you only know t heir anonynous address, address your mail to

are interested in. For additional information on anon.penet.fi, send a
bl ank nmessage to "hel p@non. penet.fi". You will receive conplete
instructions on how to use the remailer, including howto obtain a pass
phrase on the system

> Where can | |earn nore about Cypher punks?
FTP: soda. ber kel ey. edu Directory: /pub/cypherpunks

> What is the command syntax?
The first non blank line in the nessage nust start with two colons (::).
The next line must contain the user defined header "Request-Renuiling-To:
<destination>". This line nust be followed by a blank line. Finally, your
message can occupy the rest of the space. As an exanple, if you wanted to
send a nmessage to nme via a remailer , you would conpose the foll ow ng
nessage:

Réquest-Renailing-To: gbe@et com com

[ body of nessage]
You woul d then send the above nessage to the desired remailer. Note the
section | abel ed "body of nessage"” nay be either a plain text nessage, or
an encrypted and arnored PGP nessage addressed to the desired recipient.
To send the above nmessage with an encrypted header, use PGP to encrypt the
entire nmessage shown above to the desired remailer. Be sure to take the
output in arnored text form In front of the BEG N PGP MESSAGE portion of
the file, insert two colons (::) as the first non-blank line of the file.
The next line should say "Encrypted: PGP'. Finally the third |line should
be bl ank. The nessage now | ooks as foll ows:

Ehcrypted: PGP

----- BEG N PGP MESSAGE- - - - -
Version 2. 3a

[ body of pgp nessage]

----- END PGP MESSAGE- - - - -
You woul d then send the above nessage to the desired remailer just as you
did in the case of the non-encrypted header. Note that it is possible to
chain remail ers together so that the nessage passes through several |evels
of anonymty before it reaches its ultimte destination.

Greetings fromthe WRED | NFOBOT!

This file provides both an index to sonme general Wred information files
and instructions for getting specific listings of the articles from back
i ssues of Wred via email.

* * *

Wred General Information Files



* * *

To retrieve the following files, send an enmail nessage to

i nf obot @v red. com containing the word "get"” or "send,"” followed by the
name of the file, in the body of the nmessage. For instance, to retrieve
t he subm ssion guide for Wred witers, you would send a nessage to the
| nf oBot containing the follow ng |ine:

send writers. guidelines
The files will be returned to you via enuail.

For nore information, see the Help file, which can be obtained by
sending a nessage to the InfoBot containing the following |ine:

hel p

CGeneral information files currently available fromthe Wred | nfoBot
i ncl ude the follow ng:

Fi | eDescription

i ndex This file

writers. guidelines Subm ssions guide for witers

ad.rates Advertising rates and other details

vi sions New Voi ces, New Vi sions 1994

wi red. wonders Seven Wred Wnders article (Wred 1.6) plus
sonme additional Wred Wnders not |isted
in print.

* * *

Retrieving Files from Previous Issues of Wred
* *

*

To retrieve files fromback issues of Wred, you first need to retrieve
the index of the files contained in those issues. |In order to nmake file
si ze nore nmanageable, there are two index files per issue, one for
regular Wred_ departnents (such as Street Cred, Electric Wrd, and

El ectrosphere), and one for feature articles specific to that issue.

To order an index, send a nessage to the Wred I nfoBot containing the
"get" or "send" conmmand, followed by the issue nunber, a "slash"
character ("/"), either the keyword "departnents"” or "features", another
"slash" character ("/"), and the word "index".

For those of you who |like reading DOS or UNI X nanual s, the general case
command | ooks a little sonething like this:

send <i ssue nunber>/[departnents]|[features]/index
For those of you who prefer real exanples, if, for instance, you wanted

to order the index to all the feature articles in Wred 1.2, you would
send t he conmand



send 1.2/ features/index

and to get the index to the regular Wred departnents in issue 1.3, you
woul d send the conmand

send 1. 3/ departnents/index

Once you have received the index, you can order specific articles by
sinply substituting the keyword for that article for the word "index" in
t he above commands. Thus, to order the Street Cred section of issue
1.3, you would send the conmand

send 1.3/ departnents/street-cred

and to get Bruce Sterling's Virtual War article fromissue 1.1, you
woul d use the commuand

send 1.1/ features/virtwar

Got it? Geat! Happy reading..

* * *

Getting help froma Real Human Bei ng
* * *

W at Wred understand that using any new technol ogy can be frustrating.

| f you have any problens using the Wred InfoBot, please send mail to
the Wred InfoBeing (infoman@w red.com), the real human assigned the
task of maintaining this service. Please be patient with the |InfoBeing,
as it is also responsible for other inportant tasks here at Wred. For
instance, if you send a nessage to the InfoBeing but do not receive a
foll owup, please wait *at |east* 24 hours (and hopefully | onger) before
sendi ng any additional nessages.

W here at Wred Online | ook forward to expandi ng our services. |If you
have questions or conments regarding this service or others we should
of fer, please address themto online@\red.com

Thanks for your support!!!

--all us folks at Wred Onli ne--

Appendi x V - Testinmony of Philip Zi mrermann to Congress.
Repr oduced by perm ssion.



From net com com net consv! decwr | I sdd. hp. coml col . hp. coml csn! yurma! | d231782 Sun
Oct 10 07:55:51 1993

Xref: netcomcomtal k. politics.crypto: 650 conp.org.eff.tal k: 20832 alt.
politics.org.nsa: 89

Newsgroups: talk.politics.crypto,conp.org.eff.talk,alt.politics.org.nsa
Pat h: net com conl net consv! decw | ! sdd. hp. com col . hp. com csn! yuna! | d231782
From [d231782@QANCE. Col oState. Edu (L. Detweil er)

Subj ect: ZI MVERMANN SPEAKS TO HOUSE SUBCOWM TTEE

Sender: news@uma. ACNS. Col oSt at e. EDU ( News Account)

Message- I D: <Cct 10. 044212. 45343@ uma. ACNS. Col oSt at e. EDU>

Date: Sun, 10 Oct 1993 04:42: 12 GVI

Nnt p- Post i ng- Host: turner. | ance. col ost at e. edu

Organi zation: Colorado State University, Fort Collins, CO 80523

Li nes: 281

Date: Sat, 9 Cct 93 11:57:54 MDT
From Philip Zi nrermann <prz@cm or g>
Subj ect: Zimerman testinony to House subconmittee

Testinmony of Philip Zi mrermann to
Subconmi ttee for Econom c Policy, Trade, and the Environnent
US House of Representatives
12 Cct 1993

M. Chairman and nmenbers of the commttee, my nane is Philip
Zi mmermann, and | am a software engi neer who specializes in

cryptography and data security. |I'mhere to talk to you today about
the need to change US export control policy for cryptographic
software. | want to thank you for the opportunity to be here and

commend you for your attention to this inportant issue.

| amthe author of PGP (Pretty Good Privacy), a public-key encryption
sof tware package for the protection of electronic mail. Since PGP
was published donestically as freeware in June of 1991, it has spread
organically all over the world and has since becone the de facto
wor | dwi de standard for encryption of E-mail. The US Custons Service
is investigating how PGP spread outside the US. Because | ama
target of this ongoing crimnal investigation, nmy | awer has advi sed
me not to answer any questions related to the investigation.

|. The information age is here.

Comput ers were devel oped in secret back in Wrld War Il mainly to
break codes. O dinary people did not have access to conmputers,
because they were few in nunber and too expensive. Sonme people
postul ated that there would never be a need for nore than half a
dozen conputers in the country. Governnments formed their attitudes



toward cryptographic technology during this period. And these
attitudes persist today. Wiy would ordinary people need to have
access to good cryptography?

Anot her problemw th cryptography in those days was t hat
cryptographi ¢ keys had to be distributed over secure channels so that
both parties could send encrypted traffic over insecure channels.
Governments sol ved that problem by di spatching key couriers with
satchel s handcuffed to their wists. CGovernments could afford to
send guys like these to their enbassies overseas. But the great
masses of ordinary people woul d never have access to practical
cryptography if keys had to be distributed this way. No matter how
cheap and powerful personal conputers m ght sonmeday becone, you j ust
can't send the keys electronically without the risk of interception.
This widened the feasibility gap between Governnment and personal
access to cryptography.

Today, we live in a new world that has had two maj or breakt hroughs
that have an inpact on this state of affairs. The first is the

com ng of the personal conputer and the information age. The second
br eakt hrough i s public-key cryptography.

Wth the first breakthrough cones cheap ubi quitous personal

conput ers, nodens, FAX nmachines, the Internet, E-nmail, digital
cel l ul ar phones, personal digital assistants (PDAs), wireless digital
networ ks, |SDN, cable TV, and the data superhi ghway. This
information revolution is catalyzing the energence of a gl obal
econony.

But this renaissance in electronic digital comunication brings with
it a disturbing erosion of our privacy. |In the past, if the
Government wanted to violate the privacy of ordinary citizens, it had
to expend a certain anount of effort to intercept and steam open and
read paper nmail, and listen to and possibly transcribe spoken

t el ephone conversation. This is analogous to catching fish with a
hook and a line, one fish at a tine. Fortunately for freedom and
denocracy, this kind of l|abor-intensive nonitoring is not practical
on a |l arge scale.

Today, electronic mail is gradually replacing conventional paper
mail, and is soon to be the normfor everyone, not the novelty is is
today. Unlike paper nmail, E-mail nessages are just too easy to

i ntercept and scan for interesting keywords. This can be done
easily, routinely, automatically, and undetectably on a grand scal e.
This is analogous to driftnet fishing-- making a quantitative and
gualitative Owellian difference to the health of denocracy.

The second breakthrough cane in the late 1970s, with the mathematics
of public key cryptography. This allows people to comunicate
securely and conveniently with people they've never net, with no
pri or exchange of keys over secure channels. No nore special key
couriers with black bags. This, coupled with the trappings of the

i nformati on age, nmeans the great nasses of people can at |ast use
cryptography. This new technol ogy al so provides digital signatures



to authenticate transacti ons and nessages, and allows for digital
nmoney, with all the inplications that has for an electronic digital
econony. (See appendi x)

Thi s convergence of technol ogy-- cheap ubi quitous PCs, nodens, FAX,

di gital phones, information superhi ghways, et cetera-- is all part of
the information revolution. Encryption is just sinple arithmetic to
all this digital hardware. Al these devices will be using

encryption. The rest of the world uses it, and they laugh at the US
because we are railing against nature, trying to stop it. Trying to
stop this is like trying to legislate the tides and the weather. It's
i ke the buggy whip nmanufacturers trying to stop the cars-- even with
the NSA on their side, it's still inpossible. The information
revolution is good for denocracy-- good for a free nmarket and trade.
It contributed to the fall of the Soviet enpire. They couldn't stop
it either.

Soon, every off-the-shelf nmultimedia PC will becone a secure voice
t el ephone, through the use of freely avail able software. Wat does
this mean for the Governnent's Cipper chip and key escrow systens?

Li ke every new technol ogy, this conmes at sonme cost. Cars pollute the
air. Cyptography can help crimnals hide their activities. People
in the | aw enforcenent and intelligence conmunities are going to | ook
at this only in their own terns. But even with these costs, we still
can't stop this from happening in a free market gl obal econony. Mbst
people | talk to outside of CGovernnent feel that the net result of
providing privacy will be positive.

President Cdinton is fond of saying that we should "make change our
friend". These sweeping technol ogi cal changes have big inplications,
but are unstoppable. Are we going to nake change our friend? O are
we going to crimnalize cryptography? Are we going to incarcerate
our honest, well-intentioned software engi neers?

Law enforcenent and intelligence interests in the Governnment have
attenpted many tinmes to suppress the availability of strong donestic

encryption technol ogy. The nost recent exanples are Senate Bill 266
whi ch nmandat ed back doors in crypto systens, the FBI Digita

Tel ephony bill, and the dipper chip key escrow initiative. Al of

t hese have nmet with strong opposition fromindustry and civil liberties
groups. It is inpossible to obtain real privacy in the information

age wi t hout good cryptography.

The dinton Adm nistration has made it a major policy priority to
hel p build the National Information Infrastructure (NIl). Yet, sone
el enents of the Governnment seens intent on depl oying and entrenching
a comuni cations infrastructure that would deny the citizenry the
ability to protect its privacy. This is unsettling because in a
denocracy, it is possible for bad people to occasionally get

el ected-- sonetines very bad people. Normally, a well-functioning
denocracy has ways to renove these people frompower. But the wong
technol ogy infrastructure could allow such a future governnent to
wat ch every nove anyone nakes to oppose it. It could very well be



the | ast governnment we ever el ect.

When maki ng public policy decisions about new technol ogies for the
Government, | think one should ask oneself which technol ogi es woul d
best strengthen the hand of a police state. Then, do not allow the
Government to deploy those technologies. This is sinply a matter of
good civic hygi ene.

1. Export controls are outdated and are a threat to privacy and
econoni ¢ conpetitivness.

The current export control regime nakes no sense anynore, given
advances i n technol ogy.

There has been consi derabl e debate about allow ng the export of

i npl enentations of the full 56-bit Data Encryption Standard (DES).

At a recent acadenmi c cryptography conference, M chael Wener of Bel
Northern Research in Otawa presented a paper on how to crack the DES
with a special nmachine. He has fully designed and tested a chip that
guesses DES keys at high speed until it finds the right one.

Al t hough he has refrained frombuilding the real chips so far, he can
get these chips manufactured for $10.50 each, and can build 57000 of
theminto a special machine for $1 million that can try every DES key
in 7 hours, averaging a solution in 3.5 hours. $1 mllion can be

hi dden in the budget of many conpanies. For $10 mllion, it takes 21
m nutes to crack, and for $100 mllion, just two mnutes. That's
full 56-bit DES, cracked in just two mnutes. |'msure the NSA can
do it in seconds, with their budget. This neans that DES is now
effectively dead for purposes of serious data security applications.

| f Congress acts now to enable the export of full DES products, it
will be a day late and a dollar short.

| f a Boeing executive who carries his notebook conputer to the Paris
ai rshow wants to use PGP to send email to his hone office in Seattle,
are we hel ping Anerican conpetitivness by arguing that he has even
potentially commtted a federal crime?

Know edge of cryptography is becom ng so w despread, that export
controls are no longer effective at controlling the spread of this
technol ogy. Peopl e everywhere can and do wite good cryptographic
software, and we inport it here but cannot export it, to the detrinent
of our indigenous software industry.

| wote PGP frominformation in the open literature, putting it into
a conveni ent package that everyone can use in a desktop or pal ntop
conputer. Then | gave it away for free, for the good of our
denocracy. This could have popped up anywhere, and spread. O her
peopl e could have and woul d have done it. And are doing it. Again
and again. Al over the planet. This technol ogy belongs to

ever ybody.

I11. People want their privacy very badly.



PGP has spread |like a prairie fire, fanned by countl ess peopl e who
fervently want their privacy restored in the information age.

Today, human rights organi zations are using PGP to protect their
peopl e overseas. Ammesty International uses it. The human rights
group in the Anerican Association for the Advancenent of Science uses
it.

Sonme Anericans don't understand why | should be this concerned about

t he power of Governnent. But talking to people in Eastern Europe, you
don't have to explain it to them They already get it-- and they
don't understand why we don't.

| want to read you a quote fromsonme E-mail | got |ast week from
soneone in Latvia, on the day that Boris Yeltsin was going to war
with his Parlianent:

"Phil I wish you to know. let it never be, but if dictatorship
t akes over Russia your PGP is widespread fromBaltic to Far East
now and will help denocratic people if necessary. Thanks."

Appendi x -- How Public-Key Cryptography Wrks

I n conventional cryptosystens, such as the US Federal Data Encryption
Standard (DES), a single key is used for both encryption and
decryption. This nmeans that a key nust be initially transmtted via
secure channels so that both parties have it before encrypted
nmessages can be sent over insecure channels. This nay be
inconvenient. |If you have a secure channel for exchangi ng keys, then
why do you need cryptography in the first place?

In public key cryptosystens, everyone has two rel ated conpl enentary
keys, a publicly reveal ed key and a secret key. Each key unl ocks the
code that the other key makes. Know ng the public key does not help
you deduce the correspondi ng secret key. The public key can be
publ i shed and wi dely di ssem nated across a comruni cati ons networK.
This protocol provides privacy w thout the need for the sane kind of
secure channels that a conventional cryptosystemrequires.

Anyone can use a recipient's public key to encrypt a nessage to that
person, and that recipient uses her own correspondi ng secret key to
decrypt that nmessage. No one but the recipient can decrypt it,
because no one el se has access to that secret key. Not even the
person who encrypted the nessage can decrypt it.

Message authentication is also provided. The sender's own secret key
can be used to encrypt a nessage, thereby "signing” it. This creates
a digital signature of a nessage, which the recipient (or anyone

el se) can check by using the sender's public key to decrypt it. This
proves that the sender was the true originator of the nessage, and



that the nessage has not been subsequently altered by anyone el se,
because the sender al one possesses the secret key that made that
signature. Forgery of a signed nessage is infeasible, and the sender
cannot | ater disavow his signature.

These two processes can be conbined to provide both privacy and

aut hentication by first signing a nessage with your own secret key,
t hen encrypting the signed nmessage with the recipient's public key.
The recipient reverses these steps by first decrypting the nessage
wi th her own secret key, then checking the enclosed signature with
your public key. These steps are done automatically by the

reci pient's software.

Philip Zi mrer mann

3021 11th Street

Boul der, Col orado 80304
303 541-0140

E-mail: prz@cmorg

| d231782@ ongs. LANCE. Col oSt at e. EDU

Appendi x VI - Anouncenent of Philip Zi mrer mann Defense Fund.
Repr oduced by perm ssion.

From prz@ol unbi ne. cgd. ucar. EDU Thu Cct 14 23:16: 32 1993
Ret ur n- Pat h: <prz@ol unbi ne. cgd. ucar . EDU>
Recei ved: from ncar.ucar.edu by mail.netcom com (5. 65/ SM -4. 1/ Net com
id AA0O5680; Thu, 14 Oct 93 23:16:29 -0700
Recei ved: from sage. cgd. ucar.edu by ncar.ucar. EDU (5. 65/ NCAR Central Post
Ofice 03/11/93)
id AA01642; Fri, 15 Oct 93 00:15: 34 MDT
Recei ved: from col unbi ne. cgd. ucar. edu by sage. cgd. ucar. EDU (5. 65/ NCAR Mi |
Server 04/ 10/ 90)
id AA22977; Fri, 15 Oct 93 00:14: 08 MDT
Message-1d: <9310150616. AA09815@ ol unbi ne. cgd. ucar . EDU>
Recei ved: by col unbi ne. cgd. ucar. EDU (4. 1/ NCAR Mail Server 04/10/90)
id AA09815; Fri, 15 Oct 93 00:16:57 MDT
Subj ect: PGP | egal defense fund
To: gbe@etcom com (Gary Edstrom
Date: Fri, 15 Oct 93 0:16:56 MT
From Philip Zi nmrermann <prz@ol unbi ne. cgd. ucar . EDU>
| n- Repl y-To: <9310112013. AA0O7737@et conb. net com conk; from " Gary Edstron at
Cct 11, 93 1:13 pm
From Philip Zi nrermann <prz@cm or g>
Repl y-To: Philip Zi mrermann <prz@cm or g>
X-Mailer: ELM [version 2.3 PLO]



Status: OR

Date: Fri, 24 Sep 1993 02:41:31 -0600 (CDT)
From hmller@rion.it.luc.edu (Hugh MIler)
Subj ect: PGP defense fund

As you may al ready know, on Septenber 14 LEMCOM Systens (Vi aCrypt)
i n Phoeni x, Arizona was served with a subpoena issued by the US District
Court of Northern California to testify before a grand jury and produce
docunents related to "ViaCrypt, PGP, Philip Z mermann, and anyone or
any entity acting on behalf of Philip Zi nmermann for the tinme period
June 1, 1991 to the present.”

Phil Zi mrer mann has been explicitly told that he is the primary
target of the investigation being nounted fromthe San Jose office of

US. Custonms. It is not known if there are other targets. Wether or
not an indictment is returned in this case, the legal bills will be
ast ronom cal

If this case cones to trial, it will be one of the nobst inportant

cases in recent tinmes dealing with cryptography, effective

comuni cations privacy, and the free flow of information and ideas in
cyberspace in the post-Cold War political order. The stakes are high,
both for those of us who support the idea of effective personal

comuni cations privacy and for Phil, who risks jail for his selfless and
successful effort to bring to birth "cryptography for the nasses,"”
a.k.a. PGP. Export controls are being used as a neans to curtai
donestic access to effective cryptographic tools: Custonms is taking the
position that posting cryptographic code to the Internet is equival ent
to exporting it. Phil has assunmed the burden and risk of being the
first to develop truly effective tools with which we all m ght secure
our comuni cations agai nst prying eyes, in a political environnent
increasingly hostile to such an idea -- an environnment in which Cipper
chips and Digital Tel ephony bills are our own governnent's answer to our
concerns. Nowis the time for us all to step forward and hel p shoul der
that burden with him

Phil is assenbling a | egal defense teamto prepare for the
possibility of a trial, and he needs your help. This will be an
expensive affair, and the nmeter is already ticking. | call on all of us,

both here in the U S. and abroad, to hel p defend Phil and perhaps
establish a groundbreaking | egal precedent. A legal trust fund has been
established with Phil's attorney in Boulder. Donations will be accepted
in any reliable form check, noney order, or wire transfer, and in any
currency. Here are the details:

To send a check or noney order by mail, make it payable, NOT to Phi
Zi mmer mann, but to Phil's attorney, Philip Dubois. Ml the check or
noney order to the foll ow ng address:

Phili p Duboi s
2305 Broadway
Boul der, CO USA 80304
(Phone #: 303-444-3885)

To send a wire transfer, your bank will need the foll ow ng



i nformati on:

Bank: VectraBank

Routing #: 107004365

Account #: 0113830

Account Name: "Philip L. Dubois, Attorney Trust Account”

Any funds remaining after the end of |egal action will be returned
to named donors in proportion to the size of their donations.

You may gi ve anonynously or not, but PLEASE - give generously. |If
you admre PGP, what it was intended to do and the ideals which ani mated
its creation, express your support with a contribution to this fund.

Posted to: alt.security.pgp; sci.crypt; talk.politics.crypto;
conp.org.eff.talk; conp.society.cu-digest; conp.society; alt.sci.sociology;
alt.security.index; alt.security.keydist; alt.security;
alt.society.civil-liberty; alt.society.civil-disob; alt.society.futures

Hugh MIller | Asst. Prof. of Philosophy | Loyola University Chicago
FAX: 312-508-2292 | Voi ce: 312-508-2727 | hmiller@ucpul.it.luc.edu
PGP 2. 3A Key fingerprint: FF 67 57 CC 0C 91 12 7D 89 21 C7 12 F7 CF C5 7E

Appendi x VIl - A Statenent from Vi aCrypt Concerning | TAR
Repr oduced by Perm ssion

The I TAR (International Traffic in Arns Regul ati ons) includes

a regulation that requires a manufacturer of cryptographic
products to register with the U S. State Departnent even if the
manuf acturer has no intentions of exporting products. It appears
that this particular regulation is either not w dely known, or

is widely i1gnored.

Wil e no pressure was placed upon ViaCrypt to register, it is the
Conmpany's position to conply with all applicable | aws and regul ati ons.
In keeping with this philosophy, ViaCrypt has registered with the

U. S. Departnent of State as a munitions manufacturer.

----- BEG N PGP SI GNATURE- - - - -
Version: 2.4
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al dLJ6emD t +t VS/ dbgx0F+gB/ KooMbY3SJi GPE+hUHBp3pNk YmhzeR3xXi 90Eu
GAZdK+E+RRA=
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Since PGP is such a political piece of software, | felt that it would be
appropriate to include a phone and fax list for the executive and | egislative
branches of the United States governnent. If you care at all about the issue
of personal privacy, please wite to your |ocal representitives and the

Presi dent expressing your feelings.

US GOVERNMVENT ADDRESSES
1 February 1993

The White House

President Bill Cdinton
1600 Pennsyl vani a Avenue, NW
Washi ngton, DC 20500

(202) 456-1414 Sw tchboard
(202) 456-1111 Conmment |ine
(202) 456-2883 FAX 1

(202) 456-2461 FAX 2

75300. 3115@onpuserve. com EMai l
presi dent @vhi t ehouse. gov EMai |

First Lady Hillary Rodham Cl i nton
1600 Pennsyl vani a Avenue, NW
Washi ngton, DC 20500

(202) 456-6266

Vice President Albert Core

A d Executive Ofice Building
Washi ngton, DC 20500

(202) 456-2326

Vi ce- presi dent @i t ehouse. gov EMai |

The Cabi net



Ronal d H Brown

Depart ment of Comrerce

14th Street and Constitution Avenue, NW
Washi ngton, DC 20230

(202) 482- 4901

Def ense

Les Aspin

Depart ment of Defense
The Pent agon

Washi ngton, DC 20301

(703) 697-5737

Warren Chri stopher
Department of State
2201 C Street, NW
Washi ngton, DC 20520

(202) 647- 6575
(202) 647-7120 FAX

Justice

Janet Reno

At t or ney Cener al

Depart ment of Justice

10th Street and Constitution Avenue, NW
Washi ngton, DC 20530

(202) 514-2007
(202) 514-5331 FAX

Treasury

LI oyd Bent sen

Department of the Treasury
1500 Pennsyl vani a Avenue, NW
Washi ngton, DC 20220

(202) 622- 2960
(202) 622-1999 FAX

Federal |Information Center

(800) 726- 4995

US Senat e,

103rd Congress phone and fax nunbers



I nformati on from US Congress Yell ow Book, January 1993

st nane phone fax

AK Mur kowski, Frank H. 1- 202- 224- 6665 1-202-224-5301
AK Stevens, Tedl-202-224-3004 1-202-224-1044

AL Heflin, Howell T.1-202-224-4124 1-202-224-3149

AL Shel by, Richard C 1- 202-224-5744 1-202-224-3416
AR Bunpers, Dale 1- 202- 224- 4843 1-202-224-6435

AR Pryor, Davi dl-202-224-2353 na

DeConci ni, Denni sl-202-224-4521 1-202-224-2302
McCai n, Johnl-202-224-2235 na

Boxer, Barbara 1-202-225-5161 na

Fei nstein, D ane 1-202-224-3841 na

Canpbel I, Ben N. 1-202-225-4761 1-202-225-0228
Brown, Henryl-202-224-5941 na

Dodd, Christopher J. 1-202-224-2823 na

Li eberman, Joseph |. 1-202-224-4041 1-202-224-9750
Bi den Jr., Joseph R 1-202-224-5042 na

Roth Jr., WIlliamV. 1-202-224-2441 1-202-224-2805
Graham Robert 1-202- 224- 3041 na

Mack, Conniel-202-224-5274 1-202-224-8022

Nunn, Samuel 1-202-224-3521 1-202-224-0072
Coverdel |, Paul 1-202-224-3643 na

Akaka, Daniel K. 1-202-224-6361 1-202-224-2126

| nouye, Daniel K 1-202-224-3934 1-202-224-6747
Har ki n, Thomas 1- 202-224- 3254 1-202-224-7431
Grassley, Charles E. 1-202-224-3744 na

Craig, Larry E. 1-202-224-2752 1-202-224-2573
Kenpt horne, Dirk 1-202-224-6142 1-202-224-5893
Mosel ey- Braun, Carol 1-202-224-2854 na

Si non, Paul 1-202-224-2152 1-202-224-0868

Coats, Daniel R 1-202-224-5623 1-202-224-8964
Lugar, Richard G 1-202-224-4814 na

Dol e, Robert1-202-224-6521 1-202-224-8952

KS Kassebaum Nancy L. 1-202-224- 4774 1-202-224-3514
KY Ford, Wendell H. 1-202-224-4343 na

KY McConnell, Mtch 1-202-224-2541 1-202-224-2499

LA Breaux, John B. 1-202-224-4623 na

LA Johnston, J. Bennett 1-202-224-5824 na

Kennedy, Edward M 1- 202- 224- 4543 1-202- 224- 2417
Kerry, John F. 1-202-224-2742 na

M kul ski, Barbara A. 1-202-224-4654 1-202-224-8858
Sar banes, Paul S.1-202-224-4524 1-202-224-1651
Mtchell, George J. 1- 202- 224-5344 na

Cohen, W/l liam S. 1-202-224-2523 1-202-224-2693
Levin, Carl 1-202-224-6221 na

Riegle Jr., Donald 1- 202- 224- 4822 1-202-224-8834
Wl | stone, Paul 1-202-224-5641 1-202-224-8438

Dur enberger, David 1-202- 224- 3244 na

Bond, Christopher S. 1-202-224-5721 1-202-224-8149
Danforth, John C. 1-202-224-6154 na
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NM Bi ngaman, Jeff 1- 202- 224-5521 na

NM Doneni ci, Pete V.1-202-224-6621 1-202-224-7371

NV Bryan, Richard H. 1-202-224-6244 na

NV Reid, Harry 1-202-224-3542 1-202-224-7327

NY Moyni han, Daniel P. 1-202-224- 4451 1-202-224-9293
NY D Amato, Al fonse M 1- 202-224- 6542 1-202-224-5871
OH d enn, John 1-202-224-3353 na

OH Met zenbaum Howar d 1-202-224- 2315 1-202-224-6519
K Boren, David L. 1-202-224-4721 na

OK Nickles, Donald 1-202-224-5754 1-202-224-6008

OR Hatfield, Mark QO 1-202-224-3753 na

OR Packwood, Robert 1-202-224-5244 na

PA Wofford, Harris 1-202-224-6324 1-202-224-4161

PA Specter, Arlen 1-202-224- 4254 na

RI Pell, Cdaiborne 1-202-224-4642 1-202-224-4680

Rl Chafee, John H  1-202-224-2921 na

SC Hol l'i ngs, Ernest F. 1-202- 224- 6121 na

SC Thurnond, Strom 1-202-224-5972 1-202-224-1300

SD Daschl e, Thomas A. 1- 202-224-2321 1-202-224-2047
SD Pressler, Larry 1-202-224-5842 1-202-224-1630

TN Mat hews, Harlan 1-202-224-1036 1-202-228-3679

TN Sasser, Janes 1-202- 224- 3344 na

TX Krueger, Robert 1-202-224-5922 na

TX Gamm Phil 1-202-224-2934 na

UT Bennett, Robert 1-202-224-5444 na

UT Hatch, Orin G 1-202-224-5251 1-202-224-6331

VA Robb, Charles S. 1-202-224-4024 1-202-224-8689

VA Warner, John W 1-202-224-2023 1-202-224-6295

VT Leahy, Patrick J.1-202-224-4242 na

VT Jeffords, Janes M 1- 202-224-5141 na

WA Murray, Patty 1-202-224- 2621 1-202-224-0238

WA CGorton, Slade 1-202-224- 3441 1-202-224-9393

W Fei ngol d, Russell 1-202-224-5323 na

W Kohl, Herbert H 1-202-224-5653 na

W/ Byrd, Robert C. 1-202-224-3954 1-202-224-4025

W/ Rockefeller, John D. 1-202-224-6472 1-202-224-1689
WY Si npson, Al an K. 1-202-224-3424 1-202-224-1315

WY Wal | op, Mal col m 1-202-224-6441 1-202-224-3230

Cochran, Thad 1- 202- 224- 5054
Lott, Trent 1-202-224-6253
Baucus, Max 1-202-224-2651 na
Burns, Conrad R 1-202-224-2644
Faircloth, D. M 1-202-224-3154
Hel ms, Jessel-202-224-6342 na
Conrad, Kent1-202-224-2043 na
Dorgan, Byron L. 1-202-225-2611
Exon, J. J. 1-202-224-4224 na
Kerrey, Joseph R 1-202-224-6551
Gregg, Judd 1-202-224-3324 na
Sm th, Robert 1- 202- 224- 2841
Bradl ey, WIIliam 1-202-224-3224
Laut enberg, Frank R

1-202- 224- 4744

na

1-202- 224- 2262

1-202- 224- 8594
1-202- 224- 7406
1-202- 225- 9436
1-202- 224- 7645

1-202- 224- 1353
1-202- 224- 8567

1-202-224-9707



103rd Congress phone and fax nunbers

The following information is fromthe US Congress "Yell ow Book," Jan. 1993.
Four seats were vacant at that tinme, in CA, M5, OH, and W. The I|i st

bel ow of 436 people includes 5 non-voting nenbers, from Guam (GQJ), Puerto
Rico (PR), Sanpa (SA), Virgin Islands (VI), and DC. (sone of those
abbrevi ati ons nay be w ong)

p st representative phone fax

R AK Young, Donald 1-202- 225- 5765 1-202- 225- 5765

D AL Bevill, Thonas 1-202-225-4876 1-202- 225- 0842

D AL Browder, G en 1-202- 225- 3261 1-202- 225-9020

D AL Cramer Jr, Robert E. 1-202-225-4801 na

DAL Hlliard, Earl F. 1-202- 225- 2665 na

R AL Bachus, Spencer 1-202-225-4921 na

R AL Call ahan, H L. 1-202-225-4931 1- 202- 225- 0562

R AL Everett, Terry 1-202-225-2901 na

D AR Lanbert, Bl anchel-202-225-4076 na

Thor nt on, Raynond 1-202- 225- 2506 1-202- 225-9273
D ckey, Jayl-202-225-3772 1-202- 225- 8646

Hut chi nson, Tim 1-202-225-4301 na

Coppersmith, Saml-202-225-2635 1-202- 225- 2607
English, Karan 1-202-225-2190 1-202- 225- 8819
Pastor, Ed 1-202-225-4065 1-202- 225- 1655

Kol be, Janmes T. 1-202-225-2542 1-202- 225- 0378

Kyl, Jon L.1-202-225-3361 na

St unp, Robert 1-202- 225- 4576 1-202- 225- 6328
Becerra, Xavier 1-202-225-6235 1-202-225-2202
Bei | enson, Ant hony 1-202- 225- 5911 na

Ber man, Howard L. 1-202- 225- 4695 na

Brown Jr., George E 1-202-225-6161 1-202- 225-8671
Condit, Gary 1-202- 225- 6131 1-202- 225- 0819
Del | uns, Ronal d V. 1- 202- 225- 2661 1-202- 225-9817
D xon, Julian C. 1-202-225-7084 1-202- 225- 4091

Dool ey, Calvin M 1- 202- 225- 3341 1-202- 225-9308
Edwar ds, Donal d 1-202-225-3072 1-202- 225- 9460
Eshoo, Anna G 1-202-225-8104 na

Fazi o, Vic 1-202-225-5716 1-202- 225- 0354

Fil ner, Bobl-202-225-8045 na

Hanbur g, Dan 1-202-225- 3311 na

Har man, Jane 1-202-225-8220 na

Lant os, Thomas 1-202-225-3531 na

Lehnman, Richard H. 1-202- 225- 4540 na

Marti nez, Matthew G 1-202-225-5464 1- 202- 225- 4467
Mat sui, Robert T. 1-202-225-7163 1-202- 225- 0566
McCandl ess, Al fred 1-202- 225- 5330 1-202-226- 1040
MIller, George 1-202-225-2095 1-202- 225- 5609

M neta, Nornan Y. 1-202- 225- 2631 na

Pel osi, Nancy 1-202- 225- 4965 1-202- 225- 8259
Roybal - Al l ard, Lucille 1-202-225-1766 1-202-226- 0350
Schenk, Lynn 1-202- 225- 2040 1- 202- 225- 2042
Stark, Fortney H. 1-202-225-5065 na
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Torres, Esteban E. 1- 202- 225-5256 na

Tucker 111, Walter R 1-202-225-7924 1-202-225- 7926
Wat ers, Maxine 1-202-225-2201 na

Waxman, Henry A. 1-202-225-3976 1-202-225-4099

Whol sey, Lynn 1-202-225-5161 na

Baker, Bill 1-202-225-1880 1-202-225- 2150

Cal vert, Ken 1-202-225-1986 na

Cox, Chri stopher1l-202-225-5611 1-202-225-9177
Cunni ngham Randy 1-202- 225- 5452 1-202- 225- 2558
Doolittle, John T. 1-202-225- 2511 1-202- 225- 5444
Dor nan, Robert K 1-202- 225- 2965 1-202- 225- 3694
Dreier, David 1-202- 225- 2305 1-202- 225- 4745
Gal l egly, Elton 1-202-225-5811 na

Herger, Walter W 1-202-225- 3076 1-202-225-1609
Horn, Stevel-202-225-6676 na

Huf fi ngton, M chael 1-202-225-3601 na

Hunt er, Duncan L. 1-202-225-5672 1-202-225- 0235
Kim Jay C. 1-202-225-3201 1-202- 226- 1485

Lew s, Jerry 1-202-225-5861 1-202- 225- 6498
McKeon, Howard P. 1-202- 225- 1956 1-202-226- 0683
Moor head, Carlos J. 1-202-225-4176 1-202-226-1279
Packard, Ronald 1-202-225-3906 1-202-225-0134
Ponbo, Richard 1-202-225-1947 1-202-226- 0861

Rohr abacher, Dana 1-202- 225- 2415 1-202-225- 7067
Royce, Ed 1-202-225-4111 na

Thomas, Bill 1-202- 225- 2915 na

Schroeder, Patricia 1-202-225-4431 1-202- 225-5842
Skaggs, David E. 1-202-225-2161 na

Al |l ard, Wayne 1-202- 225- 4676 1-202-225- 8630
Hef | ey, Joel 1-202- 225- 4422 1-202-225-1942

Ml nnis, Scott 1-202-225-4761 1-202-226- 0622
Schaef er, Dani el 1-202-225-7882 1-202- 225- 7885
DeLaur o, Rosa 1-202- 225- 3661 1-202- 225- 4890

CGej denson, Sanuel 1-202-225- 2076 1-202- 225- 4977
Kennel |y, Barbara B. 1-202-225-2265 1-202- 225- 1031
Franks, Gary 1-202- 225- 3822 1-202- 225- 5085
Johnson, Nancy L. 1-202- 225- 4476 1-202- 225- 4488
Shays, Chri stopher 1-202- 225- 5541 1-202-225-9629
Nort on, El eanor Hol nes 1-202- 225- 8050 1-202-225-3002
Castle, Mchael N. 1-202- 225- 4165 1-202-225- 2291
Bacchus, Janes 1-202-225-3671 1-202-225-9039
Brown, Corrine 1-202-225-0123 1-202- 225- 2256

Deut sch, Peter 1-202-225-7931 1-202- 225- 8456

G bbons, Sanmuel M 1-202-225- 3376 na

Hastings, Alcee L. 1-202-225-1313 1-202-225- 0690
Hutto, Earl 1-202-225-4136 1-202-225-5785

Johnston |1, Harry 1-202-225-3001 1-202-225-8791
Meek, Carrie 1-202- 225- 4506 1-202-226-0777

Pet erson, Peter 1-202-225-5235 1-202- 225- 1586
Bilirakis, M chael 1-202- 225- 5755 1-202- 225- 4085
Canady, Charles T. 1- 202- 225- 1252 na

D az-Bal art, Lincoln 1-202-225-4211 1-202- 225- 8576
Fower, Tillie 1-202-225-2501 na

CGoss, Porter J. 1-202-225-2536 1-202- 225- 6820
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Lewi s, Thomas 1- 202- 225- 5792 1- 202- 225- 1860
McCol lum WIIliam 1-202- 225- 2176 na

M ca, John L. 1- 202- 225- 4035 1- 202- 226- 0821

M1l er, Danl-202-225-5015 1- 202- 226- 0828

Ros- Lehti nen, I|leana 1-202-225-3931 1- 202- 225- 5620
Shaw Jr., E. C 1-202-225-3026 1- 202- 225- 8398
Stearns, Cifford B. 1-202-225-5744 1- 202- 225- 3973
Thur man, Carol L. 1-202-225- 1002 1- 202- 226- 0329
Young, C. W 1- 202- 225- 5961 1- 202- 225- 9764

Bi shop, Sanford 1-202-225-3631 1- 202- 225- 2203
Darden |11, GCeorge 1-202-225- 2931 na

Deal , Nat han 1- 202- 225- 5211 1- 202- 225- 8272
Johnson, Don 1- 202- 225- 4101 1- 202- 226- 1466
Lewi s, Johnl-202-225-3801 1- 202- 225- 0351

McKi nney, Cynthia 1- 202- 225- 1605 1- 202- 226- 0691
Rowl and, J. R 1-202-225-6531 na

Col l'ins, Mac 1- 202- 225- 5901 1- 202- 225- 2515

G ngrich, Newt 1-202-225-4501 1- 202- 225- 4656

Ki ngston, Jack 1-202-225-5831 1- 202- 226- 2269

Li nder, John 1- 202- 225- 4272 na

Underwood, Robert A. 1-202-225-1188 1- 202- 226- 0341
Aber cronbi e, Neil 1- 202- 225- 2726 na

M nk, Patsy T. 1-202-225-4906 1- 202- 225- 4987

Smi th, Neal 1-202-225-4426 na

Grandy, Fred 1- 202- 225- 5476 na

Leach, Janes 1- 202- 225- 6576 1-202-226- 1278

Li ghtfoot, James R 1-202-225-3806 1- 202- 225- 6973
Nussl e, Janmes Allen 1-202-225-2911 1- 202-225-9129
LaRocco, Larry 1-202-225-6611 na

Crapo, M chael D. 1- 202- 225- 5531 na

Col i ns, Cardissl-202-225-5006 1- 202- 225- 8396
Costello, Jerry F. 1- 202- 225- 5661 1- 202- 225- 0285
Durbin, Richard J. 1- 202- 225-5271 1- 202-225- 0170
Evans, Lanel-202-225-5905 1- 202- 225- 5396

Li pi nski, WIlliam O 1-202-225-5701 1-202-225-1012
Poshard, dendal W 1-202-225-5201 1- 202- 225- 1541
Reynol ds, Mel 1-202- 225- 0773 na

Rost enkowski, Daniel 1-202-225-4061 na

Rush, Bobby L. 1-202-225-4372 1- 202-226- 0333
Sangnei ster, CGeorge 1-202-225-3635 1-202- 225- 4447
Yates, Sidney R 1-202-225-2111 1- 202- 225- 3493
Crane, Philip M 1-202-225-3711 na

Ew ng, Thomas 1- 202- 225- 2371 1- 202- 225- 8071
Fawel |, Harris W 1- 202- 225- 3515 1- 202- 225- 9420
GQutierrez, Luis V. 1- 202- 225- 8203 1- 202- 225- 7810
Hastert, J. D. 1-202-225-2976 1- 202- 225- 0697
Hyde, Henry J. 1-202-225-4561 1- 202- 226- 1240
Manzul | o, Donal d1-202-225-5676 1- 202- 225- 5284

M chel, Robert H 1- 202- 225- 6201 1- 202- 225- 9461
Porter, John E. 1-202-225-4835 1- 202- 225- 0157
Buyer, Steve 1-202-225-5037 na

Ham | ton, Lee H. 1-202-225-5315 1-202-225- 1101
Jacobs Jr., Andrew 1-202-225-4011 na

Long, Jill 1-202-225-4436 na
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McCl oskey, Frankl-202-225-4636
Roerner, Tinothy 1-202-225-3915
Sharp, Philip R 1-202-225-3021

Vi scl osky, Peter J. 1-202-225-

Burton, Daniel 1-202-225-2276
Myers, John T. 1-202-225-5805
d i ckman, Dani el 1-202-225-6216
Slattery, Janes 1-202-225-6601

1-202- 225- 4688
1-202-225-6798
na
2461 1-202- 225- 2493
1-202-225- 0016
na
na
1-202- 225- 1445

Meyers, Janl-202-225-2865 1-202- 225- 0554

Roberts, Pat 1-202- 225- 2715
Baesl er, Scotty 1-202-225-4706

1-202- 225- 5375

Bar| ow, Tonil-202-225-3115 1-202-225- 2169

Mazzol i, Ronmno L. 1-202- 225-
Nat cher, WIIliam H. 1-202- 225-

Bunni ng, Janes 1-202-225-3465
Rogers, Harold 1-202-225-4601
Fields, Ceo 1- 202- 225- 8490
Hayes, Janmes A. 1-202-225-2031

Jefferson, WIIliam 1-202- 225-

Tauzin, W J. 1-202- 225- 4031

Baker, Richard H. 1- 202- 225-
Li vi ngst on, Robert 1- 202- 225-

McCrery, Janmes 1-202-225-2777
Frank, Barney 1-202-225-5931

Kennedy 11, Joseph P.1-202-225-
Mar key, Edward J. 1- 202- 225-
Meehan, Martin T. 1- 202- 225-
Moakl ey, John Joseph 1-202-225-

Neal , Richard E. 1-202-225-5601
A ver, John W 1-202-225-5335
Studds, Cerry E.1-202-225-3111
Blute, Peter I. 1-202-225-6101

Torki |l dsen, Peter G 1-202-225-
Cardin, Benjamn L. 1-202-225-

Hoyer, Steny H. 1-202-225-4131
M unme, Kwei si 1- 202- 225- 4741
wnn, Al bert R 1-202-225-8699

Bartlett, Roscoe G 1-202-225-
Bentl ey, Helen D. 1- 202- 225-
G lchrest, Wayne T. 1-202-225-
Morel | a, Constance 1-202- 225-
Andrews, Thomas H. 1-202- 225-
Snowe, A ynpia J. 1- 202- 225-

Barci a, Janes A. 1-202-225-8171
Boni or, David E. 1-202-225-2106
Carr, Robert 1- 202- 225- 4872

Collins Jr., Barbara 1-202-225-
Conyers Jr., John 1- 202- 225-

Di ngel |, John D. 1-202-225-4071
Ford, WIliamD. 1-202-225-6261
Kil dee, Dale E. 1-202-225-3611
Levin, Sander M 1-202-225-4961
St upak, Bart 1-202-225-4735
Canp, David Lee 1-202-225-3561

na
5401 na
3501 na

1-202-225- 0003
1-202- 225- 0940
1- 202- 225- 8959
1-202-225-1175
6636 1-202- 225-1988
1-202- 225- 0563
3901 1-202- 225- 7313
3015 1-202-225-0739
1-202- 225- 8039
1-202- 225-0182
5111 1- 202- 225-9322
2836 1-202- 225- 8689
3411 1-202-226-0771
8273 1-202- 225- 7304
1-202- 225-8112
1-202- 226- 1224
1- 202- 225- 2212
1-202- 225- 2217
8020 1-202- 225- 8037
4016 na
1-202- 225- 4300
1-202-225-3178
1-202- 225-8714
2721 na
3061 1- 202- 225- 4251
5311 1-202- 225- 0254
5341 1-202- 225- 1389
6116 1-202- 225- 9065
6306 na
1-202- 225- 2168
1-202-226-1169
1-202-225-1260
2261 1-202- 225- 6645
5126 1-202- 225- 0072
1-202- 225- 7426
na
na
1-202-226- 1033
1-202- 225- 4744
1-202- 225-9679
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Henry, Paul B. 1-202-225-3831
Hoekstra, Peter 1-202-225-4401
Knol | enber g, Joel-202-225-5802
Smith, N ckl-202-225-6276 na

na
na
1-202- 226- 2356

Upton, Frederick S. 1-202-225-3761 1-202- 225- 4986
M nge, David 1-202- 225- 2331 na
Oberstar, Janmes L. 1-202-225-6211 1-202-225- 0699
Penny, Ti nothy J. 1-202-225- 2472 1-202-225- 0051
Peterson, Collin C.  1-202-225-2165 1-202-225- 1593
Sabo, Martin O 1-202-225-4755 na
Vento, Bruce F. 1-202-225-6631 na

Grans, Rod 1-202-225-2271
Ranst ad, Janes M

1-202- 225- 9802
1-202- 225- 2871

1-202- 225- 6351

Clay, WIlliamL.1l-202-225-2406 1-202-225-1725
Danner, Pat 1-202-225-7041 na

CGephardt, Richard A 1-202-225-2671 1-202- 225- 7452
Skel ton, |ke 1-202- 225- 2876 1-202- 225- 2695

Vol kner, Harold L. 1-202- 225- 2956 1-202-225- 7834
Wheat, Al anl-202-225-4535 1-202-225-5990

Enerson, Bill 1-202- 225- 4404 1-202-225-9621
Hancock, Melton D. 1-202- 225- 6536 1-202-225-7700
Tal ent, Janes M 1-202-225-2561 1-202- 225- 2563

Mont gomery, G V. 1-202-225-5031 1-202- 225- 3375
Par ker, Paul M 1-202-225-5865 1-202- 225- 5886

Tayl or, Gene 1-202-225-5772 1-202-225-7074
Whitten, Jam e L. 1-202- 225- 4306 1-202- 225- 4328
WIlliams, Pat 1-202-225- 3211 na

Cl ayton, Eva 1-202- 225- 3101 na

Hef ner, W G 1-202-225- 3715 1-202- 225- 4036
Lancaster, H M 1-202-225-3415 1-202-225- 0666
Neal , Stephen L. 1-202-225-2071 1-202- 225- 4060
Price, David E. 1-202-225-1784 1-202-225- 6314
Rose, Charl es 1-202-225-2731 1-202- 225- 2470

Val entine, Tim 1-202-225-4531 1-202-225- 1539
Watt, Melvin 1-202-225- 1510 1-202-225- 1512
Bal | enger, Thomas C. 1-202-225-2576 1-202-225- 0316
Cobl e, Howar d 1-202- 225- 3065 1-202-225-8611
MMIlan, J. A 1-202-225-1976 na

Tayl or, Charles Hart 1-202-225-6401 1-202- 251- 0794
Poner oy, Earl 1-202-225- 2611 1-202-226- 0893
Hoagl and, Peter 1-202-225-4155 na

Barrett, WlliamE  1-202-225-6435 na

Ber eut er, Dougl as 1-202-225- 4806 1-202-226-1148
Swett, Richard N 1-202- 225- 5206 na

Zeliff Jr., WIlliam 1-202-225-5456 1-202-225-4370
Andrews, Robert E. 1-202- 225-6501 na

Hughes, WIliam J. 1-202-225-6572 1-202-226-1108
Kl ein, Herbert C. 1-202-225-5751 na

Menendez, Robert 1-202-225-7919 1-202-226-0792
Pal | one Jr., Frank 1-202- 225- 4671 1-202- 225- 9665
Payne, Donald M 1-202-225-3436 1-202-225-4160
Torricelli, Robert 1-202-224-5061 1-202- 225- 0843
Franks, Bobl-202-225-5361 1-202- 225- 9460

Gl lo, Dean A 1-202-225-5034 1-202- 225- 0658
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NJ
NJ
NJ
NJ

NM Ri char dson,

Roukema, Marge 1-202-225-4465
Saxton, H. J. 1- 202- 225- 4765

Sm th, Christopher 1- 202- 225-
Zimer, Richard A 1-202- 225-
WIlliam 1-202-225-
NM Schi ff, Steven H. 1-202- 225-

NM Skeen, Joseph 1- 202- 225- 2365

Bi | bray, Janes H. 1- 202- 225-
Vucanovi ch, Barbara 1-202-225-
Ackerman, Gary L. 1- 202- 225-

Engel, Eliot L. 1-202-225-2464
FI ake, Floyd H 1-202-225-3461

H nchey, Maurice D. 1-202-225-
Hochbrueckner, G 1-202- 225-

LaFal ce, John J. 1-202-225-3231
Lowey, Nita M 1-202-225-6506

Mal oney, Carolyn B. 1-202-225-
Mant on, Thomas J. 1- 202- 225-
McNulty, Mchael R 1-202-225-

Nadl er, Jerrold 1-202-225-5635
Onens, Major R 1-202-225-6231

Rangel , Charles B. 1- 202- 225-
Schuner, Charles E. 1-202-225-

Serrano, Jose E. 1-202-225-4361

Sl aughter, Louise M 1-202-225-

Towns, Edol phus 1-202-225-5936

Vel azquez, Nydia M 1-202-225-
Boehl ert, Sherwood 1- 202- 225-
Fish Jr., Hamilton 1- 202- 225-
G Il man, Benjamn A  1-202-225-

Hought on, Anory 1-202-225-3161
King, Peter T. 1-202-225-7896
Lazio, Rick A 1-202-225-3335
Levy, David A 1-202-225-5516
McHugh, John M 1-202-225-4611
Molinari, Susan 1-202-225-3371
Paxon, L. W 1-202- 225- 5265

1-202- 225-9048
1-202-225-0778
3765 1-202-225-7768
5801 1-202- 225-9181
6190 na
6316 1-202- 225- 4975
1-202- 225- 9599
5965 1-202- 225- 8808
6155 1-202- 225- 2319

2601 na
na
1-202- 226- 4169
6335 na
3826 1-202-225-0776
na
1-202- 225- 0546
7944 na
3965 na

5076 1-202- 225-5077
1-202- 225- 6923
1-202-226-0112

4365 1-202- 225- 0816

6616 1-202- 225- 4183
1-202- 225- 6001

3615 1- 202- 225- 7822
1-202-225-1018

2361 1-202- 226- 0327

3665 1-202- 225- 1891

5441 1-202- 225- 0962

3776 na
1-202- 225- 5574
1-202- 226- 2279
na
1-202- 225- 4672
na
1-202-226-1272
1-202- 225-5910

Qui nn, Jackl1-202-225- 3306 1-202- 226- 0347

Sol onbn, CGeral d B. 1-202- 225-

Wal sh, Janmes T. 1-202-225-3701

Appl egat e, Dougl as 1- 202- 225-

Brown, Sherrod 1-202-225-3401

Fi ngerhut, Eric D. 1- 202- 225-

Hal I, Tony P. 1- 202- 225- 6465
Kaptur, Marcy 1-202-225- 4146
Mann, Davis S. 1-202-225-2216

Sawyer, Thomas C. 1- 202- 225-

St okes, Loui s 1-202- 225-7032
Strickland, Ted 1-202-225-5705

Traficant Jr., Janes 1-202-225-
Boehner, John Andrew 1-202-225-

G|l nor, Paul E.1-202-225-6405
Hobson, David L. 1-202-225-4324
Hoke, Martin R 1-202-225-5871

5614 1-202-225-1168
1-202- 225- 4042

6265 na
na

5731 na
na
1-202-225-7711
na

5231 1-202-225- 5278
1-202-225- 1339
1-202- 226- 0331

5261 1-202-225-3719

6205 1-202-225-0704
na
na
1-202- 226- 0994
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Kasi ch, John R 1-202-225-5355 na

Oxl ey, Mchael G 1- 202- 225- 2676 na

Pryce, Deborah 1-202-225-2015 1-202-226- 0986
Regul a, Ral ph 1-202- 225- 3876 1-202-225- 3059
Brewster, Billy Kent 1-202-225-4565 na

English, denn 1-202-225-5565 1-202-225- 8698
McCurdy, David 1-202-225-6165 1-202-225- 9746
Synar, M chael 1-202-225-2701 1-202-225- 2796

| nhof e, Janes M 1-202-225-2211 1-202-225-9187

| stook, Ernest Jim 1-202-225-2132 na

DeFazi o, Peter A 1-202-225-6416 na

Furse, Elizabethl-202-225-0855 na

Kopet ski, M chael J. 1-202-225-5711 1-202-225-9477
Wden, Ronald 1- 202- 225- 4811 na

Smth, Robert F.1-202-225-6730 na

Bl ackwel |, Lucien E. 1-202-225-4001 1-202-225-7362
Borski, Robert A 1-202-225- 8251 1-202- 225- 4628
Coyne, WIIliam J. 1-202- 225- 2301 na

Foglietta, Thomas M 1-202-225-4731 1-202-225- 0088

Hol den, Ti nil-202-225-5546 1-202- 226- 0996

Kanj or ski, Paul E. 1-202- 225- 6511 1-202- 225- 9024

Kl'ink, Ron 1-202-225-2565 na
Mar gol i es- Mezvi nsky, Marjorie 1-202-225-6111

1-202-226- 0798

McHal e, Paul 1-202- 225- 6411 1-202- 225- 5320
Mur phy, Austin J. 1-202- 225- 4665 1-202-225-4772
Miurt ha, John P. 1-202-225-2065 1-202-225- 5709

Cdinger Jr., WIIliam1-202-225-5121 1-202- 225- 4681

Gekas, George W 1-202-225-4315 1-202- 225- 8440

Goodling, WIlliamF. 1-202-225-5836 1-202- 226-

G eenwood, Jim 1-202-225-4276 1-202- 225- 9511

1000

McDade, Joseph M 1-202-225-3731 1-202- 225- 9594

Ri dge, Thomas J. 1-202-225- 5406 na

Santorum Richard J. 1-202-225-2135 1-202- 225-

Shust er, Bud 1-202- 225- 2431 na
val ker, Robert S. 1-202- 225- 2411 na
Wel don, Curt 1-202-225-2011 1-202-225-8137

7747

Roner o- Bar cel o, Carl os 1-202- 225- 2615 1-202- 225- 2154

Reed, John F. 1-202-225-2735 1-202- 225- 9580

Macht |l ey, Ronald K 1-202-225-4911 1-202- 225- 4417

Fal eomavaega, Eni F. H. 1- 202- 225- 8577 na

d yburn, Janes E. 1-202- 225- 3315 1-202- 225- 2302

Derrick, Butler 1-202-225-5301 na

Spratt Jr., John M 1-202-225-5501 1-202- 225- 0464

I nglis, Bobl-202-225-6030 na
Ravenel Jr., Arthur 1-202-225-3176 na
Spence, Fl oyd 1-202- 225- 2452 1-202- 225- 2455

Johnson, Tinothy P. 1-202-225-2801 1-202- 225- 2427

Cl enent, Robert 1-202-225-4311 1-202-226-1035
Cooper, Janmes 1-202-225-6831 1-202-225- 4520
Ford, Harold E. 1-202-225-3265 na

LI oyd, Marilyn 1-202-225-3271 1-202-225- 6974
Tanner, John S. 1-202-225-4714 1-202-225-1765

Duncan Jr., John J. 1-202-225-5435 1-202- 225-

Gordon, Bart 1-202- 225- 4231 1-202- 225- 6887

6440
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Quillen, Janes H. 1-202- 225- 6356 1-202-225-7812
Sundqui st, Donal d 1-202-225- 2811 1-202- 225- 2814
Andrews, M chael A 1-202-255-7508 na

Br ooks, Jack 1-202- 225- 6565 1-202- 225- 1584
Bryant, John 1-202-225- 2231 na

Chapman, Jim 1-202- 225- 3035 1-202- 225- 7265

Col eman, Ronal d D. 1-202- 225- 4831 na

Edwar ds, Chet 1-202-225-6105 1-202-225- 0350
Frost, Martin 1-202- 225- 3605 1-202- 225- 4951
CGeren, Peter 1-202-225-5071 1-202-225- 2786
Gonzal ez, Henry B. 1-202-225- 3236 1-202-225- 1915
G een, Genel-202-225-1688 1-202-225-9903

Hall, Ralph M 1-202-225-6673 1-202-225- 3332
Johnson, Eddi e Bernice 1-202- 225- 8885 na
Laughlin, Gregory H 1-202-225-2831 1-202-225-1108
Otiz, Solonon P. 1-202-225-7742 1-202-226-1134
Pi ckle, J. J. 1-202- 225- 4865 na

Sarpalius, Bill 1-202-225-3706 1-202-225-6142
Stenholm Charles W 1-202-225-6605 1-202-225- 2234

Tej eda, Frank
Washi ngt on,
W | son,
de la Garza, E
Ar cher,

Arney, Richard K
Barton, Joseph
Bonilla, Henry

Conmbest, Larry
DeLay, Thomas
Fi el ds, Jack
Johnson, Sam
Smth, Lanmar S.
O ton,

WIIliamH.

1-202- 225- 1640

Craig A 1-202-225-3816
Charl es 1-202-225-2401

1-202- 225- 2531

Wl liam 1-202-225-2571
1-202-225-7772

1-202-225- 2002
1-202- 225- 4511
1-202- 225- 4005
1-202- 225- 5951
1-202- 225- 4901
1-202- 225- 4201
1-202- 225- 4236

Shepherd, Karen 1-202-225-3011

Hansen, Janes V. 1-202-225-0453 1- 202- 225- 5857
Boucher, R ck 1- 202- 225- 3861 na

Byrne, Leslie L.1-202-225-1492 na

Moran Jr., James P. 1-202-225-4376 1-202-225-0017
Payne Jr., Lewis F. 1-202-225-4711 1-202-226-1147
Pi ckett, Ownen B. 1-202-225-4215 1-202-225-4218
Scott, Robert C. 1-202-225-8351 1- 202- 225- 3854

Si si sky, Norman 1-202-225-6365 1-202-226-1170

Bat eman, Herbert H  1-202-225-4261 1-202-225- 4382
Bliley Jr., Thomas J. 1-202-225-2815 na

Goodl atte, Robert W 1-202-225-5431 1-202-225-9681
Wl f, Frank R 1-202-225-5136 na

de Lugo, Ron 1-202-225-1790 1-202-225-9392
Sanders, Bernardl-202-225-4115 1-202-225-6790
Cantwel |, Maria 1-202-225-6311 1-202-225- 2286

D cks, Nornman D. 1-202-225-5916 na

Fol ey, Thomas S. 1-202-225-2006 na

| nsl ee, Jayl-202-225-5816 1-202-226- 1137

Kreidler, Mke 1-202-225-8901 1-202-226- 2361
McDernott, Janmes A, 1-202-225-3106 1-202-225-9212

1-202-225-7751

na

na
1-202-225-1764
1-202- 225- 2534
1-202- 225- 4381

1-202- 225- 3052
na
na
na
na
na
1-202- 225- 8628

1-202- 226- 0354

1-202-225- 7614

1-202- 226- 1223
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Swift, Al 1-202- 225- 2605 1-202- 225- 2608

Unsoel d, Jol ene 1-202-225-3536 1-202- 225- 9095
Dunn, Jennifer 1-202-225-7761 na

Barrett, Thomas M 1-202- 225- 3571 na

@Qunder son, Stevel-202-225-5506 1-202- 225- 6195

Kl eczka, Cerald D. 1-202- 225- 4572 na

Qbey, David R 1-202-225-3365 na

Kl ug, Scott 1-202-225-2906 na

Petri, Thomas E. 1-202-225-2476 1-202- 225- 2356
Rot h, Toby 1-202-225-5665 1-202- 225- 0087
Sensenbrenner, F. J. 1-202-225-5101 1-202-225- 3190
Mol | ohan, Al an B. 1-202-225-4172 1- 202- 225- 7564
Rahall 11, N ck Joe 1-202-225-3452 1-202- 225-9061
Wse Jr., Robert E. 1-202-225-2711 1-202- 225- 7856
Thomas, Craig 1-202- 225- 2311 1-202- 225-0726



